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ABSTRACT

This study is about the performance of TCP in multiple reliable
connections environment with UDP traffic flows using OPNET simulator.
The performance analysis is subjected to the bottleneck of competing
traffics of UDP and TCP, accessed via a limited router buffer size connected
to limited wireless link. Using simulation methodology, the analyses of the
different TCP enhancements by comparing them with each other on the
different test cases made. The research work establishes facts on the effect
of data rate, router buffer size and TCP technology on the behavior of the
TCP in the emulation environment in the presence of UDP traffic flows.
Based on the analyses of the simulation results, different buffer capacity,
data rate and TCP technology have effect on the TCP behavior in different
ways. TCP connections suffer significantly because of the adaptability
behavior and the number of unnecessary retransmissions is usually higher
with large router buffer. Using the selected sizes, smallest router buffer
increases the probability of having a retransmitted packet dropped and use
of medium router buffer size does not cause as low TCP performance as use
of the smallest router buffer, because the larger router buffers avoid several
packets drop problem which was present when using the smallest router
buffer. Similarly, with selected data rate, moderate data rate offers better
performance. For this simulation test-bed, moderate data rate, medium
router buffer size with NewReno offers a good performance of TCP followed

by Reno Technology.
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CHAPTER ONE

Introduction

1.0 Background of the Study

The interest for internetworking has steadily experienced an increase
over the last few years to global internetworking, what is commonly called
the Internet. The large number of computers getting connected everyday to
the Internet is becoming more and more seamlessly high with the decrease
in the price of computers and network devices.

Originally, the internetworking was developed for low speed
networks such as the ARPANET. The growth in network technology has
made the internetworking to be flexible enough to incorporate the changing
network environments of the past few decades. The Internet technology
today runs over a large different link technologies with vastly different
characteristics in terms of bandwidth and bit error rate.

With the explosive growth of the Internet, as users need for accessing
the Internet increases, in a limited Bandwidth environment, the network
traffic congestion grows and available limited Bandwidth shrinks. The
performance of the network eventually decline because of traffic congestion
among other challenging issues, bringing the need for viable solutions.

Current congestion control mechanisms such as the one used by TCP
or equation-based congestion control aim to either reduce or increase the
number of packets sent per time interval so as to adjust to the current level

of congestion in the network (Allman et a/,1999; Floyd et al, 2000). Many



remote TCP connections experience high loss rates due to gateway
congestion. Traffic congestion results from either the packet rate or
bandwidth. It follows that is necessary to control the rate at which packets
are sent or adjust the packet size. In packet rate limited environment, the
concept of reducing the packet rate in situation of congestion is a measure.
If the traffic congestion results from low bandwidth capacity, resources are
not shared fairly among flows. Instead, they are control by the packet size.

TCP congestion avoidance and control: slow start, congestion
avoidance, conservation of packets, and exponential timer back off, was the
first concepts initiated by Jacobson (1988). Later in 1990, TCP was
integrated with fast retransmission and fast recovery algorithms to avoid
inefficiency caused by retransmission timeouts (Jacobson, 1990; Stevens,
2001). The design of these TCP algorithms was based on unproved idea that
at the gateway there should be at most one packet per flow when the sender
increases the congestion window by one packet per round-trip time.
Therefore, TCP’s fast retransmission and fast recovery algorithms can
quickly recover the loss and resume to fairness scheme of the congestion
window.

The deployment of Random Early Detection (RED) principle that
causes a proportional number of dropped packets connection to its
bandwidth usage at the shared link, was as a result of study that has
shown that there was a double packet loss rates on the Internet and the
burst dropping was common (Paxson, 1997). Floyd et al (2000) also

mentioned that RED causes multiple drops for large window. These studies



were carried out at different level of flows, obviously reflected different
outcomes. It is evident that the suggestions and schemes may and may not
be generalise to all shared link flows environment. Therefore, it becomes
necessarily to study the performance of TCP at the individual flows share
link. This thesis seeks to carry out a performance analysis of TCP in low

bandwidth environment with high TCP’s application connections.

1.1  Transmission Control Protocol (TCP)

According to Gilbert (2002), TCP is a reliable connection-oriented
protocol that includes a built-in capability to regulate the flow of
information, a function referred to as flow control. The flow of information
1s managed by TCP, by increasing or decreasing the number of segments
that can be outstanding at any point in time. For example, under periods of
congestion when a station is running out of available buffer space, the
receiver may indicate it can only accept one segment at a time and delay its
acknowledgment to ensure it can service the next segment without losing
data. Conversely, if a receiver has free and available buffer space, it may
allow multiple segments to be transmitted to it and quickly acknowledge
the segments (Gilbert, 2002). Each segment of memory waits to be
encapsulated with an IP header to form a datagram for transmission.

The datagram set for transit are structured in three slides and a
“window” is placed over the slides by Gilbert (2002):

1. data transmitted and acknowledged

2. data transmitted but not yet acknowledged, and



3. data waiting to be transmitted.

Because this “window” slides over the three types of data, the window is
referred to as a sliding window. Widmer et a/ (2002) pointed out that TCP
congestion control mechanism using a smaller packet size than TCP sliding
window size, would only achieve a fraction of the throughput justifiable
according to its resource usage, if no corrective measure were taken.
Another scheme is to make active queue management such as RED drop
packets in direct proportion to their size (Floyd and Jacobson, 1993).

On the Internet, the TCP application occupies a higher and higher
proportion in the total Internet traffic. However, the current TCP protocol
does not work very efficiently; it introduces extra overhead on the network,
wasting the network’s capacity (Dong and Kung, 1998). More importantly,
takes a long time to fetch all the information that the user requires. This is
especially obvious in network environment where the bandwidth capacity
cannot cater for the total application traffic requirements.

To improve TCP performance, a lot of proposals has been suggested
including Persistent Hypertext Transmission Protocol (HTTP), Transaction
TCP and Sharing TCP control blocks (Joe et al, 1996). The goal of these
proposals is to adapt the resource usage of a flow to the network’s available
resources, and to do so such that these are shared fairly between competing
flows. Current TCP congestion control mechanisms such as adjust the
packet rate in order to adapt to network conditions and obtain a throughput
not exceeding that of a TCP connection operating under the same

conditions, in an environment where the bottleneck resource is packet



processing, the scheme can properly address the behavioural situation
(Widmer et al, 2002). However, if the bottleneck resource is low bandwidth
capacity, and flows may use packets of different sizes, resource sharing

then depends on packet size and is no longer fair.

1.2 TCP Transmission in a Multiple Reliable Connections (MRC)
Environment

It is the explosive growth multiple connections in networks that
causes severe traffic congestion problems and is common to see Internet
gateways drop a good percentage of the incoming packets because of local
buffer overflows. In a multiple reliable connections environment, the traffic
congestion bottleneck resource is bandwidth.

Bandwidth in the context of Internet access point is refers to the
amount of information that can be passed through a communications
channel in a given amount of time; that is, the capacity of the channel
(INASP: 2009). It is often expressed in bits per second, or alternatively
bytes per second, leading to lots of confusion. Bandwidth figures are used to
express the capacity of a network link or interface (e.g., a 100Mbps
Ethernet interface) or the rate of information transfer.

However, if the bottleneck resource is bandwidth, and flows may use
packets of different sizes, resource sharing then depends on packet size and
relies on transport protocol implementations. The amount of Internet
Bandwidth that is available to each application traffic requirement on the

shared link is therefore a factor that determines the degree of packets drop



and services delivery of the entire network. When there are multiple TCP
connections on the shared link, the queuing delay at the link affect the
behaviour of the TCP more than it does for a single TCP connection. It is
observed that in a network environment with multiple parallel connections,
the queuing delay increases and cannot be predictable because the TCP
connections tend to interfere with each other (Kojo et al, 1997). When a
TCP connection gets its packets in the router, the other TCP connections
will have to wait, starving from an unexpectedly long queuing delay.

Another study by Floyd and Jacobson (1993) revealed that when the
router buffer is full, packets are dropped, much more from several parallel
connections. The number of dropped packets due to buffer overflow is
expected to be higher when several parallel TCP connections are in transit,
because the last-hop router is likely to be more congested. This causes all
the TCP connections that suffered from packet loss, decreasing their
congestion window at the same time, which causes a sudden decrease in the
amount of traffic outstanding in the network until the congestion window
for different TCP connections is increased again.

Whenever one of the parallel TCP connections ceases transmission,
the other TCP connections uses the available bandwidth on the link and fill
the router buffer with their packets. When the ceased TCP connection
starts transmitting, it is possible that the router buffer will be full of
packets queue, and the router drops the packet transmitted. Even when the
retransmission timer expires, the router buffer may still be occupied by the

packets of the other the TCP connections and the retransmission triggered



by the retransmission timeout will be dropped again at the router.
Therefore the TCP sender will have to wait for another retransmission
timeout in order to retransmit the segment again. According to Braden et al
(1998), this kind of situation could continue repeating several times, which
causes substantial unfairness among the parallel TCP connections.

In the other way round, the nature of congestion control of TCP
connections cause unfairness, and whenever one of the TCP connections
drops a packet, the dropped TCP congestion window reduces its
transmission and causes the other TCP connections which did not have its
packet dropped get a larger share of the available bandwidth (Braden et al.,
1998). If the packet loss cannot be recovered using fast retransmit, the
sender has to wait for the retransmission timeout. This allows the link
capacity to be used by the competing TCP connections and might lead to

substantial unfairness.

1.3 User Datagram Protocol (UDP)

The User Datagram Protocol (UDP) is a connectionless, best-effort,
non-error checking transport protocol (Gilbert, 2002). There is no
handshaking between sending and receiving transport layer entities before
sending a segment. UDP was developed in recognition of the fact that some
applications may require small pieces of information to be transferred. The
use of a connection-oriented protocol would result in a significant overhead
error checking to the transfer of data. Therefore, UDP transmits a piece of

information referred to as a UDP datagram without first establishing a



connection to the receiver. The protocol is also referred to as a best-effort
protocol (Gilbert, 2002). To ensure that a series of UDP datagram are not
transmitted into a black hole if a receiver is not available, the higher layer
in the protocol suite using UDP as a transport protocol will wait for an
acknowledgment. If one is not received within a predefined period of time,

the application can decide whether to retransmit or cancel the session.

1.4  Performance Analysis using Simulation

Performance evaluation is a critical component of systems research
that allows the evaluation of new ideas, identification of problems and
bottlenecks and optimization of existing systems. There are three general
approaches to performance evaluation:

1. Prototyping: build it (or a scaled down version of it) and see

how it works.

2. Analytical modelling: build a mathematical model of it and use

it to analyze the system.

3. Simulation: build a software model of the system.

Prototyping is often not feasible or time consuming especially for
large scale systems. It also provides limited control and observation.
Similarly, analytical modelling cannot capture highly complex systems.
Thus, simulation has emerged as an attractive alternative that is heavily
used in performance evaluation of computer systems.

In addition, there are many obstacles in the process of performing some

studies. The most well know among others is the building real test-bed for



performance analysis. The cost is sometimes not effective or even not feasible.
The intensity of the problem increases, as the need for different configuration
parameters arises. For these reasons, it becomes necessary to build a
simulation model and study it as a surrogate for an actual system. In this
thesis, effort is made to build a model for simulating the traffic flows and TCP
using one among widely acceptable network simulator, Optimum Network

Engineering Tools (OPNET).

1.5 Motivation

TCP/IP is dynamic window based protocol that is used over the
Internet. Its widely use is mainly based on its high dynamic nature of
adaptability to any kind of network capacity, from a few bits to several
gigabits per second. Since the development of TCP as an Internet standard,
special attention has been drawn to its behaviour over different network
environment. In particular, its TCP connection on a single router connected
to an infinite capacity channel with a fixed independent error rate. Many
TCP performance studies have been conducted on single TCP connection
and multiple TCP connections including those by Bacceli and Hong (2000),
and Ott et al (1999) through a sequence of finite capacity routers and
bandwidths. In most of these studies, the presence of UDP traffics where
not considered. Even if attention is given, often these traffic flows are
assumed to have negligible effect. However, there has been a little
motivation to study the TCP behaviour in a multiple TCP connections
environments with UDP traffic flows. The presence of UDP traffic flows in a

shared links of multiple reliable connections is worth studying.
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1.6 Research Questions

a. What are the problems that are related to implementing real-time
applications in a network environment?

b. What is the effect on the TCP performance when buffer size and
data rate are considered?

c. Why should OPNET simulator be used as real test-bed for the
TCP performance analyses?

d. How are network elements modeled in OPNET simulator?

e. How are generated traffic flows and graphs in OPNET simulator

analyzed?

1.7 Research Objectives

There are many challenging issues about TCP performance in a
network having many properties to study such as wireless link data rate
and router buffer size. The research work focuses on some of these issues
with special interest on TCP performance in the presence of UDP traffic
flows and requirements for reducing retransmissions that eventually leads
to Retransmission Time Out (RTO) and packet loss. The research objectives
of this study are as follows.

a. to build a simulation model of the targeted network environment

and study it as a surrogate for an actual system.
b. to investigates the effect of data rate and buffer size on TCP

performance in the targeted environment.
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c. to analyse the TCP performance through simulation.

d. to explore TCP behaviour and propose solutions to the unfairness.
1.8 Organisation of the thesis

The whole work is divided into five chapters. Chapter one gives
general introduction of the thesis; chapter two discusses the theoretical
background of the internetworking, Internet traffic transmission protocols,
TCP technologies and TCP performance. Chapter three explained the
methodology adopted for the research work. Chapter four reports the
analysis of the study. Finally, chapter five pointed out conclusion,

recommendation, and suggestion for further research.
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CHAPTER TWO

Literature Review

2.0 The TCP and its Attributes

Transmission Control Protocol (TCP) is the dominant transport
protocol in the Internet and supports many of the most popular Internet
applications, such as the World Wide Web (WWW), file transfer and e-mail.
The TCP has mechanisms that dynamically learn the network bandwidth
and delay characteristics, and adapts to changes in traffic behaviour so as
to avoid network collapse. Traditionally, TCP is designed to perform well in
wired networks with the assumptions that packet dropped are mainly due
to network congestion. However, the Internet has experienced explosive
growth with the integration of wireless hosts. Wireless hosts are slower in
transmission than fixed hosts, and are more vulnerable to natural
environment. Therefore, TCP performance in networks with wireless hosts
become poor because its design neglected random bit error, treating any
packet drop in the network to be a result of network congestion which
eventually slows down its transmission rate, or even cause the TCP sender
to experience unnecessary timeouts, further reducing its performance.
Hence, with high TCP’s connection in a low resource link, the queuing delay
is expected to affect the behaviour of the TCP more than it does for a single
connection. The analysis of TCP performance make it necessary to find
ways to improve TCP’s efficiency and resource utilization, as well as

improve the user’s experience and reduce latency times.
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To find effective solutions to the effect of multiple TCP’s connection,
the performance analysis of wireless TCP in a network environment forms
a significant part of this research. This chapter gives overview of TCP in

further detail and several TCP performance analyses.

2.1 TCP Format

The TCP segment constitutes the TCP header and payload.
The information data passed from the above layers for transit is what is
referred to as payload. In the TCP header, address information for the
segment and all other information used in the implementation of TCP
algorithms are included. The TCP header includes an option field that
contains specific information for a particular TCP connection. The TCP
header size ranges from the default length 20 bytes, to 60 bytes including

the option field as shown in Figure 2.0.

Source port (16 bits) Destination port (16 bits)

Sequence number (32 bits)

Acknowledge number (32 bits)

U|/A| P R|S|F
Hlen |Reserved| R| C|H| S| Y | I Receiver Window size
(4bits) | Bbits) |G| K| S| T|N|N (16 bits)

Checksum (16 bits) Urgent pointer (16 bits )

Options (32 bits)

Figure 2.0: TCP header
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The Source and Destination port fields are each 16 bits in length.
Each field denotes a particular process or application. The Header Length
(Hlen) field is 4 bits in length. This field, which is also referred to as the
Offset field, contains a value that indicates where the TCP header ends and
the data field begins. It is required due to the fact that the inclusion of
options can result in a variable length header.

TCP is a byte-oriented sequencing protocol. Thus, a Sequence field is
necessary to ensure that missing or disordered packets are noted or
identified. That field is 32 bits in length and provides the mechanism for
ensuring that missing or disordered packets are noted or identified. The
Acknowledgment Number field, which is also 32 bits in length, is used to
verify the receipt of data. The number in this field also reflects bytes.

The Window field is 16 bits in length and provides TCP with the
ability to regulate the flow of data between source and destination.
Therefore, this field indirectly performs flow control. The Checksum field is
16 bits or 2 bytes in length. The function of this field is to provide an error
detection capability for TCP. To do so, this field is primarily concerned with
ensuring that key fields are validated instead of protecting the entire
header.

The Urgent Pointer field is 1 byte in length. The value in this field
acts as a pointer to the sequence number of the byte following the urgent
data. As previously noted, the URG bit position in the Code field must be
set for the data in the Urgent Pointer field to be interpreted. The Options

field, if present, can be variable in length. The purpose of this field is to
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enable TCP to support various options, with Maximum Segment Size (MSS)
representing a popular TCP option. Because the header must end on a 32-
bit boundary, any option that does not do so is extended via pad characters
that in some literature is referred to as a Padding field. The Padding field is
optional and is included only when the Options field does not end on a 32-
bit boundary. Thus, the purpose of the Padding field is to ensure that the

TCP header, when extended, falls on a 32-bit boundary.

2.1.1 Code Bits Fields

There are six individual 1-bit fields within the Code bits field. Each
bit position functions as a flag to indicate whether or not a function is
enabled or disabled. Gilbert (2002) examined each bit position in the field
as follows:

The Urgent (URG) bit: is used to denote an urgent or priority
activity. When such a situation occurs, an application will set the URG bit
position, which acts as a flag and results in TCP immediately transmitting
everything it has for the connection instead of waiting for additional
characters. A second meaning resulting from the setting of the urgent bit or
flag is that it also indicates the Urgent Pointer field is in use. Here the
Urgent Pointer field indicates the offset in bytes from the current sequence
number where the urgent data is located.

Acknowledgement bit (ACK): The setting of the ACK bit indicates
that the segment contains an acknowledgment to a previously transmitted

datagram or series of datagram. Then the value in the acknowledgment
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number field indicates the correct receipt of all bytes through byte n by
having the byte number n + 1 in the field.

Push (PSH) bit: The third bit position in the Code bit field is the
Push (PSH) bit. This one bit field is set to request the receiver to
immediately deliver data to the application and flags any buffering.
Normally the delivery of urgent information would result in the setting of
both the URG and PSH bits in the Code Bit field.

Reset (RST) bit: The fourth bit position in the Code bit field is the
reset (RST) bit. This bit position is set to reset a connection. By responding
to a connection request with the RST bit set, this bit position can also be
used as a mechanism to decline a connection request.

Synchronization (bit): The fifth bit in the Code bit field is the
Synchronization (SYN) bit. This bit position is set at start-up during what
is referred to as a three-way handshake, which will be covered shortly.

Finish (FIN) bit: The sixth and last bit position in the Code bit field
is the finish (FIN) bit. This bit position is set by the sender to indicate that

it has no additional data, and the connection should be released.

2.2.0 Synopsis of TCP

The TCP is the most useful protocol among the transport layer
protocol in TCP/IP protocol stack. TCP provides a communication channel
between two hosts connected to a network. It provides flow-controlled,
reliable, ordered, end-to-end delivery of data. This means that if TCP
detects a packet that are lost or corrupted in the network, the TCP sender

will retransmit the packet so as to allow the receiver to reconstruct the
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original data in perfect order. Typically, Packet loss is caused by congestion.
Congestion occurs when the demand for transmission of packet is greater
than the available resources, such as bandwidths of links, buffer space and
processing capacity at the intermediate nodes such as routers. The original
TCP specification is described by Postel (1981).

The current TCP is a network-friendly protocol that increases its
sending rate during network idle times and reduces its sending rate as the
network becomes more congested (Postel, 1981). It uses packet loss as an
indicator of network congestion and adjusts its sending rate according to
perceived congestion levels in the network. To have a reliable packet
delivery, TCP uses packet transmission sequence number to identify
packets, and explicit acknowledgements (ACKs). TCP uses cumulative
ACKs rather than per-packet ACKs, where an ACK referencing a particular
point within the data stream implicitly acknowledges all data with a

sequence value less than the ACKed sequence.

2.2.1 TCP connection

TCP is an end-to-end, point-to-point transport protocol used in the
Internet. Being point-to-point protocol, it means that there is always a
single sender and a single receiver for a TCP session. Being an end-to-end
protocol, on the other hand, means that TCP session should cover all
parameters and transportations involved from the source host to the
destination host (Jamalipour, 2003). TCP provides connection-oriented,

reliable byte stream service.
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To transfer data from one end to another, TCP need to establish an
open connection. The procedure of establishing the open connection is called
three-way handshake because TCP open connection is established by
exchanging three control messages as follows:

1. The client sends a packet with the SYN bit set and a sequence

number N.

1. The server then sends a packet with an ACK number of N+1, the

SYN bit set and a sequence number X.

111. The client sends a packet with an ACK number X+1 and the
connection are established.

When the data transfer is completed, the open connection is closed in

a way similar to the three-way handshake. Illustration is shown in figure 1.
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Figure 2.1: TCP open connection, Data transfer and Close connection.

2.2.2 Packet Loss detection and Re-transmission
TCP provides a reliable end-to-end service. During TCP data
segment transmission, if there are segment losses, the losses have to be

detected by the TCP sender and the missing segments have to be
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retransmitted. Segment loss can be detect and re-transmitted by TCP using
two schemes:
1. TCP time-out mechanism

1. Duplicate ACK of successive segments.

2.2.3 TCP TIME-OUT MECHANISM

Time-out mechanism is employed in order to avoid long delays when
there is no response from the receiver in a TCP connection. A timer is set,
and it starts counting down after each TCP segment transmission by a
sender. If the TCP sender does not receive a threshold number of ACKs
before the timer expires, it assumes that either the packet or the ACK 1is
lost, and retransmits the same packet again until an ACK is received. The
duration of this timer is referred to as retransmission timeout. The details
of how to compute the RTO are explained in Computer Communication
Review by Jacobson (1988).

The TCP retransmit timeout (RTO) value must be optimized as
possible to avoid:

Premature time-out: if the RTO value is set to be too small, that

means the time well expires very quickly, giving raise to

unnecessary retransmission.

Slowly response to loss segment: if RTO value is set to be too large,

that means the TCP will slowly respond to the segment loss, which

leads to longer end-to-end delay, and degrade performance.
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The RTO value is set as a function of Round Trip time (RTT). When a
TCP segment is sent over a TCP connection, the sender notes how long it
takes for it to be acknowledged, producing a sequence of RTT samples.
Older TCP implementations only time one segment per RTT, whereas
newer implementations use the timestamp option to time every segment

(Jacobson et al., 1992).

2.2.4 Duplicate ACK of successive segments

When a TCP connection is established, datagram transmission
begins. A segment is sent by TCP sender to another TCP receiver. When a
segment arrives, the TCP receiver has to send acknowledgement (ACKs) to
the TCP sender to indicating successful delivery of the segment. ACKs are
classified into three types.

Normal ACK: whenever a new packet is received by the TCP receiver
and there is no packet loss during a TCP connection, the ACK received by
the TCP sender for such successful delivery is referred as normal ACK.

Partial ACK: if loss packet is detected, the packet has to be
retransmitted. ACK received by the TCP sender that indicates the
successful retransmitted packet, but not all the data outstanding when loss
packet was detected is referred as partial ACK.

Duplicate ACK: refers to TCP receiver ACK, sent to the TCP sender
acknowledging the successful delivery of segment following a lost TCP
segment. If a segment is lost within a sequence of segments transmitted,

the successful delivery packets following the lost packet will cause the

21



receiver to generate a duplicate ACK for each successive packet. The
reception of these duplicate ACKs give a signal of such segment loss. After
detection of the segment losses, the sender voluntarily reduces the
congestion window, which in its turn decreases the transmission rate
avoiding packet congestion. The TCP sender decreases the sending rate in
two ways.
1. When a packet loss occurs, the congestion window size is reduced to
some threshold, and afterwards it increases slowly.
i1i. For every consecutive loss, the retransmission interval is doubled, in
order to prevent the network from being crowded by retransmissions.
The TCP has also the implementation of increase the sending rate to

it former rate after successful recovery of the lost segment.

2.3.0 TCP Congestion Control

To prevent the network from congestion, the sender’s TCP must
carefully regulate the amount of data to be transmitted in the network.
TCP uses congestion control to smoothen the network congestion condition.
Usually, a sender’s TCP makes effort to transmit more data into the
network when it learns the available of network resource capacity. On the
other hand, if congestion is notice in the network, the sender’s TCP will
reduce its sending rate to allow the network to lessen the network
congestion state. TCP’s Congestion control uses two state variables,

congestion window and slow start threshold.
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2.3.1 Congestion Window

Congestion window (Cwnd)is a segment flow control mechanism that
limits the number of segment in transit. The sender’s TCP uses cwnd to
control the number of packets outstanding in the network (Jacobson, 1988).
The availability of the network resources is probed using Additive-Increase,
Multiplicative-Decrease (AIMD) mechanism (Allman et al, 1999). The
mechanism determines the dynamic adaptation of cwnd to the changing
network condition. The effectiveness of AIMD is well notice when the TCP
connection established requires bulk data transfer continually. The TCP
sender starts with initial cwnd size of one or two TCP segments and
increases its transmission rate exponentially every RTT ( cwnd = cwnd * 2)
until the congestion window size reaches a slow start threshold value and
the congestion window size is increased linearly (cwnd = cwnd + 1) after
every RTT. When segment acknowledgements are not received, the slow
start threshold is set to half of the current congestion window size (cwnd),
and the algorithm restarts. Congestion window size has a range from one
maximum segment size (MSS) to advertised window size by a receiver,

Wmax.

2.3.2 Slow start threshold
Slow start threshold (ssthresh) is another TCP state variable that
determines which of the congestion control algorithms to be employed when

loss is detected. At the time of setting up TCP connection, ssthresh is set to
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the window size advertised by the receiver (Wmax). When a segment loss is

detected the ssthresh is then set to the half of the ecwnd.

2.4.0 Congestion Control Algorithms

Congestion control consists of four algorithms; slow start, congestion
avoidance, fast retransmit, and fast recovery (Floyd, 2000). Slow start and
congestion avoidance algorithms probe the network condition to allow the
sender to transmit new packets. While the other two algorithms, are
concerned in loss recovery. The basic TCP congestion control which uses the
Slow-Start and Congestion Avoidance algorithms is based on the work

initiated by Jacobson (1988).

2.4.1 Slow Start

The slow start algorithm is designed in such a way that congestion
window 1s increased by one for every received ACK that acknowledges
successful delivery of a segment at the receiver’'s TCP. When a TCP
connection is established, the sender sends one packet and awaits the
corresponding ACK. When the ACK is received, the sender increases its
congestion window by one, making the sender’s TCP to transmit two
segments at a time and the sender’s TCP must await the corresponding two
ACKs for the transmitted segments. If two ACKs are received, the sender’s
TCP increases congestion window again by two, the congestion window size
gets to four, making the sender’s TCP to transmit four. The behavior of the

slow-start algorithm continues in that order until it reaches to ssthresh or
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loss segment is detected by three duplicate ACKs or RTO (Allman et al,

1999).

2.4.2 Congestion Avoidance

As the congestion window size increase, if the value is greater than
the value of ssthresh, the TCP congestion control changes mode from slow
start to congestion avoidance (Stevens, 1997). When a new TCP connection
1s established with a host on another network, the value of ssthresh is set to
the advertised window size by a receiver, Wmax. However, when the
congestion window is greater than the value of ssthresh, the ssthresh value
is set to half the current congestion window size to avoid congestion. Figure
2.2 shows the TCP congestion window behaviour in slow start and
congestion avoidance. In the figure, the thinner solid line represents the
congestion window behaviour of a connection when slow start is used. The
dash solid line represents the initial ssthresh value and adjusted ssthresh
value when avoidance is used.

The initial congestion window size is set up to one maximum
segment size (Allman et al, 2002), and the slow start congestion window
size continues to grow until it gets to initial ssthresh value then the
congestion window is reduced to one MSS and the ssthresh value is updated

to half of the previous congestion window size.
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Figure 2.2: The TCP congestion window behaviour

2.4.3 Fast Retransmit

The TCP Slow-Start and Congestion Avoidance algorithms were
observed to create new problems. One of the problems relates to the packet
loss detection via RTO. As described in section 2.2.2, a packet loss 1is
learned when the RTO has expired. Nevertheless, RTO scheme may lead to
significant delays in the data transmissions, so another way to determine
packet loss has been added to TCP.

Typically, for every segment received including segment out-of-order,
the receiver’'s TCP must send either an acknowledgment (ACK) or
Duplicate ACK. In the case of Fast Retransmission algorithm, the ACK
contains the reference to the data, which was received before the packet

loss (Floyd, 1994). When a sender’s TCP receives three duplicate ACKs (.e.
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ACKs contains reference to the same data) before the RTO expired, the
sender assumes a packet lost and retransmission commence immediately

not waiting for RTO to be completed. In this scheme, time is optimized.

2.4.4 Fast Recovery

Another noticeable issue associated with the packet loss detection is
the problem of great decrease of the congestion window (cwnd). In the
initial implementation of TCP, if a segment is lost the value of cwnd is set
to the value of the minimal cwnd. With the Fast Recovery algorithm, the
drastic decrease is handled. When a segment loss is learned following the
Fast Retransmission algorithm, the new value of the congestion window is
set to ssthresh + 3*MSS (Floyd and Henderson, 1999). For every duplicate
ACK the cwnd is incremented by 1, when a new ACK is received the Fast
Recovery algorithm terminates, and the congestion avoidance algorithm is

continued.

2.5.0 TCP Implementations

The original TCP implementations used window size based
flow-control to control the use of buffer space at the receiver and
retransmission after a packet drop for reliable delivery. The
implementations did not include dynamic adjustment of the flow-control
window In response to congestion collapse such as classical congestion
collapse (Nagle, 1984) due to unnecessary retransmission of segments,

fragmentation congestion collapse (Kent and Mogul, 1987) resulting from
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Maximum Transfer Unit (MTU), and undelivered-segments congestion
collapse that occurs when networks overloaded with packets that are
discarded before they reach the receiver (Floyd and Fall, 1999).

The exponential growth in the Internet usage has caused a great
increase in the number of TCP implementations. However, the development
of TCP must handle changes that may enforce any network setup into
congestion collapse (Floyd, 2002). TCP has experienced number of changes
in its primitive design, during its development process. Many versions of
TCP exist today and each TCP implementation employs congestion control
algorithms as described in section 2.4. The available implementations

include TCP Tahoe and TCP Reno.

2.5.1 TCP Tahoe

The fundamental algorithm for congestion avoidance and control was
first introduced by Jacobson (1988). The implementation of the algorithm,
called TCP Tahoe, was based on the principle of conservation of packet and
it has introduced significant improvements for working over a shared
network (Floyd and Henderson, 1999). When TCP connection is established
at the available resources capacity, a packet is not set in transit into the
network until sent packet leaves the network. In other word, a packet can
be set in transit only when the sender receives an acknowledgement from
the receiver indicating successful delivery of the packet. The
acknowledgements clock the outgoing packets because an acknowledgement

means that a packet was taken off the transmission medium and resources
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(Floyd and Henderson, 1999). TCP Tahoe includes Slow-Start, Congestion
Avoidance and Fast Retransmit. The Slow Start algorithm was introduced

to control transmission following any detected congestion.

2.5.2 TCP Reno

The modification of how TCP Tahoe response to detection of loss
packet through duplicate ACKs is what leads to the implementation of TCP
Reno (Floyd and Fall, 1996). The concept is that if packet loss is detected
via a duplicate ACK before TCP timeout expired, TCP sender retransmits
the loss packet by performing a Fast retransmit algorithm without waiting
for RTO and enters into its Fast recovery stage until the non duplicate ACK
that acknowledges the entire transmit window of data is received. If it does
not receive such an ACK, TCP Reno experiences a timeout and enters the
slow-start state as implemented in TCP Tahoe. TCP Reno adds Fast

Recovery to TCP Tahoe.

2.5.3 TCP New Reno

TCP New-Reno is a modified version of TCP Reno. In TCP
Reno, TCP sender would leave Fast Recovery on the receipt of first ACK
that acknowledges new data. This algorithm recovers loss packet efficiently,
if there is only one lost packet. However, the algorithm fails from multiple
packet recovery within a sliding window (Floyd and Fall, 1996). Therefore,
an enhanced version of Fast recovery algorithm was proposed to address

the short comings in TCP Reno (Floyd and Fall, 1996). The algorithm
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proposed that a smaller value for ssthresh causes early termination of the
slow start stage and also slow increase of the cwnd. In the other way round,
a larger value causes the sender to overwhelm the network with packets,
causing congestion.

The idea behind TCP New Reno is that during the Fast Recovery, the
TCP sender does not exit its Fast Recovery stage on receiving partial ACK
until all the data packets which were outstanding at the time entered Fast
Recovery. Thereby recovering from multiple packet loss in a single window
of data and exits its Fast Recovery phase either on receiving the ACK that
acknowledges entire data within that window or on occurrence of

retransmission timeout.

2.5.4 TCP Vegas

TCP Vegas was presented before New Reno, SACK and FACK were
developed (Brakmo et al, 1994). Vegas is a TCP implementation which is
builds on the fact that proactive measures rather than reactive against
packet losses. TCP Vegas is fundamentally different from other TCP
variants in that it does not wait for loss to trigger congestion window
reductions. It employs an alternative strategy in that it tries to predict
when congestion is about to happen and adapts its window to compensate.
This is a proactive approach as it attempts to reduce its sending rate before
packets start being dropped by the network. TCP Vegas keeps track of the
time each segment is sent. When an ACK arrives, it estimates RTT as the

difference between the current time and the recorded timestamp for the
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relevant segment. TCP Vegas has not been widely implemented and is not
universally accepted by the Internet community and is still a subject of

much controversy.

2.5.56 TCP SACK

The default TCP acknowledgment behavior is to acknowledge the
highest sequence number of in- order bytes. This default behavior is prone
to cause unnecessary retransmission of data, which can exacerbate a
congestion condition that may have been the cause of the original packet
loss. A proposed modification to TCP, selective acknowledgement (SACK)
allows a TCP receiver to acknowledge out-of-order segments selectively
rather than just cumulatively acknowledging the last correctly received in-
order segment (Mathias et al., 1996). SACK option is used by TCP receiver
to inform the TCP sender that a non contiguous segment of data has been
received and it is queued. So the sender need retransmit only the packets
that have actually been lost (Floyd and Fall, 1996), (Blanton et al, 2003).
When a retransmitted packet is itself dropped, the SACK implementation
detects the drop with a retransmit timeout, retransmitting the dropped
packet and then slow-starting. If all of the outstanding data is ACKed
(received ACK sequence is greater than recover), the sender exits fast
recovery and continues in congestion avoidance. To use SACK, both the
TCP sender and receiver must support the feature and must enable it by
negotiating the SACK-Permitted option during the connection

establishment. Adding the SACK option to the TCP flavours such as TCP
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Tahoe or Reno, does not change their basic underlying congestion control
algorithms. The information about missing sequence numbers 1is
transmitted to TCP sender using three SACK blocks with each ACK, using

the rules outlined by Mathias et al (1996).

2.5.6 TCP FACK

The Forward Acknowledgment (FACK) algorithm proposed, aims at
better recovery from multiple losses (Mathias et al, 1996). In FACK, TCP
maintains two additional variables: the forward-most segment that has
been acknowledged by the receiver through the SACK option and
retransmitted data that reflects the amount of outstanding retransmitted
data in the network. Using these variables, the sender can estimate the
actual quantity of outstanding data in the network and can inject new data
if allowed by receiver’s window. TCP FACK regulates the amount of
outstanding data in the network to be within one segment of CWND, which

remains constant during the Fast Recovery phase.

2.6.0 Multiple TCP connections

Multiple TCP connections give raise to a new situation to TCP
performance. When there is a group of multiple TCP connections over a
link, the queuing delay is expected to affect the behaviour of TCP,
aggregating congestion window more aggressively than a single TCP
connection and 1s more likely to cause congestion losses. Since the

connections are independently of each other, the connections that detect
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losses reduce their congestion windows while the others still put data onto
the network increasing rates. This problem becomes more serious in a low
bandwidth network environment where the highest traffic through the link
is TCP application traffics. Another problem of multiple connections as
pointed out by Stadler and Gelman (1998) is that when one or more of the
concurrent connections close, the amount of time it takes the remaining

connections to absorb the additional bandwidth can be significant.

2.7.0 Enhance TCP models

The incorporation of wireless networks into the typical
Internetworking is becoming increasingly popular in the world of
telecommunication. As a result, traffic behaviour changes over the available
link resources. To ensure reliable data delivery, efforts have been devoted to
provide TCP enhancement model over different network infrastructures.
TCP supports the most popular suite of applications on the Internet today
and it has been enhanced in recent years to improve robustness and
performance over network of varying capacities and quality. With the
explosion of the Internetworking infrastructure, TCP behaviour outlined by
Postel (1981) has not change. Many TCP optimization models have been
proposed and can be categorized into four groups; split connection, link-

layer, explicit notification and end-to-end protocols.

2.7.1 Split connection model
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There is significant difference in characteristics between wireless
and wired networks. The wired part of the heterogeneous network is more
reliable than the wireless part in terms of link capacity and error rate;
however, with the explosive growth of the network infrastructure
transmission would be bottlenecked at low link resources. TCP splitting is
an enhancement that attempts to shield the wireless part from the fixed
network by separating the flow control at the intermediate node. The
intermediate node behaves as a terminal in both the fixed and wireless
parts. Both end hosts communicate with the intermediate node
independently without knowledge of the other end. The intermediate node
is reinforced with functionalities to coordinate the transaction between the
two network parts (Postel, 1981). Therefore, split mode divides a TCP
connection into wireless and wired parts, and ACKs are generated for both
parts separately as shown in the figure 2.3. The intermediate node becomes

responsible for the recovery of loss packets.

\ Proxy
/ @

Fixed
Host

Mobile
Host

Figure 2.3: Split connection model
2.7.2 Link-Layer model

The Link-layer models are designed to improve the poor
performance of TCP over wireless. The models are not TCP specific and

they do not use any knowledge of TCP in enhancement at the transport
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layer (Postel, 1981). They perform link-level functions such as Automatic
Repeat Request (ARQ) or Forward Error Correction (FEC) to improve TCP
performance, thereby making the wireless link layer look similar to the
wired case for TCP by recovering the wireless error locally. There have been
several proposals for reliable link-layer protocols. The main techniques
employed by these models are forward error correction (FEC) and ARQ
(Postel, 1981). This method is illustrated in Figure 2.4. ARQ When a frame
is detected to contain errors after decoding, it is discarded and an ACK is

sent back to the sender requesting a retransmission of the frame.

Mobile JAN / Proxy
Host / \

ARQ/
FEC

Figure 2.4: Link-layer model

2.7.3 Explicit Notification

There are many explicit notification models that have been proposed
to enable the TCP sender to differentiate between different types of packet
losses due to congestion from wireless error. Among such proposal are
Explicit Congestion Notification (ECN) and Explicit Loss Notification (ELN)
(Ramani and Karandikar, 2000), (Balakrishnan et al, 1997). The idea
behind this approach is to enable the TCP sender to distinguish packet

losses due to congestion from wireless error.
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For instance, in explicit congestion notification, the TCP receiver
uses one of the reserved bits called the ECN-echo (ECE) flag in the TCP
header to explicitly notify the TCP sender of the network congestion. ECE
flag requires support from both the routers as well as the end hosts. It
requires the routers to be able to identify packets that are ECE capable and
to mark only such packets from ECE capable hosts. Two bits in the IP
header field are utilized to achieve this; the ECE Capable Transport Bit
(ECT) is set by the sender during the connection establishment process if
both the end systems are ECE capable. Therefore, the model uses two new
flags, namely the ECE flag and Congestion Window Reduction (CWR) flag,

in the reserved field of TCP header as shown in Figure 2.5

Source port (16 bits) Destination port (16
bits)

Sequence number (32 bits)

Acknowledge number (32 bits)

Reserved | C | E|U|A|P|R|S|F
Header | (4bits) |W|C|R | C|H| S| Y| I | Receiver Window size

length RIE|G|K|S|T|N|N (16 bits)
(4 bits)
Checksum (16 bits) Urgent pointer (16
bits )

Options (32 bits)

Figure 2.5: TCP header with additional two bits

To inform the TCP sender of the network congestion, the TCP
receiver sets the ECE flag. When the sender receives an ACK with the ECE
flag, the CWR flag is set to notify the receiver that the action has been

taken against the congestion notification.
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2.7.4 End-to-End models

Typical TCP assumed that packet loss is cause by network
congestion. But there are other parameters that contribute a lot to packet
loss such as noisy links. Overlapping radio channels, signal attenuation and
additional noises they have a significant impact on packet losses. This
means that these parameters can cause the TCP to reacts with great
reduction of congestion window, therefore degrading the performance of
TCP. End-to-end proposals make the TCP sender handle packet losses
caused by both congestion and random wireless errors and requires
minimal or no processing at the base station (Jacobson, 1990). Some of the
end-to-end schemes proposed are SMART, WESTWOOD, and FREEZE-

TCP among others.

2.8  Wireless link issues

Wireless link characteristics have significant impact on TCP
performance. TCP was not designed with wireless link characteristics in
mind. Hence, TCP is not expected to perform well in a wireless network.
The main issue of a wireless link is the high Bits Error Rate (BER). High
BER in wireless networks causes packet loss regardless of network
congestion (Chandra et al, 2003). Eventually, this causes TCP to

unnecessarily reduce its transmission rate, degrading the performance of
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the TCP. Another important issue of the wireless link that was not
considered in the design of TCP is link delay variations. Long delay is also
among the causes of packet losses.

Long sudden delays during data transfers are common properties in
wireless WANs (Ludwig and Katz, 2000), (Luo and Fapojuwa, 2003).
Experiments by Ludwig and Katz (2000), Luo and Fapojuwa (2003)
indicated that data transmission over wireless link increases packets delay
and delay variation degrades the throughput of TCP connections. The
results of the studies by Ludwig and Katz (2000) reveal that among the
major adverse effects on TCP performance are spurious fast retransmit and

spurious timeouts.

2.9 Issues of TCP and UDP flows over Wireless link

A wireless link in a network could be viewed as an abstract notion
defined by the connectivity between two nodes. Data sent by a node might
be overheard by many other nodes or even be perceived as only
interference. The presence of a wireless link in a network might be
intermittent. Unlike wired networks, where congestion is in general caused
by overfull queues, there may also be contention for the spatial reuse of the
ether, causing congestion in the network. The TCP feedback loop is
responsible for adapting the sender data rate in response to, e.g.,
congestion. However, this end-to-end congestion control mechanism has
reduced efficiency in wireless networks because transmission is inherently

broadcast (Jacobson, 1990).
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Furthermore, there are different ranges for wuncast radio
transmission, broadcast radio transmission and interference. Even if the
offered data rate is adapted to the bottleneck in a network path,
transmissions might still contend and interfere with other. TCP has been
designed to be fair between competing flows whereas Constant Bit Rate
(CBR) UDP flows are not rate adaptable and lacks congestion control. In
the presence of UDP flows, TCP should probe the data path by increasing
its congestion window until loss occurs. In that case it should back off and
not use more bandwidth than what is left after the UDP flow. The work in
this study examines the behaviour of the TCP adaptation in the presence of

UDP flows.
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CHAPTER THREE

Evaluation of TCP Behaviour in a Network

3.0 Methodology

This section describes the methodology adapted for the TCP
performance measurements. The environment and arrangements used in
the performance measurements, the exact test parameters, workload
models and the TCP features used are described. Finally, the validity and
possible inaccuracies in the selected model were discussed

The purpose of this study is to evaluate the performance of the
current state of TCP behaviour of network generating heterogonous traffic
flows with high TCP traffic over router and wireless link, to compare the
effect of the link data rate and buffer size on the TCP performance. The
performance tests are observed, the results analysed and reasons for the

observed behaviour explained.

3.1 Simulation Tool

The use of network simulator to emulate an existing network
environment has many merits. With the network simulator, the wireless
link and buffer properties, and the emulated network architecture under
TCP can be controlled. The predefined test configurations may also run
automatically, which makes the execution of the performance

measurements more convenient.
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There are many simulators that have been created. However, a lot of
them were written for special purposes, for testing just one network
component or protocol. It is obvious that those simulators cannot be widely
used and this work does not deal with them. On the other hand, the goal of
other simulators is to be extensible and to allow others to add their own
modules for currently unsupported or new protocols, create new network
devices. The most widely known simulator of this kind is OPNET. For
emulation of the targeted environment, OPNET tool is selected for this

research work.

3.1.1 OPNET

OPNET is a graphic network simulator that provides a set of tools for
network modelling, displaying statistics. Many predefined types of nodes
are present and almost all widely used protocols and technologies are
supported. The supported operating system is Windows.

OPNET provides network modelling, simulation, and analysis
features. It provides the user with the ability to choose network devices,
such as switches, routers, and workstations; connect them together with
various types of links, such as Ethernet 100BaseT, FDDI, and ATM; and
define network traffic patterns. OPNET can be used to simulate the
behaviour of the modelled network, to collect statistics, such as application
response time or link utilization, and to display graphs of the collected

statistics. It may also be used to design computer networks from scratch, to
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validate or troubleshoot an existing configuration, or to evaluate a proposed
upgrade.

OPNET provides “global” objects for defining profiles and
applications. The advantage of using a global object is that once you have
defined the profiles and applications, you can re-use them across the entire
topology. OPNET ships with pre-defined profiles and applications that may
suit the behaviour you wish to describe. You may, however, wish to modify
the existing definitions to suit your needs or even create new application

and profile definitions.

3.2  Area of Interest in the Study

There are many topics of interest in the performance tests of a
network last element, and wireless link. In this study, one of the areas of
interest is the TCP performance implications of the data rate and
propagation delay at the wireless. To have the idea of what happens at the
TCP level, the data rate that causes spurious retransmission and packets
drop have been studied. By observing the effect of data rate and competing
traffic flows on the TCP performance, the successful data rate which do
cause less spurious TCP retransmission and packets drop were identified.

Another area of interest is the effect of congestion at the router when
the buffer size is low compare to the rate at which traffics flow, which does
cause packet drop at the link layer. Congestion at the link does affect the
TCP behaviour more severe when there is high traffic flows. To observe its

effects, heterogonous traffic flows were analysed. The congestion at the link
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with small, medium and large router buffer sizes was observed to see how
the selected router buffer size affects the TCP behaviour. Finally, the effects
of various TCP technologies on the TCP behaviour on the link were
evaluated.

3.3 The Targeted Environment

The target environment of study is a LAN network generating UDP
and TCP traffic flows. The network environment consists of ten client hosts
each communicating with one of the three different server hosts via a
wireless link and a last network element. The study concentrated on the
behaviour of a client TCP in the LAN, in the presence of multiple TCP and
UDP traffic flows. The LAN has bandwidth of 100 megabits, wireless link
data rate of 64,000 bps and router buffer of 2MB. The network is assumed
to provide traffic flows significantly faster than what the wireless link can
transmit. Figure 3.0 illustrates the elements which are emulated from the

target network environment.
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OPNET software was used to emulate the target network
environment. In the emulation environment, performance tests were made
using ten client hosts on the network and two different hosts were set to
generate voice and video streams. Each of the ten hosts generates TCP
traffic. Traffic shaping was not imposed in the network set up. The traffic
flows are forwarded base on Best-effort scheme.

The network hosts were assumed to be running the Windows
operating system. Each of the client hosts and the server hosts are the TCP
endpoints communicating with each other using TCP connection. The TCP
enhancements that are used in the performance tests are implemented only
in the endpoint hosts.

The wireless link 1s emulated by issuing appropriate data
transmission rate and propagation delay. Link layer retransmissions are
emulated by causing an error delay for a packet. During the error delay no
packets are released from the link receive buffer. The last-hop router queue
is emulated using the input queue. The traditional first-in-first-out
scheduling is used on the input queue. If there is no room for incoming

packet in the input queue, emulator router discards the packet.

3.3.1 Modelling traffics

The most commonly used applications in the target network
environment are those that require Internet access, which we call the
Internet applications and Internet application traffic must traverse via the

last router, the IP32 cloud, and finally via the Internet Servers gateway to
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reach the Internet Servers. The Internet applications are web browsing,
instant messaging, video conference, FTP, e-mail, and online games.
OPNET Modeler provides standard built-in models for software
applications such as web (HTTP), e-mail and FTP which can be easily
configured to simulate applications used in the subnets. Thus, these
applications are implemented and configured via OPNET’s Custom
Application feature. Table 3.0 summarizes the application definitions.

Table 3.0: Application Definitions

Application Meaning
e-Mail (light) Indicate light activities of e-mail application
e-Mail (heavy) Indicate heavy activities of e-mail
FTP (light) Indicate light file transfer activities
FTP (heavy) Indicate heavy file transfer activities
Web browsing (light) Indicate light browsing activities
Web browsing (heavy) | Indicate heavy browsing activities

To set-up and configure any application in OPNET, the Application
Configuration and Profile Configuration modules was added to the
emulated target network environment. The Application Configuration
module contains the application definitions, while the Profile Configuration
module contains the profiles of user behavior, e.g. describes how the users

employ the applications defined in the Application Configuration module.

3.3.2 Configuring Web (HTTP) Applications
To configure a web browsing application, the application named
HTTP was selected from the list of built-in models. OPNET provides pre-set

configurations such as: Light Browsing, Heavy Browsing, Searching, or
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Image Browsing. For this study, light and heavy browsing were selected. In
addition, table 3.1 and 3.2 provide the pre-set configurations parameters of
the selected web applications. HTTP Specification which defines the version
of HTTP protocol, Page Interarrival Time which specifies time in seconds
between consecutive webpage downloads, and type of service specifies
traffic shaping policy adapted.

Table 3.1: Heavy Web Browsing Configuration

Attribute Value

HTTP specification HTTP 1.1

Page interarrival time (second) Exponential (60)
Type of service Best effort

Table 3.2: Light Web Browsing Configuration

Attribute Value

HTTP specification HTTP 1.1

Page interarrival time (second) Exponential (720)
Type of service Best effort

3.3.3 Configuring e-mail Applications

To configure an e-mail application, the application named e-Mail was
selected from the list of built-in models. OPNET provides preset
configurations for e-mail application as well. The preset E-mail
configurations include Low Load, Medium Load, and High Load. The model
also allows custom configuration via parameters such as Send(Receive)
Interarrival Time which specify the amount of time in seconds between
consecutive sent (receive) operations, Send(Receive) Group Size which

determine the number of e-mails messages per single sent(receive)
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operation, and FE-Mail Size which defines the size of e-mail message in

bytes. The e-mail configurations for selected loads are shown in Table 3.3

and 3.4.

Table 3.3: High Load e-mail Configuration

Attribute

Value

Send interarrival time (second)

Exponential (360)

Send group size

Constant (3)

Receive interarrival time (second)

Exponential (360)

e-mail size (bytes)

Constant (2000)

Type of service Best effort

Table 3.4: Low Load e-mail Configuration

Attribute Value

Send interarrival time (second)
Send group size

Receive interarrival time (second)
e-mail size (bytes)

Type of service

Exponential (3600)
Constant (3)
Exponential (3600)
Constant (500)
Best effort

3.3.4 Configuring FTP Applications

To configure ftp application, the application named ftp was selected
from the list of built-in models. OPNET also provides preset configurations
for FTP application. The preset FTP configurations include Low Load,
Medium Load, and High Load. The Inter-Request Time parameter is the
time in seconds between consecutive FTP requests. The File Size defines
the size in bytes of the FTP file to be transferred. The e-mail configurations

are shown in Table 3.5 and 3.6.
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Table 3.5: Heavy File Transfer Configuration

Attribute Value
InterRequest time (seconds) Exponential (360)
File size (bytes) Constant (50000)
Type of service Best effort

Table 3.6: light file transfer configuration

Attribute Value
InterRequest time (seconds) Exponential (3600)
File size (bytes) Constant (1000)
Type of service Best effort

3.3.4 Configuring VOIP Stream Application
In order to model VOIP traffic in OPNET, an object called application
definition attribute which consist predefined applications was modified to

support voice streaming.

Table 3.7: VOIP Stream Configuration

Attribute Value

Silence length (seconds) Exponential (0.65)
Talk spurt length (seconds) Exponential (0.352)
Encoder scheme G.711 (silence)
Voice frame per packet 1

Type of service Interactive (6)

Table 3.7 shows the VOIP configuration used in the simulation model. The
Voice application was modeled by configuring the (Voice) Table parameters.
The VoIP application uses G.711 encoder scheme and Interactive Voice (6)

as the type of service for establishing the VoIP calls.
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3.3.4 Configuring Video Stream Application

An object called application definition attribute which consist
predefined applications was used to model the video stream application by
modifying the predefined parameters.

Table 3.8: Video Stream Configuration

Attribute Value

Frame interval time 10 frames/sec
Frame size 128x120 pixels
Type of service Best effort
Traffic mix (%) All discrete

Table 3.8 shows the Video configuration parameters used in the simulation
model. The Video application was modeled by configuring the (Video) Table

parameters.

3.4  Metrics of the performance analysis
The selected metrics for this performance evaluation and why they
are of interest are discussed below:

Retransmissions’ another interesting metric is the number of
retransmission which does strongly affects the throughput of a TCP
connection. When the number of retransmission is reduced, the
throughput of the TCP connection most significantly improves. In
this research study, retransmission is triggered by packet drop at the
last-hop router or by a retransmission timeout caused by excessive

delay.
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Dropped packets: the number of dropped packets has direct
affects on the number of retransmissions. This metric gives
additional information needed to derive the number of unnecessary
retransmissions. Because packets drop take place only at the last-hop
router as a result of buffer overflow, this metric measures the
severity of congestion at the last-hop router.

It is difficult to automatically measure these parameters with the
current tools we have. However, the metrics are relatively easy to observe
from the traces manually. Thus, the parameters were analytically

measured.

3.5  Selected Test Cases

Two kinds of analysis of TCP behaviour were selected for the
performance evaluation. Firstly, the selected metrics are measured using
set of test cases and the observed performance are summarised based on
the measured metrics. Secondly, the most interested test cases are selected
and analysed to explain the reasons for the observed performance. The
selected test cases are then defined by considering the three different
factors: the application traffic model used in the test, the emulated network
and the link model, and the TCP implementation used.

Targeted Environment Model: two application traffics models are
selected for the purpose of this study. The application traffic models are

described below.
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Multiple TCP connections environment model: in this model,
multiple TCP connections workload for transfer of only TCP traffic is
setup. Each TCP traffic connection is transferring a bulk data from
the fixed host on the Internet to a client host on the subnet of the
fixed network.
Multiple TCP connections environment with UDP traffic flows model:
in this model, multiple TCP and UDP connections are established.
The TCP traffic connections are engaged in transfer of bulk data
from a fixed host on the Internet to a client on the subnet of the fixed
network. While UDP traffics are flows of point-to-point interactions.
These flows could be video conference or voice over IP (VOIP) stream.
Number of tests using these workload models were selected and
tested. Having multiple-parallel application connections transmitting over
a bottleneck link has remarkable implications on TCP. However, this
research work is concern with TCP behaviour in the model, in the presence

of UDP traffic flows.

3.6  Simulation Process Configuration

As described earlier, the target network path contains a wireless link
and last-hop router. The main objective is to inspect the performance of
TCP in a multiple reliable connections with the presence of UDP traffic
flows over wireless link and router of a limited buffer memory, and to

inspect certain details of TCP behaviour more closely.
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Buffer size of 8mb and data rate of 64,000 kb were used as baseline
for the performance analysis. However, three different router buffer sizes
are combined with three different data rates scenarios were also analysed.
The primary interest of the study is not to find exactly the optimal buffer
size and data rate for the different scenarios. Hence the selection of the
three different buffer sizes and data rates are to limit the number of test
runs. Table 3.9 shows the data rates and buffer sizes selected for the
performance tests.

Table 3.9: Selected Wireless Link Data Rates and Router Buffer sizes

Data rate (bps) Buffer size (mb)
128,000 16
256,000 32
512,000 64

SACK scheme was used as the baseline technology for establishing a
reliable connection. Using the same modelled environment, a number of
TCP implementations were tested and compared to see which among give
better performance. The selected TCP technologies are Reno and New Reno.
The TCP attribute configuration for client and server hosts are summarised
in table 3.10.

Table 3.10: TCP Attribute Configuration

Attribute Value

Maximum segment size (bytes) 512

Receive Buffer (bytes) 8760

Delay ACK mechanism Segment/clock based
Maximum ACK delay (sec) 0.2

Slow start initial count (MSS) 1

Duplicate ACK threshold 3
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3.7  Justification of the model

The justifications of why the test results are relevant for analysis of
TCP behaviour over the targeted environment is that by using parallel TCP
connections we may easily inspect the theoretical TCP behaviour, but the
TCP behaviour in the actual network with competing traffic is likely to be
different. Therefore, it is important to perform tests with parallel competing
UDP and TCP traffics in addition to the tests with parallel TCP
connections. Although it is very difficult to accurately model the competing
traffic in the Internet, the target network environment is easier to model
because the focus of the study is only to inspect traffic originating from the
local network. Moreover, because the bottleneck link and router are local
network elements, other elements in the Internet connections are relatively
of limited concern for the analysis. We use several parallel Internet
application connections to inspect the effect of competition, which is likely
to cause synchronization effects that might not be present in an open
network.

The model resembles the behaviour of real network environment.
However, because we are inspecting TCP performance, the study is not
interested in the reasons behind the modelled environment in detail, but
the consequences of UDP traffic flows in a multiple reliable connections

environment.
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CHAPTER FOUR

Analysis of the TCP Performance

4.0 Introduction

The performance of the TCP was analysed with various data rates
and different router buffer sizes scenarios as figured out in section 3.6. The
goal of the study was to evaluate the performance of TCP and to
understand how the behaviour should be changed in order to improve the
TCP performance. Another motivation for the detailed analysis is to
validate the experimental results.

4.1  Multiple Reliable Connections Environment (MRCE)

This section analysed the results of tests with multiple reliable
connections workload. In this model, each host established TCP connection
for traffic flow of different modelled Internet application traffic described in
showed the results of baseline

section 3.3. Figures 4.1 and 4.2

configurations.
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The results pointed out the performance of TCP in a multiple TCP
connections environment when no UDP traffic flows are involved.

It is observed from figures that the first 6 minutes of simulation, TCP
experience slight packets drop, but packets drop increases gradually and
reached up to 8.6%. The reasons for gradual packets drop could be link
noise, packet processing rate, link capacity, and router buffer overflow
when the congestion window size exceeds the pipe capacity. After 28
minutes of simulation, gradually increase curves of packets dropped
maintained it state because of the SACK acknowledgements algorithm. The
re-transmission count as shown in figure 4.2 is caused by the packet

dropped and delay.

4.2  Multiple Reliable Connections Environment with UDP Traffic flows
The results of tests for multiple reliable connections environment
workload with UDP (MRCEU) traffic flows are analysed as follows. In
addition to the model discussed and analysed in the above section 4.1, two
client host each established UDP connection. One of the client hosts 1is
actively involved in video conference transaction and the other involved in
VOIP communication as described in section 3.3. Figure 4.3 and 4.4 showed

the results of baseline configuration.
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The results pointed out the performance of TCP in a multiple TCP
connections with UDP traffic connections involved.

Observing the graph pattern of how the packets are dropped at the
router, it is obvious that the presence of UDP traffic interfered with TCP
behaviour, inducing jitter and packet loss. The presence of UDP traffic
flows in the multiple reliable connections environment caused an average
packet loss difference of up to 8.56% and the packet dropped reached up to
11.9% compared to the behaviour reflected in figure 4.1 section 4.1. The
results indicated that TCP and UDP contend for both buffers and
bandwidth.

The pattern of the retransmission shows that UDP traffic is favoured
and significantly lower TCP performance. This is because in a shared link,
TCP suffers from significant loss. The number of packets that are processed
by the forwarding processor and the forwarding rate are the parameters

that significantly results to the retransmission behaviour.
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4.2.1 Effect of the router buffer size on TCP behaviour using baseline
configuration (ERTB)

Using the selected buffer sizes in table 3.9 in section 3.6, three
simulation scenarios were tested. The modelled scenarios used the same
test-bed environment. Each scenario used a different router buffer size. In
scenario 1, 16mb of router buffer size was configured, 32mb configured in
scenario2, and 64mb configured in scenario 3. The modelled scenarios used
the same test-bed environment over the same data rate of 64,000bps. The
objective of these simulations is to see the effect of buffer size on the
performance of TCP and find the possible causes of the change in
behaviour. The graph pattern of the simulation result in figure 4.5 showed

variation in TCP behaviour.
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Owning to the fact that packets are dropped because of router buffer
overflow and different router buffer were used on the assumption that it
will reduce the rate of packet drop, notwithstanding the graph pattern in

figure 4.5 shows only significant different of 3.5% compare to previous TCP
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packet drop behaviour reflected in figure 4.3 in section 4.2. The possible
causes of still having gradual increase of packet dropped are likely links
capacity, the number of packets that are processed per second by the
forwarding processor, and the forwarding rate per second. Because the
presence of these parameters induces jitter, causing spurious
retransmission when connection time for the retransmission expired.
Observing the pattern of the retransmission graph, within 1 to 10
minutes of simulation there was high retransmission in scenario 3 and 2.
One of the possible causes of having high retransmission within that time is
link noise. Since the packet dropped graph does not show high packets
dropped, the mean that sent packets get loss along the path before reaching
the router. When there is no ACK response from the, TCP sender assumed
that the packet or the ACK is lost, and therefore retransmitted the same
packet again until an ACK 1is received. The steady pattern of
retransmission count graph after 10 minutes of simulation indicates the
TCP adaptability, reacting to lack of ACK response from the receiver.
However, it is observed there is change in the TCP behaviour when the
three buffer sizes were tested. Hence, router buffer size significantly has

effect on performance of TCP.

4.2.2 Effect of data rate on TCP behaviour using baseline configuration
(EDTB)
Since link capacity is mentioned among problems causing poor

performance of TCP, using the selected data rate in table 3.9 four
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simulation scenarios were tested. Each scenario used a different wireless
link data rate. In scenario 2, data rate of 64,000bps was configured,
128,000bps configured in scenario 3, 256,000bps configured in scenario 4,
and 512,000bps configured in scenario 5. The modelled scenarios used the
same test-bed environment over a router buffer size of 16mb. The objective
of these simulations is to see the effect of data rate on the performance of
TCP over the same router buffer size and find other possible causes of the
change in behaviour. The graph pattern of the simulation result in figures
4.7 and 4.8 showed that different data rate significantly yield different

packet dropped and retransmission behaviour.
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With the router buffer size of 16mb, 64,000kps and 128,000kps
offered better TCP performance. This is because the pattern of the graph in
figure 4.7 indicated low packet drop for in 3-to-8 minutes of simulation.
Within the same period of simulation, scenario 4 with data rate of 256,000
experiences significant packets dropped difference of 5.5% compared to

scenario 2 and 3. But scenario 5 with data rate of 512,000bps experiences
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6.5%. This means that router buffer size or data rate only cannot optimise
the performance of TCP. Therefore, in the performance of TCP data rate
and router buffer size are strongly related. After 10 minutes of simulation,
the graph pattern of packet dropped gradually increased because of the
TCP window size adjustment, adapting to available link resources. As
explained in section 4.2.1 the graph pattern of retransmission count in
figure 4.8 shows the presence of link noise. However, it is observed there is
change in the TCP behaviour when the four different data rates were

tested. Hence, data rate significantly has effect on performance of TCP.

4.2.3 Effect of data rate on TCP behaviour using different router buffer
size (EDTDR)

The selected data rates and router buffer sizes shown in table 3.9
were tested the same emulated environment. For each of the router buffer
size, the selected data rates were tested to observe among the simulation
scenarios which give the best TCP performance. Table 4.1 summarises the
data rate and router buffer size configurations for the simulations.

Table 4.1: Simulation configuration for EDTDR

Simulationl: over 16mb | Simulation2: over 32mb | Simulation3: over 64mb
Scenarios | Data rate Scenarios | Data rate Scenarios | Data rate
1 64,000bps |1 64,000bps |1 64,000bps
2 128,000bps | 2 128,000bps | 2 128,000bps
3 256,000bps | 3 256,000bps | 3 256,000bps
4 512,000bps | 4 512,000bps | 4 512,000bps




Packets

After running the three simulations, the best scenario from each
simulation were selected and simulated again. The best scenarios are
scenariosl from simualtionl, scenario2 from simulation2, and scenario3
from simulation3. The best scenarios were tested together to identify the
degree of effect on the performance of TCP. Scenario2 with data rate of
128,000bps over 32mb of router buffer size reflected low packets dropped
followed by scenariol with data rate of 64,000 bps over 16mb with slight

fluctuating packets dropped difference of between 0.1% to 1.0%.

Figure 4.9: EDTDR Dropped Packets

Figure 4.10:EDTDR Retransmission Count
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The TCP retransmission behaviour appeared almost to have the
same degree of behaviour with packets dropped as shown in figure 4.10.
Scenario3 with data rate of 256,000bps over 64mb yielded worse
performance.

The simulation for finding out the effect of selected different data
rate and router buffer size on the performance of TCP in a multiple reliable
in the presence of UDP traffic connection agrees with the finding in section

4.2.1 and 4.2.2. Hence, router buffer size and data rate are strongly
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correlated in determining requirements for optimum performance of TCP in

any king of network environment.

4.2.4 Effect of the TCP Technologies on TCP behaviour using baseline
configuration (ETTB)

The selected TCP technologies discussed in section 2.4 were tested to
see the effect of TCP technology on the performance and to find possible
problems in the behaviour. In these simulation scenarios, the interest is to
see how the TCP implementation affects the behaviour of the TCP

performance in presence of UDP traffic connections.
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Figure 4.11: ETTB Dropped Packets Figure 4.12: ETTB Retransmission Count

Packets

SACK, NewReno and Reno TCP technologies were configured on the same
test-bed environment to see their effect on TCP behaviour. Four simulation
scenarios were tested. Each scenario used a different TCP implementation.
In scenario 1, TCP technology is SACK, NewReno configured in scenario 2,
and Reno configured in scenario 3. The modelled scenarios used the same
test-bed environment over a baseline router buffer size of 16mb and data

rate of 64,000kps. The graph pattern of the packets dropped in figure 4.11
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showed that NewReno and SACK technologies offered better TCP
performance. There were slight packets drop within 3-to-10 minutes of
simulation, after which the graph pattern of packets dropped gradually
continued increasing. The possible causes of such behaviour could be
strongly related to noisy links as observed in section 4.2.3 and 4.2.4.
Overlapping radio channels, signal attenuation and additional noises they
have significant impact on packet losses. This means that these parameters
are enough to cause the TCP to degrade its performance. The results of the
simulation reveal that TCP implementation over router buffer size of 8mb
and data rate of 64,000bps strongly affect the performance of TCP in the

emulated network environment.

4.2.5 Effect of the TCP Technologies on TCP behaviour using different
router buffer size (ETTDB)

In theory, it is expected that when buffer size is increased, the
expected result would be a significant increase on the TCP performance,
because buffer overflow that leads to packet drop will decrease. The selected
TCP technologies discussed in section 2.4 were tested on the same test-bed
to see the effect of TCP technology on the performance using different
router buffer size and to find possible causes of change in the behaviour.
After running the three simulations with same data rate of 64,000bps, the
best scenario from each simulation were selected and simulated again.
Table 4.2 summarises the TCP implementation and router buffer size

configurations for the simulations.
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Table 4.2: Simulation configuration for ETTDB

Simulationl: for SACK

Simulation2: NewReno

Simulation3: Reno

Scenarios | Router Scenarios | Router Scenarios | Router
buffer size buffer size buffer size

1 8mb 1 8mb 1 8mb

2 16mb 2 16mb 2 16mb

3 32mb 3 32mb 3 32mb

4 64mb 4 64mb 4 64mb

The best scenarios are scenarios2 from simualtionl, scenariod from

simulation2, and scenario3 from simulation3. In these simulation scenarios,

the interest is to see how the technology implementation adapts to buffer

overflows and noise link in the presence of UDP traffic connection.
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Figure 4.14: ETTDB Retransmission Count

The scenarios of the TCP technologies that offered best performance

were selected, scenarios renamed and simulated again. The best selected

scenario2 renamed as scenariol, scenario3 renamed as scenario2, and

scenarios3 was not renamed. The graph pattern of the packets dropped in

figure 4.13 showed that scenario3 using Reno implementation with 32mb

offered better TCP performance followed by scenariol using SACK
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technology with 16mb. The gradual increase in packets dropped and
retransmission as shown in figures 4.13 and 4.14 indicate the effect of
overlapping radio channels, signal attenuation and additional noises. They
have significant impact on packet losses and retransmission.

The graph pattern of retransmission count in figure 4.14 indicates
that using SACK technology configured in scenariol, the TCP experienced
the highest retransmission count throughout the simulation period. Within
simulation time interval of 8-to-18 minutes and 18-to-27 minutes, scenarios
1 and 2 reflected switching states mode of retransmission count. But their
retransmission count is better compared to scenariol that uses SACK.
Among the possible reasons for the switching behaviour is that whenever
any of the TCP connections adjust its sending window size to avoid
congestion that can lead to packets drop and retransmission. On the other
hand, when the TCP proves the available path and discover is available to
transmit more packets, more packets are then sent. Another reason is
because it can use the whole bandwidth of the link while the sender of the
other connection waits for the retransmission timer to expire. Finally, the
results of the simulations reveal that TCP Implementation using different
router buffer size and different data rate yielded different performance of
the TCP in the emulated network environment. Hence, TCP
implementations in relation to data rate and router buffer size strongly

affect the performance of the TCP.
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4.2.6 Effect of the TCP Technologies on TCP behaviour using different
data rate (ETTDR)

The selected TCP technologies discussed in section 2.4 were
tested on the same test-bed to see the effect of TCP technology on the
performance of the TCP using different data rate over fixed router buffer
size of 16mb, and to find possible causes of change in the behaviour. Table
4.3 summarises the TCP implementation and data rate configurations for
the simulations.

Table 4.3: Simulation Configuration for ETTDR

Simulationl: for SACK | Simulation2: NewReno | Simulation3: Reno
Scenarios | Data rate Scenarios | Data rate Scenarios | Data rate

1 64,000bps |1 64,000bps |1 64,000bps
2 128,000bps | 2 128,000bps | 2 128,000bps
3 256,000bps | 3 256,000bps | 3 256,000bps
4 512,000bps | 4 512,000bps | 4 512,000bps

After running the three simulations with same router buffer size of
16mb, the best scenario from each simulation were selected and simulated
again. The best scenarios are scenarios2 using SACK implementation with
data rate of 128,000bps from simulationl, scenario3 using NewReno
implementation with 256,000bps from simulation2, and scenario3 using
Reno implementation from simulation3. When simulating the best
scenarios selected, scenario2 from simulationl was renamed as scenariol,
scenariod from simulation2 renamed as scenario2, and scenarios3 from

simulation3 left as scenario3. Figures 4.15 and 4.16 below show the results

of the simulation of the best scenarios selected.
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When the best scenarios were simulated, NewReno technology
(scenario2) with wireless link data rate of 258,000bps over a router buffer
size of 16mb offered the best TCP performance followed by SACK
(scenariol) technology with wireless link data rate of 128,000bps over the
same router as shown in figure 9. The Reno technology with wireless link
rate of 258,000 bps over the same router buffer size yielded the worse
performance of the TCP.

The graph pattern of retransmission count in figure 4.16 indicates
that using Reno technology configured in scenariol, the TCP experienced
the highest retransmission count throughout the simulation period and
SACK technology configured in scenariol offered better performance of TCP
followed by NewReno technology configured in scenario2. Among the
possible reasons for having such patterns of retransmission is due to
packets dropped at the router as a result of buffer overflow and probably
less effect of link noisy. Finally, the results of the simulations reveal that

TCP Implementation using the selected different data rate over the same
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router buffer size of 16mb yielded different performance of the TCP in the

emulated network environment.

4.3 Summary of the Various Scenarios

After analysing the behaviour of the baseline TCP in various
scenarios certain problems were encountered in the TCP behaviour. In this
section, the brief summary of the noticed problems during the analysis are
discussed.

The variant of the TCP technology configuration in the test-bed
environment does not prevent the retransmission after a spurious
retransmission timeout and causes more unnecessary retransmissions. The
variants can also cause an extra retransmission timeout if a retransmission
following the spurious timeouts is lost, for example, due to router buffer
overflow.

In the simulation discussed in section 4.2 that determines the
performance of TCP in a multiple TCP connections environment when no
UDP traffic flows are involved, it is obvious that the presence of UDP traffic
interfered with TCP behaviour, inducing jitter and packet loss. The
presence of UDP traffic flows in the multiple reliable connections
environment caused an average increase packet loss difference of up to
8.56% on the TCP behaviour and the packet dropped reached up to 11.9%.
The results indicated that TCP and UDP contend for both buffers and
bandwidth. The pattern of the retransmission shows that UDP traffic is

favoured and significantly lower TCP performance.
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The performance of TCP behaviour with selected data rate in section
3.9 show that the router buffer size results in several packets dropped. The
simulation discussed in section 4.2.3 reflected that Scenario2 with data rate
of 128,000bps over 64mb of router buffer size reflected low packets dropped
followed by scenariol with data rate of 64,000 bps over 32mb with slight
fluctuating packets dropped difference of between 0.1% to 1.0%. This
increases the rate of retransmission when the data rate is high. A larger
router buffer of allows a larger average congestion window, which results in
a larger number of unnecessary retransmissions. Using the small router
buffer increases the probability of having a retransmitted packet dropped
when retransmitting after a retransmission timeout, which results in
another retransmission timeout. Use of the medium router buffer size does
not cause as low TCP performance as use of the small router buffer, because
the larger router buffers avoid several packets drop problem which was
present when using the small router buffer.

The graph pattern of the packets dropped in figure 4.13 in section 4.2
shows that scenario3 using Reno implementation with 32mb offered better
TCP performance followed by scenariol using SACK technology with 16mb.
The gradual increase in packets dropped and retransmission indicated the
effect of overlapping radio channels, signal attenuation and additional
noises. They have significant impact on packet losses and retransmission.
The graph pattern of retransmission count in figure 4.14 in section 4.2
indicates that using SACK technology configured in scenariol, the TCP

experienced the highest retransmission count throughout the simulation
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period. Within simulation time interval of 8-to-18 minutes and 18-to-27
minutes, scenarios 1 and 2 experience retransmission count switching
states. Among the possible reasons for the switching behaviour is that
whenever any of the TCP connections adjust its sending window size to
avoid congestion that can lead to packets drop and retransmission. The
results of the simulations run in section 4.2.3 reveal that TCP
Implementation using different router buffer size and different data rate
yielded different performance of the TCP in the emulated network

environment.
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CHAPTER FIVE

Summary, Conclusion and Recommendations

5.0 Introduction

This chapter provides an overall review of the results, discussions,
implications, and limitations. It will begin with a analyzing and discussion
on the research findings, followed by a discussion on the implications of the

study.

5.1 Summary of the finding

The purpose of this research was to investigate the performance of
TCP in a multiple reliable connections environment with UDP traffic flows.
In addition, the study also aimed to help researchers who are interested in
improving TCP or UDP performance by giving them an accurate insight
about TCP behavior in a multiple TCP connections environment with UDP
traffic flows. The research focused on studying TCP behavior in the
emulated network environment, using simulation tool OPNET. Six kinds of
traffic, three different router buffer sizes, three data rates, and three TCP
implementation as discussed in chapter three were configured, simulated
on the same emulation environment.

Based on the research work, the performance of the TCP in the
emulation environment are not the same in the presence of UDP traffic
flows using the selected test cases. SACK implementation with data rate of
128,000bps offered best performance of TCP followed by NewReno
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technology with data rate of 258,000bps using the same router buffer size of
16mb. Reno platform with data rate of 258,000bps using the same buffer
size offered worst performance.

From the analysis of results of the simulation, having then known
that UDP flows do not have any congestion avoidance mechanisms and they
do not slow down when their packets are dropped at the routers, the
current TCP implementations in the presence of UDP is at a disadvantage
in shared link. Unlike TCP, UDP protocol does not provide flow and
congestion control, its only offer best effort policy. On the other hand, UDP
can send data faster than TCP because there is no connection
establishment, no connection state and unregulated send rate.
Furthermore, in the presence of UDP flows, TCP probes the data path by
increasing its congestion window until loss occurs. In the case of the
emulated environment, the TCP connections back off and not use more
bandwidth than what is left after the UDP has fetch enough bandwidth
smooth flow of its traffics. In such network environment, multiple reliable
connections are left with competition for the left over bandwidth. Hence, the

performance of TCP becomes poor.

5.3  Contributions of the study

This study has attempted to contribute to the body of work on
simulation, modeling, analyzing and improving TCP and UDP protocol.
This research also help towards modeling a student’s computer lab or

internet café to an idea of what happen to applications under TCP transport
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when any user of UDP application is allowed, because the user satisfaction
is important in term of economic.

This study contributes in the development of a network services, and
may form a useful simulation for utilization by other researchers in order to
assess, study, and test the TCP behavior in presence of UDP. This research
also provides guide to TCP and UDP researchers whom thinking about
improving TCP or UDP performance. Since, the findings reveal that TCP
behaves better under competing reliable connections with the presence of

UDP

5.4 Conclusion

Accurate network bandwidth and resources are important to a
variety of network applications. In spite of the recent sudden increase in
accessibility of broadband Internet access, the best part of business
organization, computer laboratory in learning environment, and public
organization have fairly small-bandwidth links in comparison with the sites
hosting beloved content. It is quite common for multiple users of the
Internet to get connected at the same time, and running multiple
networking applications including video and VOIP applications.
Consequently, there are many circumstances in which the last hop link
becomes a bottleneck resulting in congestion among user’s applications.
Based on the research work, different type of TCP connections can give
different result depending on the network environment. In this of this work,

using the selected test cases, TCP SACK under 128,000bps of data rate,
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router buffer size of 16mb seems to be the best followed by NewReno under
258,000bps of data rate, and the same router buffer size. Besides, it is
observed that the rate of UDP has the possibility to affect TCP send rates,
depends on the UDP’s rate. More higher the UDP’s rate, more suppressed
the TCP traffic will be at the shared bandwidth. Hence, the performance of

the TCP becomes poor.

5.5 Recommendations

Future work for this thesis could be to have an insight into other TCP
platforms protocols performance, other router buffer size, and data rate. Yet
many factors such as impact of processing speed, forwarding rate, multi speed
network, implementation of multiple profiles with multiple applications on
different nodes, and impact of defective nodes on the network performance

need to be considered to improve the performance of TCP.
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