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Abstract

Database outsourcing has become a trend in the information technology industry
because it offers scalability to the enormous amount of digital content stored and
generated on a daily basis by individuals and corporations. In large outsourced
databases the efficiency of data retrieval, especially as it relates to privacy, remains an
open challenge, because traditional query languages cannot work with encrypted data.
While several architectures, techniques and tools have been proffered to ensure that
privacy and performance are balanced and optimized, each of these approaches has its
limitations. This research proposed a framework which focused on enhancing query
performance and privacy through the use of hash map and AES 128-bit encryption
algorithm. The design and implementation of secureSQL is built on the client-side
without any alteration to the DBMS structure. SecureSQL model guarantees efficiency
and is able to execute 20 out of the 22 Transaction Processing Performance Council
(TPC-H) benchmark queries while ensuring privacy. This is proof that it is not restricted
to simple query constructs but is able to handle even complex queries involving nested
sub queries and joins. The execution time of queries between the client and database on
the cloud is reduced, as is evident in the comparative performance analysis between
secureSQL and the traditional method of querying. Also, with increasing number of
records, the proposed method maintains some degree of constancy in execution time
thereby supporting the O(1) time complexity assertion for the use of the hash map data

structure.
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CHAPTER ONE

INTRODUCTION

1.1 Background of Study

Database outsourcing has become a current trend in the Information Technology
Industry due to the enormous amount of digital content stored and generated on a daily
basis by individuals and corporations. According to Liu and Ting (2010), enterprises are
becoming data-centric and increasingly producing huge amounts of data daily. Most
importantly, is the management of the data as it transits to and from the storage servers.
Database as a service (DaaS) model provides users with Internet access, the power to
create, store, modify and retrieve data from anywhere in the world. This technology
primarily saves cost in terms of procuring hardware, software and manpower. It also
ensures elastic scaling and availability. A key problem in outsourcing the storage and
processing of data is that parts of the data may be sensitive, such as business secrets,
credit card numbers, health records or other personal information (Kamara and Lauter,

2010).

Generally, this work is framed in the context of relational databases, since they are by
far the most common and workable solution for the management of data in most
environments. Relational databases are also characterized by a clear data model and a

simple query language that facilitate the design of a solution.

A larger scalability problem comes from MySQL. Relational databases are limited in
capacity due to the way they represent information. When that limit is reached, database
management becomes more difficult. A procedure called data partitioning can be used
to manage this. Using this method, the data is split into independent sets, and indefinite

scaling can be done. But if the data cannot be split, then movement to a distributed

1



database is the next option which implies a cloud solution. This is beneficial because the

cloud allows for scaling indefinitely; it just means that more servers need to be added.

Databases are traditionally protected by means of access control mechanism. This
method guarantees security only when the data resides on a trusted server. A critical
question is: “to what extent is the confidentiality of sensitive data guaranteed once it is
outsourced to a third party?” Cloud database poses security risks to the sensitive
contents due to possible malicious activities by internal and external parties. This
challenge can be addressed by encrypting data before outsourcing in order to keep them

hidden from the service provider (Davida et. al., 1981).

The storage and processing of encrypted data on storage servers is very desirable but
implies a sacrifice of functionality for security (Song et al., 2000). Traditional
encryption schemes prevent the execution of most SQL queries through the Database

Management System (DBMS) engine.

Previous research by Hacigumus et al., (2002a) and Popa et al., (2011), proposed
encryption schemes that allow the execution of Structured Query Language (SQL)
queries over encrypted data. These architectures are based on a trusted intermediate

proxy, which accesses the database on behalf of the clients.

Cloud is a broad solution that delivers IT as a service. It is a pattern of parallel and
distributed system composed of a collection of interconnected and virtualized
computers that are dynamically stipulated and presented as one or more unite
computing resources established on Service Level Agreements (SLA’s) found amongst
negotiation between the service supplier and consumer. It uses remote services through

a network using various resources. It is basically meant to give maximum capability of



computing with the minimum hardware resources at the user end. This is possible only

through this technology which requires and utilizes its resources in the best way.

The United States National Institute of Standards and Technology (NIST), defines
Cloud Computing as “a model for enabling convenient, on-demand network access to a
shared pool of configurable computing resources (e.g. networks, servers, storage,
applications and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction”(Badger et al., 2011). Cloud
computing realizes computing as a utility by providing a pool of resources which can be
allocated to users dynamically according to their requirement. Such resources are
accessible by devices like mobile phones, laptops, ipads, Personal Digital Assistant’s

anywhere and anytime (Xiao and Xiao, 2014).

Cloud computing is basically broken down into three segments: "application"(client
computer) "storage"(datacenter) and "connectivity"(distributed servers) (Aderounmu,
2012) as depicted in Figure 1.1. The datacenter comprises the Cloud Service Models —

Software-as-a-Service, Platform-as-a-Service and Infrastructure-as-a-Service.

Application Connectivity Storage

Figure 1.1:  Segments of Cloud Computing (Aderounmu, 2012)
3



Cloud computing is an elevated form of grid computing, parallel or distributed
computing which evolves to accelerate the idea of sharing resources expeditiously by
offering access and the use of multiple server-based computational resources via digital
networks where user may access the server resources using any kind of computing

devices. (Badger et al., 2011)

Cloud computing has five essential characteristics (National Institute of Standards and
Technology, 2011):

a. On-demand self-service

b. Broad network access

c. Resource pooling

d. Rapid elasticity

e. Measured service

These characteristics are explained as follows:

a. On-demand self-service:
Clients can automatically request and obtain computing provisions such as “server time
and network storage”, without requiring human interaction with service provider.

b. Broad network access:
Access to services is available over the network through multiple platforms such as
cellular phones, laptops, and Personal Digital Assistants.

c. Resource pooling:
The providers co-locate resources such as applications, memory, bandwidth, virtual

machines, to service many users regardless of location using a multi-tenant model.



d. Rapid elasticity:
Resources can be elastically provisioned and released (often automatically) and in a
scalable manner.

e. Measured service:
Cloud computing provider transparently measures, monitors, controls and documents

service usage for billing.

1.2 Cloud Service Models

In a cloud environment, services provided to a user are categorized as Software as a
Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (laaS) as
shown in Figure 1.1. Database as a Service (DbaaS) is derived from SaaS, PaaS and
laaS. Figure 1.2 clearly shows the level of abstraction of each service model

(Aderounmu, 2012).

On laas: Paas: Saas:
= Infrastructure Platform as a Software as a
Premise ' ) E
as a Service Service Service

Applications Applications

Applications

—e

Data

o
o

Runtime Runtime

Managed by You

Middleware Middleware

ged by You

Manag

Virtualization Virtualization Virtualization

Virtualization

10pudA Aq pofieue |y

||'l'||||
wm
Jopuap Aq padeuely

Servers Servers

Storage Storage

10puap Aq pafieueiy

v
J

Networking Networking Networking

Networking

L

Figure 1.2:  Cloud Service Models (Aderounmu, 2012)
1.2.1 Software-as-a-Service (SaaS):
The Cloud Service Provider (CSP) grants the client access to software and its functions

remotely as a web-based browser such that the client only controls individual

5



configuration settings for user-specific applications. This eliminates the possibility of
organization handling installation, set-up and maintenance. SaaS include: Gmail,

Google Apps, MS Office 365, Onlive, GT Nexus (Badger et al., 2011).

1.2.2 Platform-as-a-Service (PaaS):

The CSP provides an enabling platform such as operating system, programming
language execution environment, database and web servers for the client to develop and
deploy their applications on a cloud infrastructure with no cost and difficulty of
acquiring and handling the main hardware and software films. The client controls
deployed applications and the configuration settings but not the underlying cloud
infrastructure. Platforms such as Google App Engine, Microsoft Windows Azure,

Amazon Elastic Cloud 2 are PaaS (Badger et al., 2011).

1.2.3 Infrastructure-as-a-Service (laaS):

The CSP offers hardware infrastructure like servers, routers, storage and other
networking components in the form of virtual machines as a service for the client to
control. This offers flexibility and scaling (up and down) to the user which allow for the
management of spikes no matter the load. laaS include examples such as Amazon

Elastic Cloud 2, Rackspace open cloud, HP Cloud (Badger et al., 2011).

1.2.4 Database-as-a-Service (DBaaS):

The SaaS, PaaS and laaS categories extend to give rise to another service known as
Database-as-a-service (DBaaS) as shown in figure 1.3, in which the laaS can be
extended to provide multiple dedicate database storages, SaaS can widen to support
specific database interfaces and PaaS can be expanded to allow database management
service tools. This provides the client seamless mechanisms to create store and access

their databases at the host site (Donkena and Gannamani, 2012).

6



DBaaS

Figure 1.3:  Database as a Service
Currently, relational and non-relational database services are supported which guarantee

scalability, high availability and stability (Webopedia, 2012).

1.3 Cloud Deployment Models

There are four deployment models for cloud services:

1.3.1 Private Cloud:

Private cloud model provides infrastructure for exclusive use by a single organization
within its firewall who can further grant resources, storage of data to a limited number
of hosted services within its boundaries. Private cloud removes a number of security
concerns inherent to the cloud computing model and is ideal for adaptation when it

comes to protecting highly sensitive data (Sharma and Trivedi, 2014).

1.3.2 Community Cloud:

In community cloud model, the cloud infrastructure is provided for and used exclusively
by a community of users that have the same requirements and concerns such as security
needs, law compliance and policy considerations. A cloud service provider can be

chosen for the management and operational tasks. This model is relatively secure and



more cost efficient than owning an on premise private cloud (Sharma and Trivedi,

2014).

1.3.3 Public Cloud:

In public cloud model, the cloud infrastructure is built and managed by the cloud
service provider and available for open use by everyone with Internet access. It may be
owned and managed by academia, government or corporate bodies. Public clouds are
not very secure as compared to private and community cloud (Sharma and Trivedi,

2014).

1.3.4 Hybrid Cloud:

A hybrid cloud is formed when two or more distinct cloud infrastructures are used
together. This is necessary when there are different security requirements for different
sets of data. An organization provides and manages some resources in-house and has
others provided externally. It offers the benefit of multiple deployment models to the

users (Sharma and Trivedi, 2014).

1.4  Research Questions
a. What are the issues that affect performance of a cloud database with respect to
client/database communication over the Internet?
b. What is the performance in terms of execution time of client/cloud database
queries using the conventional method of querying?
c. What can be done to improve performance of queries without trading off the

security of a database system in the cloud?



1.5 Problem Statement
In large outsourced databases, storing data is not problematic, retrieval is the challenge.
Raybourn (2013) states that, the efficiency of data retrieval from untrusted servers

especially as it relates to security, remains an open challenge.

Before you encrypted your data you were able to send a precise query to the server and
to retrieve only the information you needed. But to preserve your privacy, you encrypt
the information. Thus, you cannot make the selection on the server anymore because
query languages cannot work with encrypted data so computations are limited.
Therefore, for each query you have to download the whole database and do the
decryption and querying on your own computer before re-encrypting and uploading.
Network connectivity and bandwidth problems further make the process tiring and
cumbersome. Of course, one can send his/her encryption key to the Cloud Service
Provider (CSP) and ask it to do the decryption, but then the end result is the same
situation of vulnerability which arises from snooping administrators, hackers,

compromised servers.

Available query mechanisms reviewed that allow server-side computation on encrypted
data are limited as to the number of queries they can execute. In essence, data retrieval

is constrained.

1.6 Motivation

Analysis of cloud storage providers show that most but not all cloud storage providers
offer built-in methods to encrypt the data to be stored in the cloud. However, the
encryption schemes are mostly not sufficient, as some storage providers encrypt data by
using an encryption key generated by and stored at the provider site. This implies that

users cannot be sure of the confidentiality of their data (Borgmann et al., 2012).
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More so, security measures typically introduce significant computational overhead to
the running time of general database operations due to cost of decryption which results
in a potential disadvantage of performance degradation of queries. To reduce this
overhead, it should be possible to encrypt only sensitive data while keeping insensitive
data unencrypted. Thus, only data of interest should be decrypted during query

execution.

1.7 Aim and Objectives of the research
This dissertation is aimed at enhancing the privacy and query technique on relational

cloud database.

The objectives of this dissertation are to:
a. Design an efficient technique that will enhance the privacy and performance of
SQL queries on cloud database.
b. Implement a model that minimizes the running time of client/cloud database
queries.
c. Analyze query performance using the conventional querying method versus the
proposed system with the Transaction Processing Performance Council (TPC-H)

benchmark.

1.8 Research Method
a. Review of related works from various sources.
b. Design the framework of system model.
c. Build the system (implementation).

i.  Design the interface and application in Java
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1.9

V.

Implement client-side encryption of selective columns of the database
using Advanced Encryption Standard(AES) in Cipher Block
Chaining(CBC) mode implemented in java.

Use hash map to store mapping of plain text:cipher text as key:value
pair.

Upload the SQL database to Google SQL cloud service by using the
“gsutil” tool to upload data from tpch to google cloud storage buckets
with python, then import the tpch data from the buckets to google cloud
SQL.

Connect the client application to google cloud SQL.

Perform the TPCH queries against the database in the cloud.

Analyze the traditional vs proposed system

Present and discuss result.

Contribution to Knowledge

The concept of E-Banking, E-Commerce, E-Government, E-Education, Telemedicine as

well as the harmonization of databases in various sectors in Nigeria and beyond tends

towards the use of such data in information extraction for analysis and decision making.

This research harnesses the benefits of cloud technology in conjunction with relational

database system to achieve the following:

a. The efficiency of queries on relational cloud database has been enhanced

through the design and implementation of secureSQL which is able to execute

20 of the 22 TPC-H benchmark queries.
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b. Query execution time of client/cloud database queries as compared to the
traditional method of querying encrypted databases has been significantly
reduced.

c. Privacy of data has been ensured through the use of AES-128 bit which is a

cryptographically secure and fast algorithm.

1.10 Organization of Dissertation
Chapter one has introduced the concept of data outsourcing and cloud computing. The
problem statements and motivation for the research were outlined as well as the aim,

objectives and contribution to knowledge.

Chapter two elucidates on the theoretical concepts of cloud database, data security and

reviews relevant literatures.

Chapter three expounds on the architectural framework and design of the secureSQL

model.

Chapter four dwells primarily with the implementation of secureSQL, the experiments

and discussion of results and observations.

Chapter five concludes with the dissertation summary, conclusion and recommendation

of future work.
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CHAPTER TWO

REVIEW OF LITERATURE

2.1  Introduction
This chapter addresses the framework of database outsourcing (database in the cloud),
data security, query efficiency and benchmarking, which form the background of the

research. It goes further to review literature relating to the aforementioned.

2.2  Concept of Cloud Database

A database is an organized collection of data which enables easy access, update and
management. It is a structured repository for information with links within the
information that help make the data searchable. A Database Management System
(DBMS) is a software package with programs that control the creation, maintenance and
use of a database. It allows organizations to conveniently develop databases for various

applications (Elmasri, 2008).

A cloud database also referred to as Database-as-a-Service (DBaaS or DaaS) is a
database that is accessible to clients from the cloud and delivered to users on demand
via the Internet from a cloud database provider’s servers. It typically runs on a shared
cloud computing platform such as Windows Azure, Amazon EC2, GoGrid, Google
Cloud SQL, all of which comprise hardware and software (Mateljan et al., 2010). The
cloud platform is structured to host multiple outsourced databases by providing database

as a specialized service or providing virtual machines to deploy any databases on.

Database services on the cloud are provided with automated features which enable
optimized scaling, high availability, multi-tenancy and effective resource allocation.

The services have the advantages of increased accessibility, automatic failover and fast
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automated recovery from failures, automated on-the-go scaling, load balancing, minimal
investment and maintenance of in-house hardware, better performance over the
traditional database. Some potential drawbacks include security and privacy issues,
potential loss/no access to data in event of disaster, internet outage or bankruptcy of

cloud database service provider (Phan, 2013).

The cloud database is constructed by collecting a number of sites also called nodes
which are interlinked by a communication network. Every node is a database class.
Each class has its own database, terminals, the central processor and their individual

local database management system (Donkena and Gannamani, 2012).

2.3  Types of Cloud Database

Cloud databases are categorized based on the model. Some are SQL based and some use
the NoSQL data model.

2.3.1 SQL Databases

Structured Query Language (SQL) was developed in the 1970’s by IBM when Edgar
Codd introduced the relational data model. It is a standard query language for relational

database management systems (RDBMS) (Codd, 1970).

In the relational model, data are organized into relations, each represented by a table
comprising rows and columns. It also has a key, which is used to map data to other
relations. SQL is used to make queries to the database such as creating, reading,
updating and deleting data. SQL supports indexing mechanism to speed up reading
operations, or creating views which can join data from multiple tables and other features

for database optimization and maintenance (Elmasri, 2008).
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One important attribute of SQL databases is that they follow the Atomicity,

Consistency, Isolation and Durability (ACID) rules (Codd, 1970).

a. Atomicity: A transaction is a logical unit of work which must be either
completed with all of its data modifications, or none of them is performed that
is, transactions are all-or-nothing

b. Consistency: Before and after a transaction, all data must be left in a stable
state. Roll-back occurs in event of failure.

c. Isolation: Modifications of data performed by a transaction must be
independent of another transaction (without interference). Unless this happens,
the outcome of a transaction may be erroneous

d. Durability: ~ When the transaction is completed, effects of the modifications
performed by the transaction must be permanent in the system (committed).
Committed transactions cannot be lost. Track of changes are kept in logs to

ensure reliability of data at any point in time.

Although relational databases focus on integrity, the main challenge is scaling for
constantly growing data. Examples of relational databases include MySQL, Oracle,

SQL Server.

2.3.2 NoSQL DATABASES

Not only SQL (NoSQL) is a DBMS that is also used on the cloud. NoSQL does not
divide data into relations (non-relational), nor does it use SQL to communicate with the
database. It has fewer limitations on data structure thus supports more data types.
NoSQL databases are schema free and designed to store data that is simple, schema-
less, object-oriented or unstructured. According to the CAP (Consistency, Availability,

Partition Tolerance) theorem, NoSQL databases cannot guarantee the three properties at
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the same time. They also exhibit BASE (Basically Available, Soft state, Eventual

consistency) characteristics (Donkena and Gannamani, 2012).

Types of NoSQL databases include: document stores, graph databases, key-value stores

and column family stores.

2.3.3 SQL vs NoSQL
Table 2.1 shows the differences between SQL databases and NoSQL databases in other
to shed more light on the choice of relational database in this research (Elmasri, 2008).

Table 2.1: SQL vs NoSQL

SIN [ SQL NoSQL

1 Relational Model (Structured Non-relational data (schema-less,
schema) unstructured, simpler)

2 Tables Key-value, Document, Graph, Column

family stores

3 ACID BASE

4 Focus on Consistency Focus on Awvailability, Performance and
Scalability

5 Single Server Cluster of Servers (Horizontal scalability)

6 SQL Query Simpler and different interface (API)

2.4  Data Security

Migrating databases to the cloud environment involves a number of security challenges
which encompass data confidentiality, integrity and availability. Security challenges
also entail that data must be secured while at rest, on transit and in use. Also, access to
data must be controlled. Access control (authentication and authorization) has proved to
be useful as long as the data is accessed through the intended system interfaces.
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However, access control is useless if attacker simply gains direct access to the raw data

in the database bypassing traditional mechanisms (Sion, 2008).

2.4.1 Confidentiality

Confidentiality is a set of rules that bound access or location restriction on certain types
of information. It must be ensured that user’s private information is not accessed by
anyone including application, platform, CPU and physical memory (Sharma and
Trivedi, 2014). If database as a service is to be successful then data or information
outsourced must be secured from both authorized and unauthorized parties. Potentially
untrusted servers should be able to process queries on encrypted data on behalf of

clients without compromising or breaching confidentiality (Sion, 2008).

2.4.2 Availability

Availability means the extent to which system resources are accessible and usable to
individual users or organizations (Sakhi, 2012). Uninterrupted service to customers is a
main concern in cloud computing. Information should be available to access/modify by
authorized persons.

The denial-of-service attack (DoS) and distributed DoS (DDoS) attacks are popular
online attacks which affect the availability of online servers and the data therein. Other
threats include equipment failures and natural disasters. In such cases, most of the
downtime is unplanned. Nevertheless, this could cause untold consequences on many

applications and users (Sakhi, 2012).

Incidents of such attacks include:
Gmail(one-day outage in mid-October 2008); Amazon S3(over seven-hour downtime

on July 20, 2008); Google’s blogger outage(over 48 hours downtime on May 12, 2011);
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Gmail’s reset problem(accidentally resetting gmail accounts on February 27, 2011)

(Kumar and Chelikani, 2011).

2.4.3 Integrity

Integrity means that the content of the communicated data is assured to be free from any
type of modification between the end points (sender and receiver). It ensures
“completeness” and ‘“wholeness” by protecting data from un-authorized alteration
(Sharma and Trivedi, 2014). Data integrity proves the validity, consistency and
regularity of data by ensuring that it is not accidentally or maliciously deleted or
changed. Data should be secured in a persistent way that guarantees retrieval in the

same layout to escape all possibilities of data corruption and data crash.

2.4.4 Access Control

Loss of access control is another major security threat for outsourced data. This is
because client loses physical, logical and personal control over the data. Recent research
(Sharma and Trivedi, 2014) shows that access control threats emanate from internal
client’s employees and cloud service provider’s employees. Therefore, proper access
control and monitoring procedures for cloud database administrators are crucial to

ensure security of sensitive data.

2.5 Concept of Database Security

Database encryption refers to the use of encryption techniques to transform a plain text
database into an encrypted form called a cipher, thus making it unreadable to anyone
except those who possess the knowledge of the decryption key(s) (Bouganim and Guo,

2009).
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Encryption for data on transit as well as data at rest is a sure way of ensuring
confidentiality of sensitive data. Encryption support for data on transit is offered by
most Cloud Service Providers using Secure Socket Layer protocol (SSL) and Transport
Layer Security (TSL) protocol. However, very few offer encryption for data at rest
(Sakhi, 2012). Encryption options available could be client-side or server-side which
employ techniques that have been tested and trusted or custom built encryption

solutions.

Conventional database security solutions and mechanisms are divided into three layers:
physical security, operating system security and database management system (DBMS)
security (Fernandez et al., 1980). These layers are not sufficient to guarantee the
security of a database when database content is kept in a clear-text, readable form.
Many enterprises are addressing this challenge of private data exposure, especially in
the banking, financial, insurance, government, and healthcare industries, by adopting
database encryption. Database-level encryption offers some measure of data protection
by ensuring that only authorized users can see the data, and it protects database backups

in case of loss, theft, or other compromise of backup media (Shmueli et al., 2009).

Generally, database encryption should meet the requirements for data security (without
the encryption key it is impossible to retrieve any information about the plain text from
the cipher text), high performance (limit both encryption size and speed overhead) and
detection of unauthorized modifications (Min-Shiang and Wei-Pang, 1997). The client
has a combination of sensitive and non-sensitive data stored in a database at the server.
The server’s added responsibility is to protect the client’s sensitive data ensuring its

confidentiality, integrity and availability.
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The granularity of encryption is another dimension that is considered. It can be a field,
row or page. The field is considered the best choice because it minimizes the number of

bytes encrypted (Mattsson, 2005).

A straight forward approach of wrapping a layer of encryption entirely round the data
which is adopted in the Database Outsourcing scenario,(Damiani et al. 2003;
Hacigumus et al. 2002a) is based on the assumption that all the data are equally
sensitive. This is overkill because in most situations, the sensitivity is the association
between data (Ciriani et al., 2010). Hence, there is need for the proposed encryption of

selective fields.

2.5.1 Levels of Encryption
The various levels of encryption explained, are depicted diagrammatically in Figure 2.1.
a. Storage-level encryption encrypts data in the storage subsystem and thus
protects the data at rest (e.g., from storage media theft). It is well suited for
encrypting files or entire directories in an operating system context. From a
database perspective, storage-level encryption has the advantage to be
transparent, thus avoiding any changes to existing applications. On the other
side, since the storage subsystem has no knowledge of database objects and
structure, the encryption strategy cannot be related with user privileges (e.g.,
using distinct encryption keys for distinct users), nor to data sensitivity. Thus,
selective encryption — that is, encrypting only portions of the database in order
to decrease the encryption overhead — is limited to the file granularity

(Bouganim and Guo, 2009).
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b. Database-level encryption allows securing the data as it is inserted to, or
retrieved from the database. The encryption strategy can thus be part of the
database design and can be related with data sensitivity and/or user privileges.
Selective encryption is possible and can be done at various granularities, such as
table (relation), column (field or attribute), row (tuple). It can even be related
with some logical conditions (e.g., encrypt salaries greater than
N50,000/month). Depending on the level of integration of the encryption feature
and the DBMS, the encryption process may incur some change to applications

(Bouganim and Guo, 2009).

c. Application-level encryption moves the encryption/decryption process to the
applications that generate the data. Encryption is thus performed within the
application that introduces the data into the system. The data is sent encrypted,
thus naturally stored and retrieved encrypted, to be finally decrypted within the
application. This approach has the benefit to separate encryption keys from the
encrypted data stored in the database since the keys never have to leave the
application side (Bouganim and Guo, 2009). However, applications need to be
modified to adopt this solution.

In terms of granularity and key management, application-level encryption offers
the highest flexibility since the encryption granularity and the encryption keys

can be chosen depending on application logic.
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Figure 2.1:  Levels of Encryption (Bouganim and Guo, 2009)

2.6  Data Security Concerns
Security of data in a database has consequences which cannot be overlooked. This

section looks at some data security concerns.

2.6.1 Encryption Overhead

The process of converting a plain text to a cipher text incurs a huge cost of system
resources, depending on the encryption algorithm used and the method of
implementation. It is desirable that this overhead be reduced to the minimum with the
right choice of algorithm. Selective encryption, as in the case of mixed database
(Mykletun and Tsudik, 2006) provides de facto access control while minimizing the

encryption overhead.

2.6.2 Handling Encryption/Decryption Keys
According to Mattsson (2005), certain criteria must be considered in handling
encryption/decryption keys. They are:
a. Cryptographic Access Control: Encrypt objects from different security groups
with different keys to restrict user.

b. Secure Key Storage: Encryption keys should be kept securely.
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C.

2.6.3

Key Recovery: It should be possible to recover encryption keys whenever

needed.

Client Side Encryption

In the Database-as-a-Service (DaaS) architecture, one fundamental problem (beside

performance degradation due to remote access to data) is data privacy. If an encryption

scheme is defined under the assumption that server is not trusted then a question of how

a query is evaluated arises, if a server has no access to the encryption keys. (Song et al.,

2000). Client side encryption is introduced to counter this challenge.

2.7

Terms used in Cryptography

Some of the more commonly used terms in cryptography as defined by Cowie and Irwin

(2009) are as follows:

a.

Plain Text: A text or message that is in a clear readable form. For example,
Alice as a person wishes to send “Hi, how are you?” message to a person Bob,
“Hi, how are you?” is referred to as plain text.

Cipher Text: A text or message which has been converted into
incomprehensible code using an algorithm. For example “ib%ipvbufzpv@” is a
cipher text produced for plain text “Hi, how are you?”.

Cipher: This is a cryptographic algorithm or mathematical function used for
encryption and decryption.

Encryption:  Converting plain text to cipher text is referred to as encryption. It
requires an encryption algorithm and a key.

Decryption:  Converting cipher text to plain text is referred to as decryption.

This also requires a decryption algorithm and a key.
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f. Key: Combination of numeric or alpha numeric text or special symbol is
referred to as a key. Encryption or decryption key plays a vital role in
cryptography because encryption/decryption algorithm directly depends on it.

g. Cryptography: The science of encryption and decryption.

h. Cryptanalysis: The science of breaking encryption algorithm.

i. Cryptology: study of cryptography and cryptanalysis.

j.  Cryptosystem: This is an algorithm with all its possible plain text, cipher text
and keys.

k. Cryptoanalyst: Someone who attempts to break an encryption algorithm.

2.8  Types of Ciphers

There are two basic types of ciphers. They can be block ciphers or stream ciphers.
Block ciphers operate on blocks of plaintext usually of 64 bits but sometimes longer
while Stream ciphers operate on streams of plaintext and ciphertext one bit or byte
(sometimes even one 32-bit word) at a time (Schneier, 1995).

2.8.1 Block Ciphers

Block ciphers encrypt plaintext in units of blocks of fixed length and likewise decrypt
cipher text in units of blocks. In a block cipher, a block of symbols from A is operated
on jointly by the encryption algorithm, so that in general one may view a block cipher
as a nonsingular mapping from the set of plaintext n-tuples A" into the set of cipher n-
tuples C". For cryptosystems which use the same key repeatedly, block ciphers are
cryptographically stronger than stream ciphers. Consequently, most contemporary
cryptosystems are block ciphers, although one-time key systems are used in applications
where the very highest security is required (Simmons, 1979). Figure 2.2 is a structure of

a block cipher.
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Figure 2.2:  Block Cipher Operation (Lafourcade, 2008)
Large messages are encrypted by partitioning into n-bit blocks then a cryptographic
mode of operation is chosen. A cryptographic mode usually combines the basic cipher,
some sort of feedback, and some simple operations. The operations are simple because
the security is a function of the underlying cipher and not the mode. Even more
strongly, the cipher mode should not compromise the security of the underlying
algorithm (Schneier, 1995).
a. Block Cipher Modes of Operation
i.  Electronic Code Book (ECB)
ii.  Cipher Block Chaining (CBC)
iii.  Cipher Feedback Mode (CFB)
iv.  Output Feedback (OFB)
i.  Electronic Codebook Book (ECB)
Each block of the same length is encrypted separately using the same key K as
shown in Figure 2.3. Decryption is in reverse as shown in Figure 2.4. In this mode,
only the block in which the flipped bit is contained is changed. Other blocks are not
affected. The disadvantage of this method is that identical plaintext blocks are
encrypted into identical ciphertext blocks; thus, it does not hide data patterns well

and it doesn’t provide data confidentiality.
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Figure 2.3:  ECB Mode Encryption (Lafourcade, 2008)
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Figure 2.4:  ECB Mode Decryption (Lafourcade, 2008)

Cipher Block Chaining (CBC)
IBM invented the cipher-block chaining (CBC) mode of operation in 1976. In CBC
mode, each block of plaintext is XORed with the previous ciphertext block before
being encrypted. This way, each ciphertext block depends on all plaintext blocks
processed up to that point. To make each message unique, a random initialization
vector must be used in the first block. Transmission errors in one ciphertext block
completely destroy the plaintext and change the decryption of the next block. Figure
2.5 shows the encryption process while 2.6 shows the decryption process. The
mathematical formula for CBC encryption is:

Ci=Exk(Pi® Ci),Co =1V (2.1)
while the mathematical formula for CBC decryption is:

Pi=Dk(Ci)®Ci1,Co =1V (2.2)
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where C; is the cipher text; Ey is the encryption key; P; is the plain text; Co is the

dummy initial ciphertext block also known as Initialization Vector (IV) and Dy is

the decryption key.
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Figure 2.5:  CBC Mode Encryption (Lafourcade, 2008)
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Figure 2.6:  CBC Mode Decryption (Lafourcade, 2008)

Cipher FeedBack (CFB)

The cipher feedback (CFB) mode, a close relative of CBC, makes a block cipher

into a self-synchronizing stream cipher. Transmission errors completely destroy the

following block, but only affect the wrong bits in the current block. CFB decryption

is almost identical to CBC encryption performed in reverse. Figure 2.7 depicts the

encryption process while Figure 2.8 depicts the decryption process.

The encryption formula is:

Ci =Ex(Ci-1) @ Pi

The decryption formula is:

Pi = Ek(Ci-1) © CiCo=IV
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where C; is the cipher text; Ey is the encryption key; P; is the plain text; Co is the

dummy initial ciphertext block, IV is the Initialization Vector and Dy is the

decryption key.
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CFB Mode Encryption (Lafourcade, 2008)
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Figure 2.8:  CFB Mode Decryption (Lafourcade, 2008)
Output FeedBack (OFB)

The output feedback creates a pseudo random stream independent of the plaintext.
Different pseudo random streams are obtained by starting with a different random
IV for every message. Transmission errors only affect the wrong bits. Because of
the symmetry of the XOR operation, encryption and decryption are exactly the

same. This can be seen in Figure 2.9 for encryption and Figure 2.10 for decryption.
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Figure 2.9:  OFB Mode Encryption (Lafourcade, 2008)
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Figure 2.10: OFB Mode Decryption (Lafourcade, 2008)

2.8.2 Stream Ciphers

Stream ciphers operate on streams of plaintext and ciphertext one bit or byte (sometimes
even one 32-bit word) at a time. They operate on the plaintext symbol by symbol to
produce a sequence of cipher symbols from an alphabet C. Stream ciphers encrypt
plaintext in one stream and decrypt cipher text likewise. A keystream generator
(sometimes called a running-key generator) outputs a stream of bits: k1, k2, k3,..., ki.
This keystream (sometimes called a running key) is XORed with a stream of plaintext
bits, p1, p2, p3,..., pi, to produce the stream of ciphertext bits c1, c2, c3 ...ci as depicted
in Figure 2.11.
ci=pieki (2.5)
At the decryption end, the ciphertext bits are XORed with an identical keystream to
recover the plaintext bits.
pi =ci * ki (2.6)
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Figure 2.11:  Stream Cipher Operation (Tantawy, 2010)

2.9  Symmetric Encryption

Ciphers are also categorized based on the key distribution and use. Thus, they can be
symmetric (private key) or asymmetric (public key). Symmetric key encryption which
is also known as single-key, secret-key, and private-key or one-key encryption has been
in use since ancient times and has a wide variety of different implementations ranging
from simple substitution ciphers such as Caesars Cipher to complex and supposedly
“mathematically unbreakable” algorithms such as AES. Symmetric key encryption
makes use of a single key that must be kept secret, this key is used for both the
encryption and decryption of messages to be sent or stored (Schneier, 1995). Each
secret key cryptography algorithm typically works in two phases:

a. key set-up phase

b. ciphering or encrypt and decrypt phase.

The two requirements for secure use of symmetric encryption are:
a. Strong encryption algorithm

b. Secret key known only to sender / receiver
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Encryption is mathematically represented as:

Y = Ex(X) (2.7)

where Eg is the encryption key applied as a function to plaintext X to give an output of

ciphertext Y. Decryption on the other hand, is represented as:

X = Dk(Y) (2.8)

where the decryption key Dy is applied as a function to the ciphertext Y, to produce the

plaintext X (Schneier, 1995).

2.9.1 Advantages of Symmetric Encryption
Symmetric encryption has advantages and disadvantages. Some of the advantages are
highlighted by Townsend (2009) as follows:
a. Simple: This type of encryption is easy to carry out. All users have to do is
specify and share the secret key and then begin to encrypt and decrypt messages.
b. Encrypt and decrypt your own files: If you use encryption for messages or
files which you alone intend to access, there is no need to create different keys.
Single-key encryption is best for this.
c. Fast: Symmetric key encryption is much faster than asymmetric key encryption
and this helps solve performance issues.
d. Uses less computer resources: Single-key encryption does not require a lot of
computer resources when compared to public key encryption.
e. Prevents widespread message security compromise: A different secret key is
used for communication with every different party. If a key is compromised,
only the messages between a particular pair of sender and receiver are affected.

Communications with other people are still secure.
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Symmetric Algorithms are used for securing tapes, digital streaming and for protecting
data at rest. Examples of symmetric key algorithms by Townsend (2009) are as follows:
a. Data Encryption Standard(DES) (56bits)
b. Triple DES (3DES) (168 bits)
c. Advanced Encryption Standard (AES)

d. International Data Encryption Algorithm (IDEA) (128 bits)

@

Rivets Cipher 4 (RC4) (variable length key)

2.10 Advanced Encryption Standard

The AES accepted candidate, Rijndael, was designed by Joan Daemen and Vincent
Rijmen from Belgium and was published in 1998 and approved for use by US
Government in 2002 (Lafourcade, 2008). It is an iterated block cipher allowing for
variable key length and allows for a choice from a number of different block sizes.
Rijndael supports block sizes of 128-bits, 192-bits and 256-bits. It is byte orientated,
compared to the bit orientated nature of DES. It uses various substitutions and
transpositions plus key scheduling, in different rounds. The number of rounds or
iterations applied is dependent on the sizes of the block and the key used. For example
if the block size is 128-bits and let m be the size of key and r the number of rounds is

given by r = k/32+6.

At the start a 128-bit block of plain-text is used as the initial state. This initial state will
be passed through a number of key-dependent transformations, finally returning a 128-
bit block of cipher-text. A state is treated as a 4x4 matrix, where A;; will represent a
single byte with 0 <1, j < 3, i referring to the rows and j referring to the columns. For

example A, is the first byte and A, ¢ is the 5 byte (Lafourcade, 2008).
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The algorithm is believed to be secure, having undergone a lot of cryptanalysis
(Townsend, 2009 and Lafourcade, 2008). The only attacks are based on side channel
analysis that is, attacking implementations that inadvertently leak information about the

key. It also has great speed at both hardware and software implementations

Rijndael makes use of four basics operators to allow for transformation from one state,

say A = (Ai;), to another state. The set of operators used by Rijndael are outlined.

a. Byte Substitution
This is a non-linear permutation where each byte is replaced with another according to a
lookup table. It operates on each byte in the current state independently, allowing for
parallelism. In this phase 8-bytes of a 16-byte phase are taken and multiplied by an 8 x
8 matrix, that is matrix multiplication of 8 x 8 matrix by 8x1 column vector resulting in
a 8x1 column vector. This can be efficiently implemented by making use of a 256-bit

lookup table or an S-box. Figure 2.12 shows the byte substitution process.

ano anj af.);f afjj bG'J
SubBytes
B0 2] o Pos b ¢
\
a'm a".ﬂ a‘lz‘\aﬁ.s b3f.l

Figure 2.12:  Byte Substitution (Lafourcade, 2008)
b. Shift Rows
This is a cyclic shift of the bytes in a state. This could be represented as Bj; =
Aig+ymod4. The first row will undergo no changes, however the second row will shift
one column, the third row shifts two columns and the fourth row will shift three

columns as shown in Figure 2.13.
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Figure 2.13:  Shift Rows (Lafourcade, 2008)
c. Mix columns
This is a mixing operation which operates on the columns of the state, combining the
four bytes in each column. Each of the columns A; undergoes a linear transformation. A
transformation is applied to one column at a time and is equivalent to multiplying the
columns contents by 4 x 4 matrix, that is, matrix multiplication of 4 x 4 matrix with 4 x
1 column matrix containing the columns values. Figure 2.14 shows the mix operation

(Lafourcade, 2008).

a0 | —] % -
af:l. ia aD.S o, 0.2 0.3
MixCol
>
a? a2.1 la?.? E'v.a b2.0 bz.l J2.2 bz.a
A
%d o Nfo| % 29
& e

Figure 2.14: Mix Columns (Lafourcade, 2008)
d. Round Key Addition
For every round, a round key, RK, is generated from the cipher key via the key
scheduling function. The round key is the same length as the encryption block and is
represented in 4 x 4 matrix similar to the representation of the plain-text. Each byte of

the state is combined with the round key using the XOR as displayed in Figure 2.15.
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Figure 2.15: Round Key Addition (Lafourcade, 2008)
e. Key Scheduler
The key scheduler consists of two sections, the key expansion function and round key
selection. A key expansion function is used to expand the cipher key to produce the
required number of bits for the round keys. The required number of key bits is equal to
N(R+1) where N is the required block size and R is the number of rounds to be
completed. In round key selection, if a block size of 128-bits is assumed, the most
significant 128-bits are used for the first round, then the next most significant 128-bits
are used for the next round and the selection continues in like manner (Lafourcade,

2008).

2.11 Choice of Encryption Granularity and Algorithm

In principle, different granularity choices are possible for database encryption, such as
encrypting at the level of whole tables, attributes, tuples and elements. Encrypting at the
level of tables and attributes implies that the whole table or attribute involved in a query
would always be returned, providing no means for selecting the data of interest and
leaving to the client the burden of query execution on a possibly huge amount of data.
Nevertheless, attribute level encryption supports more SQL statements than other
options and it minimizes the number of bytes encrypted (Mattsson, 2005). Here, only
columns containing important data are encrypted which result in lower CPU load

compared with the whole database level encryption. If a column is used as a primary
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key or used in comparison clauses (WHERE clauses, JOIN conditions) the database will
have to decrypt the whole column to perform operations involving those columns.
Supporting encryption at the finest possible level of single cells is inapplicable because
it would severely affect performance since the client would be required to execute a
very large number of decrypt operations to interpret result of queries (Hacigumus et al.,

2002a).

Even having adopted strong algorithms, such as AES, the cipher text could still disclose
plain text information if an inappropriate mode is chosen. For example, if encryption
algorithm is implemented in electronic codebook mode (ECB), identical plaintext
blocks are encrypted into identical cipher text blocks, thus disclosing repetitive patterns.
In database context, repetitive pattern are common as many records could have same
attribute values. The 128-bit key in the Cipher Block Chaining (CBC) mode is strong
enough to withstand cryptanalysis, with less consumption of computing resources and
less performance overhead (Townsend, 2009). For most purposes, 128-bit symmetric
keys are sufficient (Bellovin, 2009). Since the size of a token determines the efficiency
of the algorithm, the smaller the token, the more efficient (Townsend, 2009). The CBC
mode is a non-deterministic encryption scheme. This means that encryption of same
value two times will give different cipher texts with a very high probability. It is

achieved by using randomization during encryption of data.

2.12 Query Efficiency
Database performance plays a vital role in the overall functioning of the database due to
the fact that informed decisions are taken by Enterprises based on analysis of databases.

This performance can be measured basically in terms of the efficiency of data retrieval.
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According to Raybourn (2013), efficiency refers to the time required for an algorithm to
perform any of its functions. The functions in this context are the encryption/decryption
time for a given data and the time required for query execution over a data set.

Efficiency relates to the resource usage of a scheme which can be expressed in a variety
of ways. Common ways to measure efficiency include the size of the cipher text, size of
the token (key), number and type of computations during encryption and decryption.
For an outsourced database, the focus is to minimize the cost of the encryption

algorithm with respect to time (Townsend, 2009).

2.13 Hash Map

Hash Map is derived from hash table. It is formed by transforming a range of key values
to a range of array index values by using a hash function. A hash map could be
implemented using Closed hashing (open addressing) or Open hashing (closed
addressing). The latter will be used in the implementation of this work. Open hashing is
a large array of O(n) elements, called buckets. Each bucket is a set containing O(1)
elements and the elements of the set as a whole are partitioned among all the buckets.
This ensures optimal performance especially when the hash function and resizing

threshold are tuned to determine the load factor « (TechyHelp, 2014).

To determine the bucket that stores the element, use a hash function h(e) that given a

set element e returns the index of a bucket that should contain that element. Therefore,

h(n)=n mod m (2.9)

for n number of elements (keys) and m number of buckets (TechyHelp, 2014).

In a well dimensioned hash map, the map size is proportional to the number of entries
O(n) and the average cost (number of instructions) for each lookup, and the lookup is
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independent of the number of elements stored in the table. The time complexity denoted
by big O for average case is O(1) for the search, insert and delete operations

(TechyHelp, 2014).

If there are n elements in the set and the bucket array is length m, then it is expected that
the load factor, c= "/,,, element per bucket. It is ensured that the load factor e never
exceeds o«,,,, where max = 0.75 according to java’s hashmap class recommendation.
So, all operations are O(1) on average and collisions are avoided. Hashing randomizes
the data order and provides efficient access to information based on the key. Using a
hash table with a map interface standardizes the time it takes to perform lookup

operations (TechyHelp, 2014, June 29).

2.14 Benchmarking

Benchmarking is widely used for evaluating computer systems, and benchmarks exist
for a variety of levels of abstraction, from the CPU, to the database software, to
complete enterprise systems. Gray (1993) identified four criteria for a successful
benchmark: relevance to an application domain, portability to allow benchmarking of
different systems, scalability to support benchmarking large systems, and simplicity so

the results are understandable.

2.15 Review of Related Literature
The Database-as-a-Service (DaaS) model was first introduced by Hacigumus et al.,
(2002a). In his work, protecting the database records of a client from an untrusted

database service provider was considered, by developing a model: NetDB2.

A number of research activities have been conducted about the problems of securing

outsourced data and performing computations on it efficiently, as well as balancing the
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trade-off between the security and performance. Based on the scope of this research, the

related literature is categorized into three:

a. Querying encrypted data in an outsourced database.
b. Privacy of data
c. Balancing query efficiency and security.

a. Querying encrypted data in an outsourced database

Querying data in encrypted form on an outsourced database focuses on devising
techniques that allow computations on data that is encrypted using conventional
encryption algorithms or the design and use of customized cryptographic schemes such
as order-preserving or prefix-preserving encryption that allow computations to be
performed on the data and they are applicable to numerical data or string data (Elmasri,
2008); but they do not provide a strong protection as they tend to leak a lot of

information (Jacob, 2010).

Hacigumus et al. (2002b) explored techniques to execute SQL queries over encrypted
data by processing as much of the query as possible at the server side without
decryption and the remainder at the client side. This was done by using an algebraic
framework (bucketization) for query rewriting to split (partition) the query for
computation at both the server and client side thus minimizing computation at the client
side by using metadata as index. Although privacy from the Service Provider was
achieved with reasonable overhead, the technique employed could not handle aggregate
functions like SUM, COUNT, AVG, MIN and MAX on encrypted numerical data. It
was inapplicable for string data as well because the response of a query generated lots

of additional data leading to high computational and communication overhead.
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To overcome the limitations in the work of Hacigumus et al. (2002b), Hacigumus et al.
(2004) used an encryption scheme called privacy homomorphism which enables
arithmetic operations on encrypted data, to support aggregation functions on outsourced
data. Mykletun and Tsudik (2006) demonstrated that the homomorphic encryption
scheme in Hacigumus et. al. (2004) could be broken by a cipher-text only attack and
proposed another solution to support aggregation functions in the DaaS model. The
solution entailed pre-computation of aggregate values before encryption and storing
them separately, such that an aggregate query returns the pre-computed values. This
minimized client-server computation. The concept of mixed databases (some attributes

encrypted and some not) was also introduced.

Brinkman (2007) in his Ph.D thesis, addressed the problem of securing data stored on
an untrusted server which is honest but curious by using a trapdoor mechanism to
implement keyword search. An Xtensible Markup Language (XML) text is encrypted in
such a way that it is possible to search for a certain word. The server is given a key that
is specific for that particular word. With this key the server is able to scan the encrypted
text and find occurrences of the word. The server learnt only the locations of the word,

if it occured at all.

Generally, searchable encryption techniques such as the probabilistic scheme proposed
by Song et. al. (2000) or the fully homomorphic encryption by Gentry (2009) tend to be

computationally expensive and unable to scale as the size of the data increases.

b. Privacy of Data in Outsourced Databases

Certain literature focused on the privacy of outsourced data. Aggarwal et al. (2005)

based his research on the notion of fragmentation and encryption to preserve the privacy
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of data, by concealing the associations between attributes of a relation based on
predefined security constraints. He proposed outsourcing of data management to two
untrusted, non-communicating servers while preserving data privacy by partitioning
data in a relation so that the contents at any one server are guaranteed not to breach data
privacy. Query execution is done by transmitting appropriate sub-queries to each
database, then piecing together the results at the client side. Aggarwal’s assumption that
the separate servers cannot communicate is a limitation for any practical situation. Also,
there is significant communication and computation overhead since for executing each

query, the shares of the database must be retrieved to reconstruct the database.

To modify Aggarwal et al.’s (2005) solution, Ciriani et al. (2009) proposed to store one
fragment on the owner side and the other at the server. To further the work, Ciriani et al.
(2010), proposed a solution to ensure privacy and minimize the query execution cost by
employing fragmentation criteria to split the information into different fragments in
such a way to break the sensitive associations represented through confidentiality
constraints and to minimize the amount of information represented only in encrypted
format. The resulting fragments may be stored at the same server or at different servers.
Finally, the encryption key is given to the authorized users needing to access the
information. The work dwells more on the construction of heuristic algorithms that
guide the fragmentation of data. In a cloud setting, data is distributed across several

servers such that fragmentation may not be required.

C. Balance of Query Efficiency and Security

Since the aim of this research is to ensure that query performance and efficiency are
balanced without a tradeoff to the security, literatures that tend towards this direction

were also reviewed. Damiani et al. (2003) proposed techniques for the execution of
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queries on untrusted servers while preserving efficiency, by employing a hash-based
method which uses an encrypted invertible index for selection queries, so that an
attacker has no certainty that two records are equal when they have the same index. He
also adapted the B+-tree structures made over plain-text data, encrypted by the data
owner, and saved on the untrusted server to execute range queries. One limitation to
Damiani’s work is that it needed to perform many queries that equal to height of the B+
tree which is stored at the server to retrieve results. This imposes high computation and

communication overhead on the client-side.

Popa et al. (2011), in their work: CryptDB implemented an approach that is built on top
of the existing relational database management systems (RDBMS) and protects the
privacy of database records in the cloud. It uses the concept of “onions”. An onion
consists of multiple layers of encryption schemes on a single data value before storing
on the server. The removal of onion layer led to performance problems. Any query
which needed to remove a layer of onion ran slowly when it was executed for the first

time because of the time taken to remove the onion layer.

Alhanjouri and Al Derawi (2012) proposed a mechanism to query encrypted data and
make a tradeoff between the performance and the security by using the hash map data
structure stored in the metadata component of the layer. The hash map stores the
mapping between the plain text and the encrypted text as key:value pair. The work is
implemented as a layer above the DBMS to manage the query process. The layer is
placed on the same place with the database management system which is a limitation in
the outsourced database scenario. Also, the encryption/decryption key is kept on the

server side.
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Sharma et al. (2013) did a research that aimed to strike a balance between security and
efficient query processing on encrypted databases by allowing users to query directly
over the encrypted column without decrypting all the records thereby improving the
performance of the system. They employed a technique which suggested two tables for
a single main table. One table stored sensitive columns in encrypted format and the
other table stored the encryption/decryption keys in encrypted format along with the
content of the first table in plain text thereby hiding the relationship. Data retrieval was
limited to less than 40% of the total. Also, the method is not suitable for the cloud

environment.

In his dissertation, Kaul (2013) introduced a framework for solving the problem of
executing queries efficiently at the cloud resident server while maintaining data
security. PhantomDB maintained data security by using the onion method of Popa et al.
(2011) which were carefully chosen to allow efficient query processing at the server.
PhantomDB introduced the concept of Arithmetic Engine and Round Communication,
which allowed it to support all the standard SQL constructs with the exception of
similarity operators. A hybrid storage model which takes unique features of
PhantomDB into consideration while deciding the layout of relational data on disk was
introduced to guarantee efficiency. A framework that was efficient without altering the

structure of the DBMS will be preferable.

It is pertinent to note that the problems considered in this research and the solutions
proposed, differ from existing approaches. Since this research focuses on enhancing the
performance and efficiency of queries on cloud databases with respect to time, the
encryption scheme considered balances the tradeoff of security and performance

through the use of selective attribute based encryption to secure sensitive data thus
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minimizing the amount of information represented in encrypted format. The
preservation of data privacy is achieved through encryption and not fragmentation as in
the case of Aggarwal (2005) and Ciriani (2010). Query execution is achieved in
constant time with the use hash map but unlike Alhanjouri and Al Derawi (2012), the
application is designed for cloud databases. It is implemented and tested using a
recognized benchmark and the numerical results are obtained. Also, the technique is
integrated into the structure of the DBMS without any alterations to the storage model
as in the case of Kaul (2013) as encryption is not expected to alter the database structure
(Jacob, 2010). On the whole, our method is simple, fast and achieves a high scalability

with a time complexity of O(1) in most cases.
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CHAPTER THREE

ARCHITECTURE AND DESIGN OF SEQURE SQL

3.1  Introduction

This chapter starts by introducing the framework of the proposed design known as
SecureSQL. The proposed system model which comprises the design is explained. The
architecture of the system which gives details of the algorithms and the major
components involved is also presented. The tools and platform used in the

implementation of the system is also highlighted.

3.2  System Model

At the most rudimentary level, a cloud storage system just needs one data server
connected to the Internet. A subscriber copies files to the server over the Internet. When
a client wants to retrieve the data, the client accesses the data server with a web-based
interface, and the server then either sends the files back to the client or allows the client

to access and manipulate the data itself.

Figure 3.1 gives an overview of the proposed system model. The model employs the
client-server architecture. The client is trusted and the server is not trusted. This implies
that the server is honest but curious. Most of the computations are to be performed on
the client side. Data is encrypted on the client side using selective attribute-based
encryption, before deployment to the cloud server. The client layer consists of the
application which is accessed through a web browser. It connects through the internet to
the Cloud Service Provider (CSP) and then to the data center, both of which make up
the server side. When the owner is uploading or updating data, the application interface
allows him to select the entity or relation he wants to encrypt. The attributes contained

in the relation are displayed for the owner to select the attributes to be encrypted and the
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relation involved. The data is then deployed to the google SQL database.
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Figure 3.1:  Overview of the Proposed System Model
The main functions performed are:
a. Deploying a database
b. Posting and processing queries

The system model comprises the following main entities:

a. Data owner: A person or organization who produces and outsources encrypted
data to a server and also provides some additional information called metadata
to client side for the purpose of query transformation.

b. Client: A trusted front-end entity that translates the queries posed into equivalent
one for processing on encrypted data at server side.

c. The user: An entity that requires to access data (encrypted or unencrypted)
stored at server by querying through a client front-end entity.

d. The cloud service provider (CSP) or Server: An external entity that returns the
response of query to the client who in turn decrypts and returns the result to the

user.

46



3.3  Assumptions
The assumptions made are based on a security model that guarantees privacy and they

are all achievable.

a. Server is honest but curious (performs computations correctly but tries to glean
additional information).

b. Client is fully trusted and won’t be compromised hence stores the
encryption/decryption keys.

c. The communication channel between client and server is secure by using TLS
(Transport Layer Security) and SSL (Secure Sockets Layer).

d. Server does not have any domain knowledge about the data being stored by

client.

3.4  System Architecture

The system architecture is a breakdown of the major functionalities of the system. The
trusted client layer is a customized application which is built using java applets to
enable secured web browser access and is connected to the database which is

outsourced to a public cloud. The architecture is shown in Figure 3.2.
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Figure 3.2:  Proposed System Architecture
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The encryption layer is further decomposed and shown in Figure 3.3. The query

execution process is also split into the various processing units and shown in Figure 3.4.

3.4.1 Key Storage
The encryption keys are used for encrypting data on the client side and decrypting data

on the server. Both the keys and the schema are not accessible to the service provider.

3.4.2 Authentication

Authentication is used to identify the users of the system and ensure access control for
the entities involved. The owner privileges and that of the user are clearly distinguished.
A user should not encrypt or upload data to the database. The user can perform queries

and receive results.

3.4.3 Encryption/Decryption Engine

The batch encryption captures the relation, attribute and primary key in other to encrypt
data already stored in the resident database. Single row encryption is used to perform
encryption update on records to be inserted into the database and this is outlined in

Figure 3.3.
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The decryption process retrieves results which are still in encrypted form then decrypts
on the client side and compiles the result (this is necessary because if the query involves
both unencrypted attributes as well as encrypted attributes, the obtained result has to be

compiled before it is displayed to the user).

In the decryption process, the angular braces “< >” act as a delimiter which is used by
an inbuilt syntax analyzer. It indicates the beginning and end of an attribute that requires
encryption to be applied to it. Hence, to query an encrypted attribute, the delimiter is

used to group it so that the decryption function can be applied to it. Example:

SELECT <first_name>, last_name, <salary> FROM employees LIMIT 10;

This statement indicates that the attributes first_name and salary are encrypted. The

result is plaintext values of first_name, last_name and salary records displayed.

3.4.4 Query Execution
A query analyzer is used to check for syntactic and semantic validity of the query. It
checks that we have a valid sequence of tokens by breaking down a query into an array
of tokens, each containing a word, and then examining each token one character at a
time using regular expressions. The SELECT, FROM, WHERE, GROUP BY,
HAVING and ORDER BY tokens are analyzed one after the other.

a. Select

b. From

c. Where

d. Group By

e. Having

f. Order By
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Structures with recognizable patterns are then treated according to the required rule. The
final string is a refined query ready for execution. Since the encryption is selective, the
syntax analyzer identifies which fields require decryption or further encryption by
applying a set of rules to all columns enclosed in angular braces. This is done for each

query posted.

The query transformation relies on some metadata (the hash map) which stores a key k
for secure hashing and indexing. Different columns use different keys and indexing

expressions.

As shown in Figure 3.4, users that need to access encrypted data submit their query
which is then analyzed to know which attributes are to be accessed. Every attribute is
associated with index information. Each plaintext query is mapped onto a corresponding
query on the indexing content and executed in that form at the untrusted server. The
hash map is initialized to fetch the key corresponding to the needed data then send the
query to the cloud database for execution. Result of the query is returned to client for
decryption and compilation and the final plaintext sent to the user. If the result is null,

then a message is displayed to the user’s interface as appropriate.
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Figure 3.4:  Query Execution Process
Users that only need to access the clear text content of the database submit the query
directly to the server that stores the database and receive the clear text result with

standard approaches.
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Table 3.1: Query Execution Algorithm

S/No. Algorithm

1 Start:

2 Define NewQuery as String

3 Define ValuesMap as Dictionary

4 LOOP (string Y in query.split(‘ “))

5 TEST: Y[0] == ‘<’ and Y[Y.length-1] == > THEN
6 TEST: ValuesMap.HasKey(y) THEN

7 NewQuery += ValuesMap.GetValue(Y);
8 ELSE

9 NewQuery += AES_DECRYPT(Y);
10 ELSE

11 NewQuery +=Y;

12 ENDLOOP

13 RETURN NewQuery;

14 End

Table 3.1 is an algorithm that explains the query execution process. Line 2 declares a
string variable to hold our query; line 3 declares a dictionary to hold our key-value pairs
in a hash map; line 4 breaks query into bits using an empty space as delimiter; line 5
determines if the column is to be encrypted or decrypted; line 6 looks into the hash map
first for the value; line 7 if found, get value from the hash map instead of running a
fresh decryption querying the database; line 9 otherwise, run a new decryption for it;

line 11 if it is an ordinary column not requiring encryption or decryption; line 13 new

query returned for execution.
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3.5  System Design

The design of the system is an implementation of the system model. Privacy of data is
paramount especially because the database server is outsourced and not trusted. This
informs the use of a provably secure encryption scheme — Advanced Encryption
Standard which is implemented in a non-deterministic mode on a simple user-friendly
interface. This is done from the client-side application and applied on the data in the

database.

Performance with respect to queries is the key, even as the database is increased in
scale, and the servers are remote, it is expected that the efficiency should not be
compromised. Thus, hash map is used to achieve some constancy in time. On the whole,
the design is built on the client-side without any alteration to the DBMS structure to
ensure an easy change over for organizations that desire to deploy there database to the

cloud.

The hashmap function h(e) is used to store the encrypted values as key:value pair by
mapping the key e to a given range. The implementation of hash map in this system
ensures that the key:value pairs (plaintext:ciphertext) are stored in the metadata along
with the schema of the database.on the server. The hash map keys are values gotten
from already existing data stored on the server, but when loaded on to the hash map at
execution time, the keys become available in memory on the client side. Hash map is
initialized in a millionth of a second which is quite negligible. It ensures that simple
querying conditions do not require decrypting fields before being executed and this

positively influences the time.

Example: SELECT salary, last name FROM employees WHERE id="12GT098’;
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If ‘id’ is the encrypted field, the query will not be executed. Thus, the hash map then
serves as a lookup from which a replacement would be done at run-time by matching
keys with corresponding values. So, as explained in the query execution process, the
encrypted column is enclosed in angular braces < > which acts as a placeholder, and

therefore treated as requiring decryption.

SELECT salary, last name FROM employees WHERE id="<12GT098>";

The experimental setup, consist of the google cloud SQL storage infrastructure with
MySQL database. Data generated using TPCH dbgen is used for the experiment. The

primary keys and other schema dependencies are as defined by TPCH.

3.6  Implementation Tools and Platform
Certain tools were used in the development and implementation of the proposed system.
In addition to the method, these tools distinguish the work and the consequent results

obtained.

3.6.1 MySQL Workbench

MySQL Workbench is a unified visual tool for database architects, developers, and
DBAs. MySQL Workbench provides data modeling, SQL development, and
comprehensive administration tools for server configuration, user administration,
backup, and much more.

MySQL Workbench enables a DBA, developer, or data architect to visually design,
model, generate, and manage databases. It includes everything a data modeler needs for
creating complex ER models, forward and reverse engineering, and also delivers key
features for performing difficult change management and documentation tasks that

normally require much time and effort.
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3.6.2 Google Cloud SQL

In choosing a cloud service, consideration is made of that which provides the same set
of features, in this case high performance and scalable querying service for massive
datasets. Amidst options such as Amazon Redshift, Google BigQuery, Microsoft Azure
SQL, Amazon Dynamo, Google CloudSQL is selected to implement and test the system

because of its obvious advantages.

Google Cloud SQL is a MySQL database that lives in Google’s cloud. It is used for
storing the relational (SQL) database. It has all the capabilities and functionality of
MySQL, with a few additional features and a few unsupported features. Google Cloud
SQL is easy to use, does not require any software installation or maintenance, and is
ideal for small to medium-sized applications. It can be accessed using MySQL Client,

and other administration and reporting tools that work with MySQL databases.

3.6.3 TPC-H Benchmark

TPC-H called the “Transaction Processing Performance Council is an ad-hoc decision
support benchmark that consists of a suite of business oriented queries designed to
exercise system functionalities in a manner representative of complex business analysis
applications. The purpose of TPC benchmarks is to provide relevant, objective
performance data to industry users. The queries and the data that populate the database
have been chosen to have broad industry-wide relevance while maintaining a sufficient
degree of ease of implementation. The benchmark is composed of 22 read-only queries.
These queries are performed on considerably large amounts of data, have a high degree
of complexity, and were chosen to give answers to critical business questions. Queries

are created by a program named qgen while data is generated by a program called
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dbgen. The data size ranges from 1GB up to 100,000GB. The data is loaded and the

queries are executed on a regular DBMS system.

TPC-H stresses the specific part of the database system which is being measured. Since
the interest of this research lies in high performance (query evaluation time) as the data
scales (trend of query evaluation time with increasing data size and number of nodes), it

comes across as ideal.

The TPC-H database consists of 8 tables (part, partsupp, lineitem, orders, customer,
supplier, nation, region) and the data can be generated for a set of fixed scale factors
(SF) (1, 10, 30, 100, 300, 1000, 3000, 10000, 30000, 100000). Table 4.1 shows the

number of records for each table.

Table 3.1: TPCH Tables and Number of Records

Table Part Partsupp Lineitem orders customer Supplier nation  Region
name

No of SF*200,000  SF*800,000  SF*6,000,000 SF*1,500,000 SF*150,000  SF*10,000 25 5
Rows

The scale factor also specifies how many GB of data will be generated. For example, for
a SF of 30, 30GB of data will be generated, out of which the lineitem table will have

23GB of data. For this experiment 1GB of data will be generated, that is using SF 1.

3.6.4 DBGen (Database Generator)
DBGEN is a utility that allows the creation of a series of flat files which contain the

data for a TPC-H schema.
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CHAPTER FOUR

IMPLEMENTATION, RESULTS AND DISCUSSION

4.1  Introduction

This chapter begins by generating the test data used for the database. It goes on to the
software and system development by explaining the implementation of the client side
application and its connection to the cloud database. Furthermore, testing of the queries
is done by analyzing and evaluating the performance using statistical tools. In

conclusion, the experimental results arrived at, are critically discussed.

4.2  Generation of test data with dbgen for the tpc-h database using visual

studio

a. Installed Microsoft visual studio 2013 and changed the path of the system
environment variables to C:\Program Files\Microsoft Visual Studio
12.0\VC\bin.

b. Downloaded and extracted tpc_h 2_17_0 to another folder.

c. Opened the tpc_h folder, opened the makefile.suite file and edited four lines:
CC=CL
Database=SQLServer
Machine=win32
Workload=TPCH

d. Opened Microsoft visual studio, opened project tpch.sln in the solution explorer.
Right clicked dbgen file on the explorer interface and built. The process is

shown in Figure 4.1.
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b tpch - Microsaft Visual Studio

B3 X1 | Quick Launch (Ctrl+Q)
FLE EDT VIEW PROKCT BULD DEBUG TEAM TOOLS TEST ARCHITECTURE ANALYZE WINDOW  HELP
- O[T - 2k

signin [
- | B Local Windows Debugger - < - [Debug || B¥

Profile Guided Optimization

Build Dependencies

g Class d,

Manage NuGet Packages...

Set ax StartUp Project

Debug

Figure 4.1:  Generating dbgen.exe using Microsoft Studio

e. After a successful build, the dbgen.exe file was generated in the debug folder of

the tpch_2.17_0 folder.

..tpch_2 17 O\dbgen\Debug\dbgen.exe

f.  Opening the command prompt, changed the directory to:

.\tpch_2 17 0\dbgen\debug
This is shown in Figure 4.2.

B C:\Windows\system3Z\cmd.exe T " —
Microsoft windows [Version 6.1.7601] ]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C

:\Users\sharon>cd C:\Users\sharon\Desktop\thesis stuff\4msc research main stuff
\tpch_2_17_0\dbhgen\Debug

Figure 4.2:  Command Prompt showing dbgen.exe directory

g. Inthe directory, typed dbgen.exe —h to get help options as seen in Figure 4.3.
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c:\Usersi\sharon\bDesktop\thesis stuff\dmsc research main stuff\tpch_2_17_0\dbgen\
Debug>dbgen.exe -h

TPC-H Popu1at1on Generator (version 2.17.0 build 0)

Copyright Transaction Processing Performance Council 1994 - 2010

<n> chunks (requires -s, default: 1)
or . Ooverwrite existing files
display this message

enable QUIET mode

set Sscale Factor (SF) to <n> (default: 1)

build the >th step of the data/update set (used with -C or
generate < update sets

enable VERBOSE mode

iadvanced Dpt1 on
1oad distributions for (default: dists.dss)
split deletes between files (requires -u)
split inserts between files (requires -u)
generate cutomers ONLY
generate ﬂE}t'I Qﬂ/ r eg1 on ONLY
generate 14 neitem ONLY
generate _nation ONLY

Figure 4.3:  dbgen.exe Help Options
h. In other to generate 1GB database, that implies a scale factor(SF)=1, typed:
>dbgen —vf-s 1
i. This generated an error “cant open \dists.dss”, so the dists.dss file was copied
from the dbgen folder to the debug folder as a solution. Figure 4.4 shows the

error screen.

:\Users\sharon\Desktop\thesis stuff\4msc research main stuff\tpch_2_17_0\dbgen\
pDebug>dbgen -vf -s 1

PC-H Population Generator (version 2.17.0)

opyright Transaction Processing Performance Council 1994 - 2010

open failed for .\dists.dss at c:\users\sharon\desktop\thesis stuff\4msc researc
h main stuff\tpch_2_17_0\dbgen\bm_ut115.c:308

Figure 4.4:  Error in Data Generation

J. Then >dbgen —vf —s 1 was run again successfully as seen in Figure 4.5.

C: \Users\sharon\Desktop\thes1s stuff\dmsc research main stuff\tpch_2_17_0\dbgen\
Debug>dbgen -vf -s
TPC-H Population Generator (version 2.17.0)
Copyright Transaction Processing Performance Council 1994 - 2010
data for supp11ers table/
text 100%

data for customers tabledone.

data for orders/lineitem tablesdone.
data for part/partsupplier tablesdone.
data for nation tabledone.

data for region tabledone.

Figure 4.5:  Generation of Eight Flat File(.tbl) Tables

k. Data was generated in the debug folder for eight tables as .tbl.
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4.3  Data loading into the database from the flat .tbl files
Using the outlined steps, the data was loaded into the database and prepared for use.
a. Create a new schema/database from MySQL workbench:
CREATE DATABASE tpch;
b. Choose the database to use:
USE tpch;
c. Create the table structures using the dss.ddl file in the tpch_2_17 0 folder:
-- Scesid: - @(#)dss.ddl 2.18.1

CREATE TABLE NATION (N_NATIONKEY INTEGER NOT NULL,
N_NAME  CHAR(25) NOT NULL,
N_REGIONKEY INTEGER NOT NULL,
N_COMMENT VARCHAR(152));

CREATE TABLE REGION (R_REGIONKEY INTEGER NOT NULL,
R_NAME  CHAR(25) NOT NULL,
R_COMMENT VARCHAR(152));

CREATE TABLE PART (P_PARTKEY INTEGER NOT NULL,
P NAME ~ VARCHAR(55) NOT NULL,
P MFGR  CHAR(25) NOT NULL,
P BRAND  CHAR(10) NOT NULL,
P TYPE  VARCHAR(25) NOT NULL,
P SIZE  INTEGER NOT NULL,
P_CONTAINER CHAR(10) NOT NULL,
P_RETAILPRICE DECIMAL(15,2) NOT NULL,
P_COMMENT VARCHAR(23) NOT NULL );

CREATE TABLE SUPPLIER (S_SUPPKEY INTEGER NOT NULL,
S NAME  CHAR(25) NOT NULL,
S_ADDRESS VARCHAR(40) NOT NULL,
S_NATIONKEY INTEGER NOT NULL,
S_PHONE  CHAR(15) NOT NULL,
S_ACCTBAL DECIMAL(15,2) NOT NULL,
S_COMMENT  VARCHAR(101) NOT NULL);

CREATE TABLE PARTSUPP ( PS_PARTKEY INTEGER NOT NULL,
PS_SUPPKEY INTEGER NOT NULL,
PS_AVAILQTY INTEGER NOT NULL,
PS_SUPPLYCOST DECIMAL(15,2) NOT NULL,
PS_COMMENT VARCHAR(199) NOT NULL );

CREATE TABLE CUSTOMER (C_CUSTKEY INTEGER NOT NULL,
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d.

C_NAME  VARCHAR(25) NOT NULL,
C_ADDRESS VARCHAR(40) NOT NULL,
C_NATIONKEY INTEGER NOT NULL,
C_PHONE  CHAR(15) NOT NULL,
C_ACCTBAL DECIMAL(15,2) NOT NULL,
C_MKTSEGMENT CHAR(10) NOT NULL,
C_COMMENT VARCHAR(117) NOT NULL);

CREATE TABLE ORDERS (O_ORDERKEY  INTEGER NOT NULL,
O _CUSTKEY  INTEGER NOT NULL,
O_ORDERSTATUS CHAR(1) NOT NULL,
O_TOTALPRICE DECIMAL(15,2) NOT NULL,
O_ORDERDATE  DATE NOT NULL,
O_ORDERPRIORITY CHAR(15) NOT NULL,
O_CLERK CHAR(15) NOT NULL,
O_SHIPPRIORITY INTEGER NOT NULL,
O_COMMENT  VARCHAR(79) NOT NULL);

CREATE TABLE LINEITEM (L_ORDERKEY INTEGER NOT NULL,
L_PARTKEY INTEGER NOT NULL,
L_SUPPKEY INTEGER NOT NULL,
L_LINENUMBER INTEGER NOT NULL,
L_QUANTITY DECIMAL(15,2) NOT NULL,
L_EXTENDEDPRICE DECIMAL(15,2) NOT NULL,
L_DISCOUNT DECIMAL(15,2) NOT NULL,
L_TAX DECIMAL(15,2) NOT NULL,
L_RETURNFLAG CHAR(1) NOT NULL,
L_LINESTATUS CHAR(1) NOT NULL,
L_SHIPDATE DATE NOT NULL,
L_COMMITDATE DATE NOT NULL,
L_RECEIPTDATE DATE NOT NULL,
L_SHIPINSTRUCT CHAR(25) NOT NULL,
L_SHIPMODE CHAR(10) NOT NULL,
L_COMMENT  VARCHAR(44) NOT NULL);

Insert data into the tables created with the generated dummy data by executing
the commands below in workbench:

load data local infile “... /part.tbl’ into table part fields terminated by |’ lines
terminated by \n’;

load data local infile “.../partsupp.tbl’ into table partsupp fields terminated by
17 lines terminated by \n’;

load data local infile “.../customer.tbl’ into table customer fields terminated by
17 lines terminated by \n’;

load data local infile “.../nation.tbl’ into table nation fields terminated by ‘|’
lines terminated by \n’;

load data local infile “.../orders.tbl’ into table orders fields terminated by ‘|’
lines terminated by \n’;
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load data local infile “.../region.tbl’ into table region fields terminated by ‘|’
lines terminated by \n’;
load data local infile “.../supplier.tbl’ into table supplier fields terminated by ‘|’
lines terminated by A\n’;
load data local infile “.../lineitem.tbl’ into table lineitem fields terminated by |’
lines terminated by \n’;

Alter the schema dependencies (from the dss.ri file located in the tpch folder) by
adding primary and unique keys:

-- Scesid: - @(#)dss.ri 2.18.1

-- TPCD Benchmark Version 8.0

-- For table REGION
ALTER TABLE REGION
ADD PRIMARY KEY (R_REGIONKEY);

-- For table NATION
ALTER TABLE NATION
ADD PRIMARY KEY (N_NATIONKEY);

ALTER TABLE NATION
ADD FOREIGN KEY NATION_FK1 (N_REGIONKEY) references
REGION(R_REGIONKEY);

-- For table PART
ALTER TABLE PART
ADD PRIMARY KEY (P_PARTKEY);

-- For table SUPPLIER
ALTER TABLE SUPPLIER
ADD PRIMARY KEY (S_SUPPKEY);

ALTER TABLE SUPPLIER
ADD FOREIGN KEY SUPPLIER_FK1 (S_NATIONKEY) references
NATION(N_NATIONKEY);

-- For table PARTSUPP

ALTER TABLE PARTSUPP

ADD PRIMARY KEY (PS_PARTKEY,PS_SUPPKEY);
-- For table CUSTOMER

ALTER TABLE CUSTOMER

ADD PRIMARY KEY (C_CUSTKEY);

ALTER TABLE CUSTOMER
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ADD FOREIGN KEY CUSTOMER FK1 (C_NATIONKEY) references
NATION(N_NATIONKEY);

-- For table LINEITEM
ALTER TABLE LINEITEM
ADD PRIMARY KEY (L_ORDERKEY,L_LINENUMBER);

-- For table ORDERS
ALTER TABLE ORDERS
ADD PRIMARY KEY (O_ORDERKEY);

-- For table PARTSUPP

ALTER TABLE PARTSUPP

ADD FOREIGN KEY PARTSUPP_FK1 (PS_SUPPKEY) references
SUPPLIER(S_SUPPKEY);

ALTER TABLE PARTSUPP
ADD FOREIGN KEY PARTSUPP FK2 (PS_PARTKEY) references
PART(P_PARTKEY);

-- For table ORDERS

ALTER TABLE ORDERS

ADD FOREIGN KEY ORDERS FK1 (O _CUSTKEY) references
CUSTOMER(C_CUSTKEY);

-- For table LINEITEM
ALTER TABLE LINEITEM
ADD FOREIGN KEY LINEITEM_FK1 (L_ORDERKEY) references
ORDERS(O_ORDERKEY);
ALTER TABLE LINEITEM
ADD FOREIGN KEY LINEITEM_FK2 (L_PARTKEY,L_SUPPKEY) references
PARTSUPP(PS_PARTKEY, PS_SUPPKEY);
4.4  TPCH Schema Diagram

The TPCH schema diagram was generated by performing a reverse engineering of the

populated database using Microsoft visual studio and this is displayed as Figure 4.6.
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4.5

This section gives a breakdown of the implementation of the application modules

developed, from the application interface to the functionalities described in the

— part v
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1 region v
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=
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Code Implementation

AES.java class: This is a java program for the AES-128 bit encryption

algorithm in CBC mode. It also does the handling of the keys which are stored

as java variables.
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b. BatchEncrypt.java class: This module is responsible for the batch encryption
of pre-selected columns as further explained later.

c. SQLHelper.java class: This module is an implementation of the hash map
support and the query syntax analyzer.

d. SecuresSQL.java class: All the functionalities explained are brought together

under this module, thus it is the main class.

4.5.2 Client Side Application

All the interface modules are programmed in java using a combination of JtabbedPane
and Jtable components.

With the JtabbedPane class, you can have several components, such as panels, share the
same space. The user chooses which component to view by selecting the tab
corresponding to the desired component. The resulting interface is shown as Figure 4.7,

then Figure 4.8 shows the interface with an active query set.

|| Secure SQL w1.0 - Rosemarny Dzer T —

File Help

[ Execute Query ]

Result Set | Result Set Hash Map Supported | Hash Map | Stats|

Figure 4.7:  SecureSQL Graphical User Interface (GUI)

[ Secure SQL v1.0 - Rosemary Dzar i

File Help

[ Execute Query ] select = from customer limit 20;

Result Set | Result Set Hash Map Supported | Hash Map | Stats

C_CUSTKEY C_MNAME C_ADDRESS C_MNATIOMNEEY
1 Customer F00000000 1 IvVhzlAapeRb ot,c,E 15
2 Customer Z000000002 HST 4, MCwDVaWMNe. .. (13
3 Customer F000000003 MGSkdTD2WEBHM 1
-3 Customer Z00000000-% WS IsLAGE -3
5 Customer 000000005 KwpyuHCpIrBS<wWa. .. 3
(=] Customer 000000005 sKZz0CsnMD7mp-<$x... |20
7 Customer 000000007 TocGeSgaZMNgvePxU... |18
3 Customer Z000000003 IOE 10bBOAYmMmmMC, O... (17
(=1 Customer 000000009 x»EiIAFTiUsCuxfeleM... |8
a PR ——— P T =

Figure 4.8:  SecureSQL GUI with Query result set
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The Jtable is used to display and edit regular two-dimensional tables of cells. The Jtable
has many facilities that make it possible to customize its rendering and editing but
provides defaults for these features so that simple tables can be set up easily. For

example, to set up a table with 10 rows and 10 columns of numbers:

TableModel dataModel = new AbstractTableModel() {
public int getColumnCount() { return 10; }
public int getRowCount() { return 10;}
public Object getValueAt(int row, int col) { return new Integer(row*col); }
}
Jtable table = new Jtable(dataModel);

JscrollPane scrollpane = new JscrollPane(table)

Jtables are typically placed inside of a JscrollPane. By default, a Jtable will adjust its

width such that a horizontal scrollbar is unnecessary.

A set of other controls is used in order to reach the desired purpose, what concerns the
functionality of the application, including Labels, Text boxes, Combo Boxes, Data Grid,
Buttons, Group Boxes, Panels and Tab controls. All of these controls, available in the

program, are fitted to the corresponding Jforms that are used in the application.

Each Jtable is loaded with dataset from the query returned. DataSet is a memory-
resident representation of data that provides a consistent relational programming model
independent of the data source. The DataSet represents a complete set of data including
tables, constraints, and relationships among the tables. Because the DataSet is
independent of the data source, a DataSet can include data local to the application, as

well as data from multiple data sources.

66



453 Interface Tabs
The application GUI comprises of tabs with different functionalities as explained.
a. Result Set:  Displays result of query without HashMap support.
b. Result Set Hash Map Supported: Displays the result of query with HashMap
Support.
c. Hash Map: Displays the content of the Hashmap initialized during program
startup phase.
d. Stats: Shows execution time for each query with or without HashMap.
e. Batch Encrypt: A button that initializes the encryption process by opening
a window to capture user inputs
f. Encryption Key: The module stores the encryption key which was earlier

explained to be symmetric that is, one key to encrypt and decrypt.

4.5.4 Encryption Process

Encrypting selective column values was implemented on the client side application with
AES-128 bit key in CBC mode using the batch encrypt method to encrypt whole
columns at a time and the insert statement for insertion and encryption of single rows at
a time.

a. Batch Encrypt Method

Figure 4.9 shows the batch encryption process from start to completion. The batch
encrypt method written in java captures the relation name, column name and the
primary key of the column whose values is to be batch encrypted. One column values is
encrypted at a time. It processes based on the unique primary key to avoid duplication.
Both numeric and textual characters are processed. Before this step, it is ensured that the
field length is long enough to accept the cipher text which is much longer than the plain

text in other to avoid truncating the cipher value.
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|_J_f__:| Secure SQLvLO - [
Help
E t K Table Name: customer
ncryp on E}f ﬂ:lumn Mame:  |C_PHOME
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Figure 4.9:

b. Single row encryption

B&:PE=1801
Te—

Batch Encrypt Processes

For a schema that is not populated or addition of rows to an already populated database,
the insert statement is used and the values intended for encryption are enclosed in
angular braces. Example for table supplier, Figure 4.10 shows that S_ADDRESS,

S_PHONE and S_ACCTBAL contain encrypted data.

§_SUPRKEY 5 NAME §_ADDRESS 5_NATIONKEY §_PHONE §_ACCTBAL

1 Supplier #000000001 W kD4on90M Tpw3,af0IBoq0dzt... (17 VRIGFThOBpuOEBMKOANSA==  ktfEu+Z5CEPauidd fiithiw==
2 Supplier£000000002 189 J5s Imx JQBvxObC, 5 PréneshaklyhgoVaarliHig==  MbOcR4sHYCrDdZ8szan ==
3 Supplier 2000000003 LGB0l oH1BEFTIRSaL... ) SHiOfetDNglecCa == NBUZIDABN LYK YemA==
4 Supplier£000000004 Bk7ah4CKBSYQTepEmiMkkaMwg |15 hASReHYiehLutxJY8lug== QoToEzckaxtPafFcihzeq==
5 Supplier 000000005 Gedmzr RasqTVz: 1 CDIT4BWGPTCMICaVzgPyjg== +aGSPrMSknrik41ph/3mQ==

g Supplier 000000005 tQxuim7sTCnK 14 SMOtnJfF &l 15afXhaLov) == Pk12tKtchrexGpQarBPA==

7 Supplier 000000007 i, ATIcNGB4u0BPaSINBLG 23 TuFPscLyexddTodAtQASTg== nM7t212K500uBHh 3G5pdv==
B Supplier 000000008 195q4bBHAFQEmaF CocY45eRTxas. . |17 HHLs\W 7fanosL TILP8ITzH) == ushOVEmAQDoL TnCeBrbv ==
] Supplier £000000009 KhlgZegnM3uaTdsYmekBsk (10 BORRkw21xkETUoTgFkw== " |yaZbmlPAeloGEx0V++Q==
10 Supplier £000000010 Sayoah3aYWMpTa PY 4 4CTwpaRtKpBkjPvDw/Qw== | IMKHOJRQUAS3BLIey3+(ag==

Figure 4.10:  Single row encryption

Thus, inserting additional encrypted data to these fields is as depicted:
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INSERT

INTO supplier VALUES(’10,001°, ‘Supplier #000010001°, ‘<abu,

zaria>’, 24°, ‘<28-918-335-1736>", ‘<3991.91>", ‘newly added row’);

455 Columns encrypted in the TPCH database

Table 4.1 shows the selected columns from the tables in the TPCH schema which are

encrypted. Figure 4.11 is a screen shot of the SQL statements that created a unified view

of all encrypted columns for use in hash map loading and initialization at runtime.

Table 4.1: Selective Columns Encrypted in the TPCH Schema
S/IN | TABLE NAME COLUMN NAME DATA TYPE NO OF RECORDS
1 Customer C_PHONE VARCHAR(50) 150,000
C_ACCTBAL VARCHAR(50)
2 Part P_RETAILPRICE VARCHAR(50) 200,000
3 Supplier S _PHONE VARCHAR(50) 10,000
S_ACCTBAL VARCHAR(50)
(SN - I R T = 8 i I%) | umitto U rows
1 ® (REATE VIEW “tpch™. ww_BulkMap™ AS
2 SELECT “C_PHONE® AS K FROM customer
3 UNION
a SELECT "C_ACCTBAL® AS K FROM customer
5 UNION
6 SELECT "P_RETAILPRICE™ AS K FROM part
7 UNION
8 SELECT °5_PHONE™ AS K FROM supplier
9 UNION
10 SELECT “5_ACCTBAL® AS K FROM supplier
Figure 4.11: A Unified View of Selected Encrypted Columns in the TPCH Database

4.5.6 Decryption Process

In other to select any encrypted values and display them in decrypted format, the field

name is enclosed in angular braces and must be written in the same case as specified in
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the schema. Example: As seen in Figures 4.12, the C_PHONE data is encrypted thus the
statement:
SELECT C_CUSTKEY, <C_PHONE> from customer LIMIT 10;

The result of C_PHONE in plain text is then displayed.

| |select C_CUSTKEY, <C_PHONE: from custe

select C_CUSTKEY, C_PHONE from customer limit 10;

Result Set | Result Set Hash Map Supported | Hash Map | stats] Result Set | Result Set Hash Map Supported | Hash Map | Stats|
C_CUSTKEY ~ C_PHONE C_CUSTKEY ~ C_PHONE

1 uyR Ibp+GaXWY9eYunIQBA== 1 25-539-741-2988
2 Hr12022D]/i/R.c650qalaw== 2 23-768-687-3665
3 ZI5tMM+kKvpiVBCXhSNBGg == 3 11-719-748-3364
4 KDiqu 1jVWBB]fFCpWRbtWw == 4 14-128-190-5344
5 SHBDE7HNPIHMTANMN GO == 5 13-750-942-6364
6 +TvanTswHEtTVkgSovrOg== & 30-114-968-4351
7 WOikn+F47cp8e AFQQUIThw == 7 23-130-982-9759
8 a1 5McKAM 1WysBKCIDQ39Vg== 8 27-147-574-9335
E] HSpwy FmbHW 2IHLEBIOM +CQ == S 18-333-906-3675
10 SI7rinYOhaM/a1QID /DaEg== 10 15-741-345-9870

Figure 4.12:  Decryption in Process

4.5.7 Update Process
In other to perform update on one or more tables in the TPCH schema, the update
statement is used and any data values intended for encryption enclosed in braces.
Example:
UPDATE customer SET C PHONE="<16-741-346-9870>" WHERE
C CUSTKEY="10";
This statement changes the value of C_PHONE where C_CUSTKEY is 10 to 16-741-

346-9870 if it was not previously so, then encrypts the same value.

4.5.8 Delete Process
In other to delete existing data values from one or more tables in the TPCH schema, the
usual delete statement is used. Example:

DELETE FROM customer where C_CUSTKEY="10";

70



This statement deletes an entire row that contains data referenced by C_CUSTKEY

equals 10.

4.6

Google Cloud SQL instance connection

Cloud SQL instances are fully managed, relational MySQL databases. Google handles

replication, patch management and database management to ensure availability and

performance. The following are sequential steps for connecting SecureSQL and the

local instance of TPCH to google cloud SQL instance using MySQL monitor.

a.

Go to console.developers.google.com and sign in with a google account. Click
on create project and enter the name of a project, select agree and create —
benchmarkingtpch2015.

On the left panel of the project page, go to storage and click on cloud SQL, then
sign up.

Enter billing information.

Click on cloudSQL and create instance — tpchinstance choosing the region - US
Central and tier — D2 — 1GB RAM, then create.

Create a user by clicking on the instance name under access control (user name,
password and % to allow any host).

Request IPv4 from the access control panel — 173.194.248.242.

Authorize allowed networks by entering the Ipv4 address - 173.194.248.242
and the host IP address - 192.220.66.2

Set root password from the user options

Authorize access to the instance from MySQL client command prompt

> mysql —host=173.194.248.242 —user=rosemary —password
>Enter password:

The mysql monitor is launched as shown in figure 4.13.
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OL monitor.
o

CGQ;Q]E}

Commands end with ;

42 --user=rosemary --password

or \g.

Copyright (c) 2000, 2015, oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation ar
affiliates. Oother names may be trademarks of their respect
owners.

Type 'help;’

4.7

or

Figure 4.13:

"\h' for help. Type

. c’

to clear the current input statement.

Authorize Access to Google Cloud Instance

Export and Import of database to google cloud SQL

Export data from tpch database (.sgl file) on the host machine using mysql

workbench with the mysql dump command (tpch data and structure.sql). Figure

4.14 shows the export in process.

File Edt View Query Database Server Tools Scriping Help

6 S B & EE S

INSTANCE

ata
& Data Import/Restore

B startup/Shutdown

Query 1

script for tpeh database

Administration - Data Export x

Data Export
T
Export Completed
‘
10 of 10 exported.
.
13:59:21 Dumping tpch (al tzbles)
defaults-fl 1_navb.anf” —us pr |=tcp —por “pch™
14:05:50 Export of stuffidmsc researt ch and structure. sql has finished

Figure 4.14:

Exporting Data in .sgl Format

Install gsutil tool which enables the dumping of the .sqgl file in google cloud

storage bucket. Execute python.exe C:\gsutil\gsutil.py config -b via the python

interpreter directory on the command prompt interface. This opens a web

browser to display an authentication code that is copied and pasted on the

command prompt. The google cloud console is opened via a browser displaying

the project Id (benchmarkingtpch2015), copy and paste in the command prompt.

Dump the .sgl files to google cloud storage as shown in Figure 4.15.
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Ed Administrator: Command Prompt = ]
>python.exe GCihgsutilsg: il.py config —b
11 create a boto config file at C:xUsersssharon~_.boto
credentials,. based on your respons to the following

er with the OAuth2 approval d1alog at URL: https:.»

google com/o/oauch/auth’scope—http;/3ﬁ/2F/2Fuuu googleapis _comx2Fauthx|

Fdeuvstorage - full controliredirect_uri= urn/3ﬁ1etf/3ﬂug/3ﬂoauth/392 B:x3Acobéres po

lce_type=codefclient_id=9893209248072 apps_googleusercontent _combkaccess_type=off
ne

[Hote: due to a Python bug, you may see a spurious error message "'object is not]
callable [...1 in [...1 Fopen. de 1 " which can be ignored.]

In wour brou should see a page that reguests you to authorize acces
oogle Clouwd AFLls nd Services on your behalf. After vou approve.
horization code i rlayed.

Enter the aunthorization cod A4AABRFUTGrBWErEZgq?UmceAdhEnYc PHcB6AMy jOOFpHco
Nttempting to launch a browser to open the Google Cloud Console at URL: https:
icloud . google . comsconso lelf-pro ject

[Hote: due to a Pythnn bug, you may see a spurious error message "'object dis not
callable [...1 [..-1 Popen.__del__ " which can be ignored.]

In your bro er you should see the Clowd Console. Find the project you will
use, and t n copy the Project ID string from the second column. Olderx projects
(o

not have Project ID strings. For such projects,. click the project and then cop
[t he

Project Humber listed wunder that project.

What is your project—id? benchmarkingtpch2815S

Boto config file "C:-~U sharon™~.boto" created. If you need to use a
proxy to access the Internet please see the instructions in that file.

G- puthon2?_ _xb64>

Figure 4.16: Dumping of the .sql files on Google Cloud Storage
From the python directory or the google console, type: python.exe
C:\gsutil\gsutil.py mbgs://tpchbucket, to create a bucket (tpchbucket) on google
cloud storage.
Upload “the tpch data and structure .sgl” file to the created bucket as seen in

Figure 4.17.

ro tpchbucket Bucket - bench... \\Iew Tab x| +

(- 8 https://console.developers.google.com/project/benchmarkingtpch2015/storage/browser/tpchbucket/ v @
‘)‘ Gocgle D evelopers Console benchmarkingtpch2015 ~ Upgrade your account. Only $294.25
Home Buckets / tpchbucket
Permissions WMEERRIEEN | Create folder || C | | De Filter by prefix...
APls & auth
Monitoring
Name Size Type
Source Code
O customer.sql 27.54 MB binary/c

Cloud Launcher

B nation.sql 436 KB binary/e

Deployments B partsql 29.13 MB binary/c
Compute B partsupp.sql 115.77 MB binary/c
Networking B region.sql 23KB binary/c
Storage B supplier.sql 1.7 MB binary/c
Cloud Bigtable [ test_table.sql 283KB binary/c
Cloud Datastore B vw_bulkmap.sql 271KB binary/c

Mend A

Figure 4.17: Uploading .sql files to Cloud Storage Bucket
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€.

Import the data from the ‘tpchbucket’ in the cloud storage to google cloud SQL

database. The import process is shown in Figure 4.18.

'O tpchins... Databases - benc... X\+

|¢ | & https://console.developers.google.com/project/benchmarkingtpch2015/sql/instances/tpchinstance/databases 7 | o | | Q, Search

F) Gocg[e DevelopersConsole benchmarkingtpch2015 - Upagrade your account. Only $289.74 and 21 days remain in your fres
e “— Edit Import | Export Restart | Delete Create read replica
Permissions |
APls & auth benchmarkingtpch2015:t)
Manitoring Overview Databases Import data from Cloud Storage
Source Code Choose a Cloud Storage file to import into your Cloud SQL instance. Learn
MySQL Databases mare.
Cloud Launcher
To access databases you cr Cloud Storage fle @
Deployments must create a user and then] |—. tnehbucketoan I | 5 |
[ tpchbucketipartsupp.s rowse
S information, see Creating Us p P Pp.sq
MNetwarking New database Format of import @
Storage e SOL
Cloud Bigtable Name R
Cloud Datastore information_schema Database @
Cloud SaL mysqgl | tpch
Cloud Storage performance_schema
tpch . "
Browser s % Hide advanced options
Transfer | Cancel |

Settinas

Figure 4.18: Importing Data from Cloud Bucket to Cloud SQL
Connect to google cloud SQL from the MySQL client interface (refer to section
4.6) or set the connection parameters from the client application, to view all

uploaded tables in the tpch database and run queries as seen in Figure 4.19.

Bl ChWindowsisystem3Ziemd.exe - mysgl —host=173.194.248.242 —user—rosemary —-password

v tables ;

+
|
+
|
|
|
|
|
|
|
|
I
&
8

Figure 4.19:  Viewing the Cloud Tables from mysqgl Client
Connecting SecureSQL application to google cloud SQL requires changing the
connection parameters (username, password and servername) from the
SQLHelper.java file and pointing the application to the cloud as shown in Figure

4.20.
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34

35 [ public SQLHelper() {

36 S imitialize class wvariakles
37 S ipassword = userllame = "rosemary":
38 J/userlame = "root":

39 userlame = "rosemarv";

40 password = "mysgl";

41 dbms = "mysgl™;

42 Jf/dbllame = "enployees";

43 dbMName = "tpch™;

44 f/serverName = "localhost™;

45 serverMame = "173.194,.243.242";
18 portHunker = "330&";

47 tokens = new ArrayListc<>(};

48| = H

49

Figure 4.20: Connecting SecureSQL to Google Cloud SQL

4.8  Query Testing, Results and Discussion
In order to test the performance, query response time was taken as a measurement
across DML statements with different conditions as expressed in the 22 TPCH queries.
Two main questions are of interest:
a. What is the scale up of the traditional method and the proposed method, that is,
how does the query runtime vary with increasing dataset size?
b. How many of the TPCH queries actually are able to execute on the proposed
system?
Question 1 addresses scalability. This is the trend of query evaluation time with
increasing data size (varying workloads). Each statement was iterated at least 10 times
and for every attempt query response time was noted and finally average was calculated
for all iterations. The results for specific TPC-H benchmark queries (1, 2, 6 and 16) are
presented. These specific queries contain all the characteristics exhibited by all the
queries for string data (equality (=) and pattern matching (LIKE)) and numerical data
(equality and range matching (<. >, =)). The number of records is on the x axis and the
time of the different methods on the y axis. Question 2 is focused on the query response

time for different types of queries in the TPC-H benchmark and whether they were
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successfully executed. The result for query processing using secureSQL is hereby

presented.

Query 1 captures a scan of the lineitem relation which contains 6 million records to
retrieve data from nine columns involving computations of aggregate and range values
with the GROUP BY and ORDER BY clause. Table 4.2 shows the mean execution time
and Figure 4.21 is a line graph of time against the number of records, plotted from the
data in Table 4.2
select |_returnflag, |_linestatus, sum(l_quantity) as sum_qty,
sum(l_extendedprice) as sum_base price, sum(l_extendedprice * (1 -
|_discount)) as sum_disc_price, sum(l_extendedprice * (1 - |_discount) * (1 +
| _tax)) as sum_charge, avg(l_quantity) as avg_qty, avg(l_extendedprice) as
avg_price, avg(l_discount) as avg_disc, count(*) as count_order from lineitem
where |_shipdate <= date '1998-12-01' group by | _returnflag, |_linestatus
order by |_returnflag, |_linestatus;

Table 4.2: Mean Execution Time for Query 1

Mean Time (in seconds) for Query 1

No of Records with hashmap support without hashmap support
10 0.108 93.133
100 0.210 87.825
1000 5.890 86.113
10000 0.103 100.975
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120 +
100.98

93.13
100 - 87.83 86.11

[0}
o
1

== with hashmap support

time(in secs)
()]
o
1

40 - == without hashmap
support
20 1 5.89
0.11 0.21 0.10
0 __‘_‘A‘_
10 100 1000 10000

No. of records

Figure 4.21:  Graph of Time vs Records for Query 1
Query 2 entails a scan over five relations with nested sub-queries, equality tests and the
ORDER BY clause to retrieve data from seven columns. Table 4.3 shows the mean
execution time and Figure 4.22 is a line graph of time against the number of records,
plotted from the data in Table 4.3.
select s_acctbal, s name, n_name, p_partkey, p_mfgr, s address, s_phone,
s_comment from part, supplier, partsupp, nation, region where p_partkey =
ps_partkey and s_suppkey = ps_suppkey and s_nationkey = n_nationkey and
n_regionkey = r_regionkey and r_name = ":3' and ps_supplycost = (select
min(ps_supplycost) from partsupp, supplier, nation, region where p_partkey =
ps_partkey and s_suppkey = ps_suppkey and s_nationkey = n_nationkey and
n_regionkey = r_regionkey and r_name = ":3' ) order by s acctbal desc,

n_name, s_name, p_partkey;
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Table 4.3:

Mean Execution Time for Query 2

Mean Time (in seconds) for Query 2

No of Records

with hashmap support

without hashmap support

10 0.018 0.062
100 0.013 0.034
1000 0.020 0.047
10000 0.071 0.111
0.120 0.111
0.100
. 0.080
8 0.062
E 0.060 0.071 == without hashmap
E 0.0 support
s 0.040 .034 with hashmap support
0.020
0.018 0.020
0.013
0.000
10 100 1000 10000
Number of records
Figure 4.22:  Graph of Time vs Records for Query 2

Query 6 selects data from one relation involving one column and computes for

aggregate values. Table 4.4 shows the mean execution time and Figure 4.23 is a line

graph of time against the number of records, plotted from the data in Table 4.4.

select sum(l_extendedprice * | _discount) as revenue from lineitem where

|_discount between 2 - 0.01 and 2 + 0.01 and |_quantity<s3;
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Table 4.4:

Mean Execution Time for Query 6

Mean Time (in seconds) for Query 6

No of Records

with hashmap support

without hashmap support

10 0.063 32.321
100 0.048 29.828
1000 0.074 28.013

10000 0.056 27.348
35 -
29.83

_ 2801 3735

§ 20 A

£ == with hashmap support

g 15 -

= == without hashmap

10 1 support
5 .
0.06 0.05 0.07 0.06
0 . 4 -6 *
10 100 1000 10000
No. of records
Figure 4.23:  Graph of time vs records for query 6

Query 16 traverses two relations involving nested sub queries and computations of
equality, pattern matching, the GROUP BY and ORDER BY clause to retrieve data from

four columns. Table 4.5 shows the mean execution time and Figure 4.24 is a line graph

of time against the number of records, plotted from the data in Table 4.5.
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select p_brand, p_type, p_size, count(distinct ps_suppkey) as supplier_cnt from
partsupp, part where p_partkey = ps_partkey and p_type not like ':2%' and
ps_suppkey not in (select s_suppkey from supplier where s _comment like
'%Customer%Complaints%' ) group by p_brand, p_type, p_size order by

supplier_cnt desc, p_brand, p_type, p_size;

Table 4.5: Mean Execution Time for Query 16

Mean Time (in seconds) for Query 6

No of Records with hashmap support without hashmap support
10 0.084 1250.133
100 0.078 1283.086
1000 0.031 1211.201
10000 0.062 1182.444

1400 - 1283.086
1250.133 1211201 1187 440
1200 - .’.\l\.
< 1000 -
-]
[ =
g 800 - .
3 === with hashmap support
% 600 -
£ == without hashmap
=400 - support
200 -
0.084 0.078 0.031 0.062
0 ‘ T ‘ U ‘ U ‘ 1

10 100 1000 10000

No. of records

Figure 4.24:  Graph of Time vs Records for Query 16
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Figure 4.25 is a linear graph plotted with the twenty two TPC-H queries on the x-axis
and execution time on the y-axis using base10 log scale, for the raw execution time and

the hash map supported method.

100000

wl N

1000 -

100 -

10 - A
1

lvl T T T rgr 1T T T 1 ° 1 1
1 3VN9 11 13 15 17 19 21

0.1 -

Time(in seconds) using log10 base scale

0.01 - e Raw Execution Time

TPC-H Query Number
Hash map support

Figure 4.25:  Graph of Time vs Queries using Log Scale

4.9  Observation and Discussion

Looking at the scalability for increasing dataset size, Figure 4.21 shows some constancy
in time with data size increase for query 1, though at some point (10,000 records), the
‘without hash map support’ execution time increases. For query 2, Figure 4.22 indicates
that time increases linearly with the dataset - O(n), without the hashmap support and
with the hash map support primarily because of the nested sub queries. Figure 4.23 for
query 6 and Figure 4.24 for query 16, show very constant time for varying data sets

using the hash map support.

In answer to the question in section 4.8: “How many of the TPCH queries actually are
able to execute on the proposed system?” Figure 4.25 depicts the time it took to execute

each TPC-H query, with the hash map support and without the hash map support. The
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wide margin between both methods necessitated the use of log scale on the time axis, in

other to achieve a better visual rendition.

On a general note, it can be observed that there is a significant variation between the
execution time using the traditional method and the time using the proposed method.
Also, with increasing number of records, the proposed method maintains a degree of

constancy in time.

Some exceptionally large figures were observed in the response time of few queries.
This was usually the case when the query involved complex joins on multiple tables,
GROUP BY, HAVING clause and nested sub queries. This presents where the network
becomes a bottleneck which happens because the network bandwidth is lower than the
speed at which the tuples are generated by the SELECT operator. Resource utilization at
the client side is another factor. Besides the exceptions, these modest overheads show
that using secureSQL, to query over encrypted data is practical in many cases with
optimal performance. This clearly implies that our model is not restricted to simple
query constructs but is able to handle even complex queries involving nested sub

queries and joins.
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4,10 Comparison of Methods

Most related works use different approaches and varying parameters to measure their efficiency thus it becomes difficult to construct a head-to-
head comparison with their methods. Based on some outlined factors, the comparisons outlined in Table 4.6 are made.

Table 4.6: Comparison of Methods

Author/Method Query Type Support Searching Encryption No. of TPCH | Key Handling
Equality | Pattern | Range | Aggregation Time Mode/Algorithm gueries
Functions handled
Hacigumus et al.(2002b) yes No Yes No O(log n) Full 2 server
Alhanjouri and Al Derawi yes Yes No No 0o(1) full/AES-256 bit Na server
(2012)
Kaul (2013) yes No Yes Yes Na full/multiple 16 client
Proposed method yes Yes Yes Yes 0o(1) selective/AES-128 bit 20 Client
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Using the logical representation of data by 1’s and 0’s bits to mean true and false, yes

and no respectively, Table 4.6 is modified to obtain Table 4.7 for the query type

support(yes=1, no=0) and key handling (server=0, client=1). Consequently, a graph is

obtained from Table 4.8 and represented as Figure 4.26.

Table 4.7: Comparison of Methods Redefined

B Aggregation Functions

B Key Handling

Author/Method Query Type Support Key
Equality | Pattern | Range | Aggregation Handling
Functions
Hacigumus et al.(2002b) 1 0 1 0 0
Alhanjouri and Al 1 1 0 0 0
Derawi(2012)

Kaul (2013) 1 0 1 1 1
Proposed method 1 1 1 1 1
Query support and key handling

1.2 -
1 -
) 0.8 1 W Equality
§ 0.6 - W Pattern
> 0.4 - Range
0.2 -
0 - . ;

et et al.
al.(2002b)  (2012)

Hacigumus Alhanjouri Kaul (2013) Proposed

method

Figure 4.26: Chart of Query Type Support and Key Handling
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Figure 4.27 is a chart which represents the number of TPC-H queries handled by each

method compared in Table 4.7.

No. of TPCH queries handled
25
@ 20 —
Ke]
E 15 —
c
> 10 —
[}
= — No. of TPCH queries
0 . : : . handled
o A N >
& 7 N °
& o 4 ¢
.%}) N o\) & b&
O S N
\2@ Ibo o"
&o &
Q‘

Figure 4.27:  Comparison of Queries Handled
Figure 4.28 is a graph of time against records for various time complexities using the
big O notation. O(1) shows a better performance as compared with O(log n) and O(n).

Hence, the advantage of the proposed method is evident.

18
16 —
14
12
o 10
£ = Constant O(1)
+ 8
6 = [ ogarithmic O(log n)
4 / Linear O(n)
2 /
0
1 2 4 8 16
input n

Figure 4.28:  Graph of Time vs Number of Records
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CHAPTER FIVE

SUMMARY, CONCLUSION AND RECOMMENDATION

51 Summary

The efficiency of data retrieval in large outsourced databases, especially as it relates to
the privacy of such data has been an open challenge primarily due to the fact that
traditional query languages cannot work with encrypted data. Reviewed literature
showed that most of the architectural models and encryption techniques proposed to
ensure efficient performance of queries as well as privacy of outsourced data have
limitations which range from high computational overhead to restricted query

computation.

Based on these limitations, this research proposed an architectural framework which
focused on enhancing server-side data retrieval and query efficiency through the use of
hash map and AES 128-bit encryption algorithm. The implementation of this
framework known as secureSQL was built on the client-side without any alteration to
the DBMS structure. Server-side data retrieval was made possible through a simple
graphical user interface to encrypt data before uploading to a cloud server; perform
queries and decrypt encrypted values on the fly. A query processing engine was also
developed to process encrypted data. Selective attribute-based encryption which was
incorporated into the encryption algorithm ensures that computational overhead is

minimized.

Observation of the results obtained (refer to section 4.9) show that there is a significant
variation between the execution time using the traditional method of decrypting entire
records before performing queries and the time using the proposed method. Also, with

increasing number of records, the proposed method maintains some degree of constancy
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in execution time thereby supporting the O(1) time complexity assertion for the use of
the hash map data structure (refer to section 2.13 and section 2.6). A tabular and
graphical comparison (refer to section 4.10) with some related works show that the

proposed method scores more points.

SecureSQL model guarantees efficiency and is able to execute 20 out of the 22 TPC-H
benchmark queries while ensuring privacy. This is proof that it is not restricted to
simple query constructs but is able to handle even complex queries involving nested sub

queries and joins.

In a nutshell, this research has dealt with relational databases that are hosted on the
cloud; how they are secured, the effects of the security on data retrieval and further

proposed methods to reduce these effects to a minimal level.

5.2  Conclusion

The recent explosion of digital content ownership has both increased the popularity of
data outsourcing and fueled concerns over data security. The need to facilitate storage
and processing of large amounts and types of sensitive data is of particular importance
in modern enterprise especially where the server is not trusted and client resources are
limited. This research worked at eliminating the tradeoff between security and efficient
query processing through its secureSQL design as is evidenced in the results. The
design of an efficient technique to enhance the privacy and performance of SQL queries
on cloud databases which was the first objective has been achieved through the
combined use of Selective Attribute-Based Encryption, Hash Map structure and AES-
128 bit encryption algorithm. The model was implemented using all the implementation

tools in section 3.7, thus, the second objective is also achieved.
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Finally, the observations in section 4.9 show a wide margin in the query performance
using the conventional method and the proposed method. The third objective is also

achieved.

As long as the performance degradation due to encryption is under control, users would
choose to use outsourced databases to store private information rather than traditional

databases.

5.3 Recommendation for future work

Some aspects related to this research could not be investigated as they were out of scope
while others were investigated but not implemented due to limitation of time. These
aspects have therefore been recommended as future work outlined:

a. Explore further techniques of data retrieval security and efficiency that deal with
multimedia databases (images, music and videos) because of the recent
explosion of mobile technology and rapid expansion of online media services.

b. Design of an intelligent system that determines which columns are sensitive and
automatically encrypts the data.

c. Make the encryption/decryption keys dynamic so that they could be set from the
application user interface.

d. With advances in web computing and mobile technology, XML is widely being
used as a standard to exchange data over inter-networked heterogeneous systems
and web based applications. The hash map method could be extended to develop
query execution techniques over the encrypted XML data.

e. Investigate and analyze similar techniques implemented in this work for non-

relational databases.
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f. A data partitioning function which defines the conditions for data sensitivity can
be incorporated to determine the sensitivity of data for certain attributes before

applying the encryption function.
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APPENDIX: SAMPLE PROGRAM CODE

Code that sets the AES key
public class AES {

private static SecretKeySpec secretKey;
private static byte[] key;

private static String decryptedString;
private static String encryptedString;

public static void setKey(String myKey) {

MessageDigest sha = null;

try {
key = myKey.getBytes("UTF-8");
System.out.printin(key.length);
sha = MessageDigest.getInstance("SHA-1");
key = sha.digest(key);
key = Arrays.copyOf(key, 16); // use only first 128 bit
System.out.printin(key.length);
System.out.printin(new String(key, "UTF-8"));
secretKey = new SecretKeySpec(key, "AES");

} catch (NoSuchAlgorithmException | UnsupportedEncodingException e) {
// TODO Auto-generated catch block
e.printStackTrace();

¥
¥

Code for batch encryption

private void jButtonEncryptActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:
String table = this.jTextFieldTableName.getText();
String column = this.jTextFieldColumn.getText();
String pk = this.jTextFieldPKField.getText();
if (null '= pk && null '= column && null !=table) {
/I we'll collect all records from this table
/[ then run an update to encrypt them
String sql = new StringBuilder("SELECT
").append(column).append(”,"). append(pk) append(" FROM ™).append(table).toString();
SQLHelper helper = new SQLHelper();
SQLHelper helperUpdater = new SQLHelper();
/I set encryption key
AES .setKey("5201ASD");
try {
Statement stmt = helper.getConnection().createStatement();
ResultSet rs = stmt.executeQuery(sqgl);
Statement stmtUpdater = helperUpdater.getConnection().createStatement();
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ex);

}

while (rs.next()) {
// run update on this field
AES.encrypt(rs.getString(column));
String encryptedValue = AES.getEncryptedString();
String pkVal = rs.getString(pk);
stmtUpdater.executeUpdate(

new StringBuilder("UPDATE ")
.append(table)

.append(" SET ")
.append(column)
.append(="")
.append(encryptedValue)
.append(™ WHERE ")
.append(pk)
.append("="")
.append(pkVal)
.append("™ LIMIT 1")
toString());

System.out.printIn(rs.getString(column) + ":PK=" + rs.getString(pk));

¥
} catch (SQLEXxception ex) {
Logger.getLogger(BatchEncrypt.class.getName()).log(Level. SEVERE, null,

} finally {
helper.closeConnection();

helperUpdater.closeConnection();

JOptionPane.showMessageDialog(this, "Operation completed!™);
/I close this dialog
setVisible(false);

Code for the hash map

public SecureSQL() {

initComponents();

I/ initialize hashmap

hashMap = new TreeMap();
SQLHelper helper = new SQLHelper();
I/ we're clear to try

/l initialize a hashmap key value pair

String query = "SELECT K FROM vw_BulkMap LIMIT 1000";

ResultSet rs = helper.executeQuery(query, null, false);

GenericTableModel model = new GenericTableModel(rs, helper.getTokens(),
true, true);

this.jTableHashMap.setModel(model);

Il acquire newly loaded hashmap
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this.hashMap = model.getHashMap();
sb.append(*Hashmap initialized...");

} catch (Exception ex) {
ex.printStackTrace();

} finally {
helper.closeConnection();

}

¥
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