ADAPTATION OF BANKNOTE SECURITY FEATURES ON SOME AHMADU
BELLO UNIVERSITY SENSITIVE DOCUMENTS FOR PROTECTION AGAINST
COUNTERFEITING

BY

MUHAMMAD BASHIR HASHIM

DEPARTMENT OF INDUSTRIAL DESIGN
FACULTY OF ENVIRONMENTAL DESIGN
AHMADU BELLO UNIVERSITY
ZARIA, NIGERIA

AUGUST, 2016



ADAPTATION OF BANKNOTE SECURITY FEATURES ON SOME AHMADU
BELLO UNIVERSITY SENSITIVE DOCUMENTS FOR PROTECTION AGAINST
COUNTERFEITING

BY

Muhammad Bashir HASHIM
M.A/ ENV -DES/43678/2012013

A DISSERTATION SUBMITTED TO THE SCHOOL OF POSTGRADUATE
STUDIES, AHMADU BELLO UNIVERSITY, ZARIA. IN PARTIAL FULFILLMENT
FOR THE AWARD OF MASTER OF ARTS DEGREE IN INDUSTRIAL DESIGN

DEPARTMENT OF INDUSTRIAL DESIGN
FACULTY OF ENVIRONMENTAL DESIGN
AHMADU BELLO UNIVERSITY, ZARIA
NIGERIA

AUGUST, 2016



DECLARATION
| declare that the work in this dissertation entiti@ddaptation of Banknote Security
Features on some Ahmadu Bello University Seitve Documents for Protectionagainst
Counterfeitingd has been carried out by me in the Departmenindfistrial Design The
information derived from the literature has been duly acknowledged in the text and list of
references provided. No part of this dissertation was previously presented for another degree

or diploma at any other Institution.

Muhammad Bashir HASHIM

Signature Date



CERTIFICATION
This dissertation entitleddADAPTATION OF BANKNOTE SECURITY FEATURES
ON SOME AHMADU BELLO UNIVERSITY SENSITIVE DOCUMENTS FOR
PROTECTION AGAINST COUNTERFEITING 0 by Muhammad Bashir HASHIM
meets the regulations governing the award of the degrédaster of Arts in Industrial
Design ofthe Ahmadu Bello UniversityZaria and is approved for its contribution to

knowledge and literary presentation.

Dr. S.U. Dakyes Date
Chairman, Supervisory Committee

Dr. J. I. Azi Date
Member, Supervisory Committee

Dr. Vershima Alkali Date
Head of Department
Department of Industrial Design ABU Zaria

Prof. Kabir Bala Date
Dean, School of Ptgraduate Studies
Ahmadu Bello University, Zaria



DEDICATION

| dedicate this dissertation to almighty A
strength, and above all knowledge. Also twy late Father Malam Hashim Haruna

MuhammaadMay his soul rest in pea@ndto my entire family with gratitude.



ACKNOWLEDGEMENT
All praise is to Allah the most merciful, most kind and most compassionate, the designer and
maker of the universe and all that exist therein. Glory be to Allah ke guided me all
through and made this research a success. May He shower His blessings upon his honoured

prophet Muhammed (SAW).

Special gratitudeand honour to my abled supervisddsr . Samadil a Usman
Dr. J. I. Azi for their professional advices, guidanemd patiencewho with their vast
experiences and professionalism tdb& pains in putting me through. May God continue to

bless you.

My singular gratitudegoesto my internal examiners Dr. Khadija |. Tijaof Fine Arts
Departmentas well asDr. S. Salauof the Department of Mass Communicatidhmadu
Bello University, Zariafor their guidance and patience who with their vast experiences and

professionalism putting me through. May God continue to bless you.

My specialappeciation also goes to nigte fatheMal. Hashim Haruna Muhammad and/
motherHajia Hajara Hashimvho tirelessly supported and encouraged me all throughout my

education. May Almighty Allah in His infinite mercy reward and bless them abundantly.

| appreciate my lovgl wife Umaima Zakari Usmarfor her understandingnd support
throughoutthe period of this researchmust be thankful to myisters Aisha Hashim and
Hauwa Hashim for theimoral support May Allah reward you in million fold, thank yoso

much



My profound gratitude goes tmy mentor Mallam Abdullahi Ahmad Kundila Registrar,
Ahmadu Bello University, Zaria for his Fathedgvice,support and encouragement morally,

spiritually and financiallyMay Allah reward you honourahly

My gratitude goes Prof. M.D.JYakubu, Mal Hassan Balarabe, Mal Aminu Abdullabr,
Vershima Alkalj Dr. E. Opoku,Mrs. Rakiyya Muhamma&anj Mal BashirUmar and Mal
Abdul I ahi Kasim of the Department I ndustri
also so grateful tdr. Aliyu Muhammad,Dr. Muazu M. Sanj Dr. Clebe of Fine Arts

DepartmentMay Allah continue to bless you.

| most appreciate the support az@htributions of my senior colleagues Mal. Maikudi Umar
H.O.D Fine and Applied Arts, Dr. Yusif Abdullahi Dr. Yarima Muhammad, Dr. Abubakar
Bichi, Mal. Bashir Ibrahim,Mal Ibrahim Auwal, Mal Auwalu Mudi YakasdHaj. Bilkisu
Yusif, Haj. Halima Tafida. Jugb mention but a fewMy special thankgo to the entireand
Staff and Management team Béderal College of diication Kanofor their prayers and

support. Thankou andMay Allah bless you all.

Vi



TABLE OF CONTENTS

18 L= = o PSSR i
[T ox F= 1= [ o USSR Ii.
(@02 411 {0 11 0] o H PRSP PPPPPPPPPPPPPRP iii
D =To [Tor=1 (o o WA PR IV
ACKNOWIEAGEMENL......cciiiiiieeeiii e e e errna s s e e e e e e e e e e e e e e e eeneeeeeeaeeaeeeeees V.
Table OfCONIENTS. .....ueeeeiiee et e ettt b e e eseeannnnes vii
LS 0 1= o] =SOSR Xii
LIST OF FIQUIES ...ttt ettt ettt e e et e e e e e e e e e e e e e e e m e e e e e e Xiv
IS 0] i (OO PP Xvii
(TS o) AN o] o= o 1= RSP Xviii
OperationaDefinition Of TEIMIS......oooiii i Xix
N 153 1= 1o P XX

CHAPTER ONE : INTRODUCTION

1.1 Background of the STUY.........ccuviiiiiiiiiiiii e 1.
1.2  Statement of the Problem............oo e 3.
1.3  Aim and Objectives Of the StUdY............eeeeiiiiiiiiiicei e 5
1.4  ReSEarch QUESHIONS......coiiiiiiiiiie e ieeee et eeeeee e e e e e e e e e e e e esba e ennnanns 5
1.5  SOPE Of the STUAY....uui it e e e e e e e e aenneeees 6
1.6  Delimitation of the StUAY..........ccooiiiiiiiii e e 6.
1.7 Justification G the STUAY........eeiiiiiiiiie e 6.
1.8  Significance Of the STUY.......coviiiiiiiiii e 7.

vii



CHAPTER TWO : REVIEW OF LITERATURE AND THEORETICAL FRAMEWORK

/228 O B |11 oo (¥ Tt 1 o] o FO PP OPPPRPPPPON 8
2.1  Forgery and Counterfeil..........ooeviiiiiiiiiiireeeer e e e e e e e e e e e e 9
2.1.1 PSEUAO UOCUMENT. ....uuiiiiiiiiiiiiie ettt rmmme e e e e e e e 9
2.1.2 Camouflage dOCUMENIS. .......uuiiiiiiiiiiii et 9

22 Counterfeit and Forgery of tDoeuméntsmi@du B

pZC T O L o111 U= o] o 1= o/ 11
2.4 Origin of Paper Money (Banknote).............uuuuuiiiiiiieeeeiiie e seeene e 14
2.4.1 COINS IMONEBY....uuiiiiei i e ettt ettt mmme e e et e e eeee s e b s s emrsnsnnnnnns 16
2.4.2 First portrait 0N COINS.......ooieiieiiiiiii i ee e bbb eeeeeas 17
2.4.3 First Paper Money Banknote (Running Cash)...........cccooviiiiiccc e 18
2.4.4 CalT MONBY.....eiiiiiiiiie e ee e eenenes b b neene e 20
2.4.5 Pay to Bearer (Betaalt aan tOONAEN)............uuuuiiiiiiieeeecee e eeeerea e 20
246 19"Cent Ur Yy 0 S...Bam. K0t Seeeeeeeeeeeeeeeeeeeee e, 21
2.4.7 The Emergence of Portraiture on Banknotes (1B2FB)...........cceeeeeevrriiiiiiicceennn. 24
2.4.8 Non Portraiture BanKNOTES.........cccuuiiiiiiiiiieeeiiiiiiii et e e e e e e e 25
2.4.9 The Movement to Abandon POIraifS..........cccuuueiiiiiimeeiiiiii e 26
2.4.10 Synthetic (Polymer) Banknotes.............oooviiiiiiiiiemmei e e 29
2.5  BanKNote DESIGN......uuiiiiiiiiiiie et eeee et erree e 37
2.5.1 Security Components of BanknNOte...........cooouuiiiiiiieeen e eeeee e 37
2.5.2 Banknote Design SOftWALE...........ceeiiiiiiiiiiiieeeiiiiieeieeiee e A0
2.5.3 Top 10 Global Banknote Security Printing COMPAanies............uueeeeeeiieenvrennnnnd 43

viii



2.6

2.6.1

2.6.2

2.7

2.7.1

2.7.2

2.7.3

2.7.4

2.8

2.8.1

2.8.2

2.8.3

2.8.4

28.5

2.9

29.1

] PSSP PP PP PP PPPPPPPPPPRR a7

Oil Based Printing INK........oooiiiiiiiiiiicmeeeeeetrs et e e e e e e e e eeas 48
PrINtING COIOUL.....cco i e e e e e e e e e e amanna e e 48
P DT .. 48
The origin Of PAPET........ccoiiiiieeeeeme s e e e e e e enene e O
Paper Making PrOCESS.......ccccciiiiiiiiiiiieee et e e e e e e e e e e aad 49
Paper properties and characteristiCs............ccccuvviiimmmnniee e 51
Banknote Security Paper (Bill Paper).........ooooi e 51
SECUNLY FEALUIES. ....cuiiieiiieee e e e e e e e e e et eeeer e s e e e e e e e e e e e e e e eeeerrasnnneee e 53
WALEIMAIK ..ottt ettt e e e e e e e e e e s ammme e e e e as 54
PrINTING PrOCESS ... .ttt ee s 54
Origin of printing iN NIQeIa.........oooiiiiiiii e 55
Printing of DaNKNOLE. ............uuiiiiiiii e 56
TYPES Of PrINtING.....ciiiii e enenees 56
Theoretical FrameWOIK ............coiiiiiiiiii e 64
Differential ASSOCIation TREOIY........uuiiiii i 64

CHAPTER THREE : METHODOLOGY

3.0

3.1

3.2

3.3

aligoTo [FTo11 o] o HA PP PO PUP P PPPTTP 68
RESEAICN DESIQN.....ceiiii e e —— 68
Popuation Of the STUAY.......ccoooiiiiiiiii e 68
Sample Size and Sampling ProCedure............coovviiiiiieeeii i eeeeeeeeeeeeeeeeee e 69



3.4 IVLAEEIIAUS. . . e e e e e e et e e e eeaans 70

3.5 INSTUMENTALION......euiiiiiiiiiie i e e 70
3.6 Instrument Validity and Reliability TeSt........ccceeeiiiiiiiiiiiieeeeiec e 70
T A 1o B0 11 o | SRR 71
3.8  Procedure for Data ColleCON............eeviiiiiiiieee e 71
3.9 SUAIO WOIK...oeiiiiiiieieeeeeee e ee e eeesnnnnnnnneeeed L
3.9.1 EXPIOratory STAQE. ... ..uuuuuuerieiiiiiiiiiieeetiiii ettt et e e e e e e e e e e s e e e e e e e e e e e e nnne s 72
3.9.2 DeVvelopmental STAQgE.........uuuuiiiiiiiiiiii et 82
3.9.3 EXperimental STAge...........uuuuuuiiiiii i et erenin e e e ——— 91

CHAPTER FOUR : DATA PRESENTATION AND ANALYSIS

O T [ 011 (0o [V [ox 1 o] o F PP PP P RP P PPPPP 92
4.1  Procedure for Analyzing Data.............cooovviiiiiiiiiee e 92
4.2 RESPONSE RAIE....ccuuiiiiiii e ieemr e e e reear s et e e e et e e ees e e eanmmraneeeees 92
4.3  Research QUESTION.L.......ccooiiiiiiiiiiiiiecme ettt s ee e e e e e e e e e e e e e eneas 96
4.4  ReSearch QUESTION.2.......ccoiiiiiiiieiiiiiieeme ettt ee s e s e e e e e e e e e e e eneas 99
45 Research QUESTION.3......ccooiiiiiiiieeeiiieeee et s e e e e e e e e e e ean 102
4.6 ReSearCh QUESTION.Z........coooviiiii et eeme e e e e e e 104
o A -V ] gl T To [T T PSSP 104

CHAPTER FIVE : SUMMARY, CONCLUSION AND RECOMMENDATIONS
5.0 [aY (o]0 ¥ [e3 1 (0] o NN TT TR 106

5.1 Summary of Major FINAINGS .....coooiiiiiiie e enme e e e e e 106



5.2

5.3

5.4

5.5

5.6

Discussion Of Key FINAINGS......uuiiiiiieeciieiiieeeee et eeme e 107

CONCIUSION ...ttt e 108
RECOMMENUALIONS. .......eiiiiiiieiit e eei e e e e e eeeas 109
Contributions to KNOWIEAQE........uuiiiiiiei e eeeeeeeeee e 110
Suggestions for further researChyL............oooovviiiiie e 110
REFEIEINCES. ...ttt 112
APPENTICES ... e e et e e anat e e e 117

Xi



Table:

4.1:

4.2:

4.3(a):

4 .3b:

4.4a:

4.4(b):

LIST OF TABLES

The World Banknotes and the Name of their Banks.............cc..ovvvniieiiennnnns 31
Response Rate from Questionnaires distributed to the top five security printing
COMPANIES 1N NIGEIIA.....uuvvriiriiiiiieiee ettt e e e e e rmmr e e e e e e e e e e ned 93
Research Question 1. Professional Graphics Designers and Security Printers
Opinions on the adaptation of Banknote security features on Ahmadu Bello
University SeNSItivVe dOCUMEIL . ........uuiiiiiiiiiii ettt Q4
Research Question 1. Professional Graphics Designers and Security Printers
Opinions on the adaptation of Banknote security features on Ahmadu Bello
University SeNSItive dOCUMEIL. .......uuuiiiiiiiiiii ettt a5
Research Question 2. Professional Graphics Designers and Security Printers
Opinions on the adaptation of Banknatecurity features on Ahmadu Bello
University SeNSItivVe dOCUMEIL . ........uuiiiiiiiiiii ettt 97
Research Question 2. Professional Graphics DesigmersSecurity Printers
Opinions on the adaptation of Banknote security features on Ahmadu Bello

University SeNSItive dOCUMEIL . .......uuuiiiiiiiiiii et a8

45 (a) Research QuestionRofessional Graphics Designers and Security Printers

Opinions on the adaptation of Banknote security features on Ahmadu Bello

University SeNSItive dOCUMEIL. .......uuuiiiiiiiiiiiii et 100

4.5 (b) Research Question Professional Graphics Designers and Security Printers

Opinions on the adaptation of Banknote security features on Ahmadu Bello

University SeNSItive dOCUMEIL. .......uuuuiiiiiiiiiiii et 101

Xii



4.6: Research Question 4. Professional Graphics Designers and Security Printers
Opinions on the adaptation of Banknote secuiégtures on Ahmadu Bello

University SeNSItive dOCUMEIL. .......uuuuiiiiiiiiiiii et 103

Xiii



LIST OF FIGURES

Figure Page
1: OIS ittt ettt et e e e e e e e e ammmt et e e e e e e e e e e e e e e e e nnne e e e e 15
2: KAtANGA CrOSS. ... eiiiiiiii ettt e ettt e e e ettt b e et e e e e e et eba e e e e e e ebmmmeeesnnn s 16
3: TEA BIICKS ... e 16
4: Lydian silver coin around 550 BC...........uuuiiiiiiiiiiiieeeiiiieieeeeeeeee e 17
5: Alexander the Great 325 BC.......uiiiiiiiiiiiiiie e 17
6: Greco Bactria Antimachus 118570 BC..........uuiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee e 18
7: Issued by Stockholms Banco The first private banknotes in Europe, a 10 taller
banknote, dated 18 May L166..........uuiiiiiiiiieeecceeiiiiiie e eeerree e e e e e e e e eeees 19

8: Chinese banknote of 1,000 cash, issued in 1375 by the Chinese Ming emperor
HONG WU (L368L398)......cceeiiiiieiieaeiiiiie e immme e r e 19

9: Pay 10 DEAIEE.....ceeeeeeeee e 20

10;: The1¥Centuryodés banknotes. This banknot e
bearer the amount of FORTY guilders to be returned to bearer upon
[N =TT = o 1 = R O T o T o Y 22

11: The 19" Centuryoés banknote of the British

Edinburgh on 1 June 1868.........coviiiiiiiiiiiiieeiiie e 22
12: Theld'Cent ur y 8 s..Bank.nob .S eeeeeeenenn, 23
13: Theld'Cent ur y 08 s..Bank.nob .S eeeeeenenenns 23
14:  The 1926 Netherlands, 1926..... ... eerme e e e eans 24
15: French FFR 100 Banknote, Issued iN 1939.........cccviiviiiiiieeecieeeieeee e 24
16:  Egyptian pound, EGP 200 (2007)u.....ccoiiiiuuiiiiiieimeensiiiiiiveiseeeee e e e aneeeeeeeees 25
17:  Egyptian Pound, EGP 200 (2007.)......cccouiiiiiiiiieene e eeeneeeeeeee 25
18:  Tunisian dinar, TND L1Q.......uoiiuuiiiiiiiie e e e sree s e e e e ea e eaaeeeans 26

XV



19:

20:

21:

22:

23:

24:

25:

26:

27:

28:

29:

28:

30:

31:

32:

33:

34:

35:

36:

37:

38:

39:

40:

41:

42:

TUNISIAN DINEE, TND 0. e i e ee e e e e neanns 26

Euro, EUR 100 (2002). Arch in baroque and rococo style.............ccccuvvvieemnnnee 27
Netherlands gulden, NLG 100 (1981)......ccuuuuuuurmmiiiiisieeeiniiiiineaa e e e e e e e e e e enennes 27
South African rand, ZAF 10 (1993). RNINOCEIDS.........cceeeeeiiiiiiiieeeee e, 27
Danish krone, DKK 50 (2009). Bridgealingsund Bridge.............ccccvvvviiiirieanns 28
Flag of Sierra Leone on SLL 10,000, 2QQ4............covuuiimmmmneeeeeeieiiiiiinneeee e 28
Flag of Sierra Leone on SLL 10,000, 2QQ4...........ccouviiiimmmeeeeeeiiiiiiiinnaee e 28
118V N\ = UL = T PP TP P TP UUTTPPPPPRR 29
POlymerBanknOtes.........coooi i reea e 30
Polymer BanknOtes..........oooiiiiiiii e 30
Banknote guilloChe lINES...........uiiiiiiiiii e 41
Banknote raster IMaGE........cccuiiiiiiiiiitieee et e e eeee e e e e e e e e e e aeeeeeeaad 42
Graphics FOrmMat IMaGE.......covviiiiieeeee e 42
Paper Making PrOCESS.. ..ottt ieee e e e e e e e e e e e e e aa 50
Cylinder mould paper machine producing a paper Web.........cccccccoviiieaennn. 52
Offset Printing MacChing. ... 58
Intaglio Printing MacChING............uuiiiiiiiiiiii e 60
Screen printing teCNNIQUE. ........ooii i 62
GUIIOCNE LINES....ciiiiiiiieeee e e e eeene e 72
SECUIMEY TTEAL. ...ttt es e 72
BIMEtalliC SIMPE ... 73
(C1 =T o] a1 (oY =T o o) PP PPPPRPPPPPPP 73
HOIOGram FEALUIE............uiiiiiiiiiiiiiiieeiiiir ittt snene e ] 3
HOIOGram FEATUIE............uuiiiiiiiiiiiiceeeiiiiiieiee et e e e e e e e e e nnmenee o A
Security Features of the New United States Banknate...........c..cccccvvveeeeeeeenenn.. 74

XV



43:

44.

45:

46:

47:

48:

49:

50:

Security Features of the Cali@n NOte.............ccoeviiiiiiiiiieee i eveeen o ©

Security Features of the Indian Banknote (TUPee)...........ueeuiiiiiicecevvrvnnnnnnnnnn. .7
Security Features of the 100 Naira NOLE..........uiiiiiiiiei e eeeeeeeeens 79
Security Features of the China banknate.................uvvvicciiiiiieiiiiiie e 80
Security Features of the 500 note of Saudi RiyalS............ccccovviiieemiiiiiiiinnnnn. 81
Security Features of the 100 note of Saudi RiyalS............coeviiivieeeiiieeieeeeeeee 81
Security Features of the 10 New Zealand NOLe.............cceviiiiiiccciiiiiiiiiene e, 82
Security Features of the 10 New Zealand NOte............ccoeevviiieeeiiei e 82

XVi



Plate

LIST OF PLATES

Page
Proposed 10, 000 Naira NOLE..........cceieiiiiiiiiimmmr e ere s 83
Proposed 5, 000 Naira NOLE. .......ciiiiiiieee e ceeere e eeeeeeeetrene e e e e eeeeeeeaeees 84
Proposed 5, 000 Naira NOLE. .......ciiiiiiiee et ceeeie et rene e e e e e eeeeeeaaeees 85
Redesigned Ahmadu Bello University Official Receipt.............oooooiiiiienneiinnins 86
Redesigned Ahmadu Bello University Student identity Card..................cc..e.. 86
Redesigned Ahmadu Bello UniversityiGBcate................ccccvvvviiiieemnniiiiiiiinee 87
Redesigned Ahmadu Bello University Admission Letter...........ccccccvvviieecnnnnen. 88
Redesigned Ahmadu Bello University Letter Head Paper...............ccoovvveeeennn. 89

Xvii



LIST OF APPENDICES

Y o] 01T o | TSSO PPPPPPPPPPP Page
1: Letter Of INTrOAUCTION.........cooiiiii oo e e e an 117
2: Questionnaire for Professional Graphic Designers and Printers................... 118
3: Forged Ahmadu Bello University Transcript of Academic Records................ 122
4: Counterfeited Ahmadu Bello University Undergraduate Certificate............... 123

5: Counterfeited Ahmadu Bello University, Zaria (lya Abubakar) Certificate of

F ol LSV =T 0 0= o | PP SSRRRRR 124
6: Counterfeited Ahmadu Bello University, Zaria (IJMB) Examination Results.125

7 Counterfeited Ahmadu Bello University, Zaria (To Whom it May Concern)...126

8: Counterfeited Ahmadu Bello University, Zaria Statement of Result.............. 127
o: Counterfeited Ahmadu Bello University, Zaria Institute of Education Diploma

(0014 1) (o= 1L ST P O PP PP TPOPPPP 128
10:  Counterfeited Ahmadu Bello University, Zaria Official Receipt..................... 129

11.  Counterfeited Ahmadu Bello University, Zaria Postgraduate Diploma Statement

(0] =] | R 130
12: Counterfeited Ahmadu Bell o Un.i.v.er.431t vy,

13  Counterfeited Ahmadu Bello University, Zaria (Division of Agricultural

Colleges) Statement of ReSULL............oooiiiiiiii e 132

14 Daily Trust Newspaper Saturday August 18 2015..........ccccoeeiiiiiiiineiiciiieee, 133

Xvili



OPERATIONAL DEFINITION OF TERMS
Within the context of this studyre below terms Biply means:

Adaptation: Is the developmental process of modifying, adjusting or transforming an
existing concept, technique or an idea for more usability.

Authentication: Are those features that make a paper document an original

Banknote:  (often known as paper money, note orl)bils a valuable paper that
is negotiable, payable and issuable by the banks as a legal tender.

Counterfeit: Is the act otreatingor reproduction of a fake version of a genuine document
or product to look alike with the originad order to perpetuate fraud

Forgery: Is an act of illegal altering authentic document by changing of names, grade,
years, rank, gender, registration numbers, figures, status, passport and or
signaturewith the intent to deceive soimee.

Protecting: Is the act of safeguardingensitive paper documents from being forged or
counterfeited.

Security features: Are those features that areorporated on to valuable paper document in
order to protect them against forgery and counterfeiting e.g. watermarks,
invisiblefibersin paper and so on.

Security printing: is a segment of the printing that deals with piniting of items such as
banknotes, cheques, passports, tampéatent labels, product authentication,

stock certificates, postage stamps, identity cards and so on.

XIX



ABSTRACT

This study isaimed atadaping banknotes security features on Ahmadu Bello Univéssity
sensitive documents in order to protect them against counterféfing.aimwas achieved
through the following objectived. to study banknotesecurity features for onward adaptation

on Ahmadu Bell o Uni verXTotregdésign seneenok thet Ahmaelu d o ¢
Bello Universitys sensitive documents by introducingultifarious security features on them.
Primary data werecollected based on an experimental research design and purposive
sampling technige. Responses frortine questionnae were based oh i k B-poiditscale.

For the purpose of this studgurposive sampling technique was us€de main reason for
using purposive sampling techniqueas to enable the researchéocus on particular
characteristics of thegpulation that aref interest.For thisreason, the researcherayed 86
different banknote security featurgobally, out of whichl5 were selected for adoption on
Ahmadu Bello University sensitive documents. Additionally, a total number of the 49 copies
of questionnairdor printers and graphics designers were distributed taoihdive securiy
printing companies in Nigeri&gimple percentagand frequenciesvas used to analyze the
data collected vighe questionnaireJ he studiowork procedures areased orthe following
headings. They are exploration, developmental and production stages respédtigedjudy
revealed thamost of the valuable paper documents in Nigeria have little or no security
features on them especially in the area of ink and payereover, banknote remain the
most secured valuable paper document all over the world, the following banknote security
components such as; paper, ftmmmercially available security ink, design and printing
technique can easily be adopted on Ahmadu Beloilw er si t y6s Sensiti
protection against forgery and counterfeitinfhese menaces have brought a great setback to
national development. For this reason, there is need for serious and urgent efforts from
graphic designers, researchers, iedigus ink producers,Himouse paper mill companies and
security printing industries to jointly tackle this ugly phenomenon for Nigeria to move
forward. Fi nal | vy, it ds recommended that Graphi
producers, irhouse papemill companies and security printing companies should jointly
tackle the ugly phenomenon of ¢mry and counterfeitindgor Nigeria to move forward.
Moreover, courses on forgery and counterfeiting, piracy, faking, documents theft, security
features, ink prduction, and paper security should be introduced to graphic designers and
printers to take care of the present technological development.

XX



CHAPTER ONE
Introduction

1.1  Background of the Study

The advent of computer, direichaging, desktop publishing and computerized image
system that produces excellent color jobs make forgery and counterfeiting of sensitive paper
documents easier and rampant. Today in Nigeria, counterfeiting and forgery ofveensiti
paper documents such banknotes, certificates of oapancy, cheque books, statemeht
resul ts, cash receipt, i dentity cards, | e
passports, tampavident labels, stock certificatepostage stamps and so foere on the
increase

The crime of Banknote counterfeiting is as old as making of Banknoté itse
(Giesecke & Devrient, 2015)n lorderto minimisethe menace dforgery and counterfaitg
of valuable paper documentsecurity features are developed by secuptinters and
banknote paper makers. Banknote Security features can be classified into twahapes
which can be seen by naked eyes and otlieas require the use of equipment like
magnifying glass, Ultra \alet lamp, Infrared viewer and so on

According to Manishaand Gupta (2016jimost of the modern banknote consists of
the following security features paper quality, security thread, gradient colouring, intaglio
printing, UV glowing, nicro texts,antkcopying mark, watermarks, infrargdowing and so
forthd. The study attempts to explore various autiunterfeit methods and materials for
adaptation on Ahmadu Bello University sensitive documents in order to identify the most
possible effective method for minimizing counterfeiting in Ahmadu Bello Unitye#aria
and Nigeria as whole.
International Chamber of CommercelGQC, 2009), notes thafithe international trade in

counterfeit and pirated products costs the world economy about 250 billion US Dollars



annuallyp. Moreover, this trend puts over 2.5 million legitimate jobs at risk in the G20
countries alone (ICC, 2009). Narrowing this to Nige@dobal Intellectual Property Centre
(GIPC) in the Quardian Newgpaper (2015) notes that a yearly loss of N200 billion is
attributed to forged and counterfeit products.

In line with the above, the immediate past Nigerian President, 8BodlGck Ebele
Jonathan and hisofmer Nigerian Minister ofifiance Dr. Ngozi Okonjo Iwek were at the
formal presentation of new redesignHeD Naira note to commeor at e Ni geri ads
wherefiurged the Central Bank of Nigeria (CBN) to start printing Nigerian banknotes and
other sensitive paper documents loaa({lyukmon, inPunch Newpaper, 2014)

The concept of forgery, counterfeitingracy, faking, alteration, fraud, corruption and
bribery are some of the global crimes which have received serious attémtionthe
international communitygovernmental and negovernmental organizations (Dakyes, 2006).
Unfortunately, these menacesvhanot been well addressed, especially in the third world
countries like Nigeria, where the problem is becoming endemic every day. Forgery and
counterfeiting are said to be an aspect of fraud which has become almost a complete way of
life for Nigeriansat bothhome and abroadadan, (2008) Today in Nigeria, it idard to see
an original producwithout seeing t 6 s ¢ o u n Nigeridnsaretserioushaimdigted for
involvement in the menace. Accorditg Bafarawa2016) fiNigerian corruption starts from
the grassroots, therefore 90 percent of Nigerians are carfgtexample, a good number of
politicians forging to win elections, civil servants counterfeiting to mismanage public funds,
students faking to get admission or schehg, lecturers forging for promotion, pharmacists
fabricating substandard drugs, businessmen importing pirated products, contractors also
scamming tax documents, manufacturers are producing substandard products while traders

retailing counterfeited prodtsand so forth.



Moreover, it is no more news that the 8th Nigerian senate standing order 2015 was
speculated to have been forged by the senate leaders for their own selfish interest to win
electionto the Leadership of the hougEreedom Radio, 2015). @oterfeiting is being
practiced all over the world for nefarious reasons, many different security printing techniques
and materials have been used to protect valuable paper documents from forgery and
counterfeitingMore recently, lhe present Minister ofifance Mrs. Kemi Adeosm when she
appeared before thee®ate committee on finance to defend her 2016 budget, revealed that
flover 23,000 ghost workers were exposed and most of them used forged or counterfeited
paper documents to perpetrate this evil, #uson alone helped the federal government of
Nigeria to save over two billions Naira monthlyMoreover,President Muhammadu Buhari
on the 29" of May, 2016 (Democracy Day) in his speechuthenticated this fact by
corroborating thafithe numbepof federal government of Nigerghost worker$iasincreased
to 42,00Q which hashelped the federal government of Nigerecoverover four billions
Naira monthly from ghost worksdsalary (Buhari, 2016n Nigerian Television Authority.

These menaces have brought great setback to national development. For this reason, there is
need for serious and urgent efforts from graphic designers, researchers, indigenous ink
producers, irhouse paper mill companies and security printing industrigsindy tackle

this ugly phenomenon for Nigeria to move forward.

1.2  Statement of the Problem

Authenticity is a virtue in anyrganizationbecause it is the sign of sincerity, security,
integrity, honor and morality. It is disturbing t&now that a overwhelming number of
Ahmadu Bell o Universityods s en §AiBtUiseceritydnt,c u me

2015).



Daily Trust Newspaper of Saturday, June 11th 2011, reportedfighatturer with
Abubakar Tafawa Balewa University (ATBU), Bauchis avell as Ibrahim Badamasi
Babangida University, Lapai Niger state, Daniel Ishola Owaodeasfaund to be teaching
for twelve years with fake Ahmadu Bello Universi¥aria Certificaté. (Olamiti, 2013)
Similarly, Malam TukurMamu,the proprietor of the Desert Herald Newspapers accused
of faking Ahmadu Bello UniversityZ a r iMeasst Beag@e certificate. (Chukwumere,
2013).

Ibeh N. (2014Yyeportedia group of syndicate printers ttstecializan counterfeiting
valuable documants for a fee. West African Examinations Council (WAEC) and National
Examinations Council (NECO) certificates cost N12, 000 only and can be provided in 30
minute®. In a society like Nigeria where emphasis is laid on paper qualification tatrer
capabiity, this makes nosense of the need to spend six years in secondary sabfaur
years in university for what could be obtained instantly. The counterfeits look so genuine that
one wonders if the certificate does not actually come from the West ifiigaminations
Council (WAEC) Office into the hands of counterfeiteibef N. (2014 to mentionbut a
few.Thi s problem arises as results of over wh
sensitive documents are counterfeited daily (A B U security B015).

Organized crime facilitated by forgery and counterfeiting of
valuable paper documenby fraudsters constitute a source of

major societal problems in Nigeria with attendant
consequences such as; damage to all facets of Nigeria
corporate existence, enormous loss of government revenue,
undermining national development efforts, economic potential

and political instability, erosion of efficiency and damage to

national image (Dakyes, 2009).

Therefore, the problem of the study is to invesegatrgery methods and protee

measuregequiredwith a view to adpting them on Ahmadu Bello Universisysensitive

documents for their protection against counterfeiting.



1.3

Aim and Objectives of the Study

The aim of this study is to adapt banknosesurity features on Ahmadu Bello

Universitys sensitive documents in order to protect them against counterfeiting.

In order to achieve the aim of this stutlg following objectivesire set

1.4

To study banknote security features for onward adaptation on Aldon Bello
Universityds sensitive document s.
Redesignsome Ahmadu Bello University sensitive documents by introducing
multifarious security features on them.

Carry out reliability test of the security features adapted on the Ahmadu Bello
Universityds sensitive document s.
Developa body of knowledge in the area of security design, printing and paper

document protection.

Research Questions

To conductheinvesigation, the following research questions were raised:

How could thesecurity features found on bamtes be adapted on Ahmadu Bello
Universitys sensitive documents?

How would Ahmadu Bello University sensitive documents be redesigned by
introduchg multifarious security features on them?

In what ways could reliabilt test be carried out on the atked security features on
Ahmadu Bell o Universityodés sensitive doc
How could a body of knowledge in the area of security printing and paper dotum

protection be developed?



1.5 Scope of the Study
In order to achieve reliable results for this study, the extent of this research covers and
focuses its attention on the banknote security features for the protectuatuable paper

documents againsbrgery and counterfeiting.

1.6  Delimitation of the Study
In order to conduct a comprehensive investigation and come out with findings that
will be generally accepted and have both external and internal valtfttgtudy is delimited
to the redesigning os o me Ahmadu Bel |l o Uni ver sadaptym@d s s ¢
banknote security features trem,which include the following
i. Ahmadu Bello Universitg certificates
il. Ahmadu Bello Universitgidentity card
iii. Ahmadu Bello Universityg Admission letter
iv. Ahmadu Bello Universitg letterhead paper

V. Ahmadu Bello Universitg official receipt

1.7  Justification of the Study

There are several security features, materials and latest printing technologies on
banknotes that can be adapted on Athmaello Universitys sensitive documents for
protection against forgery and counterfeiting. In spite of the knowledge of these banknotes
securty features, methods and materjadsly few have been adapted for paper document
protection in Nigeria. Therefore, the justification for this study lies in the fact that presently
the researcher is unaware of any research effort in the immediate past or in recent time
carried out in ordeto address the longrm problems of forgery and counterfeiting of
Ahmadu Bello University valuable paper documents. It is also in the opinion of the

researcher that if no such study like this is directed at this time in this institution, the



problems wil escalate beyond control. Moreover, this study will serve as a stimulus for our

own indigenous security printing technologies, reducing unemployment, poverty, corruption,

insecurity and enhance economic development. Buhari (2015) corroborate, thisrming

that oil will no longer sustain Nigegathus other sectors that could enhance the national

economy need some attention.

1.8

Significance of the Study

This study constitutes a first step towards developing our own unique indigenous
printing technology and opensup for further research and development endeavours.
This study serveas a channel to address the leegn problems ofaking, and other
related crimes in Ahmadu Bello University, Zaria, in particular, and Nigeria as a
whole. HenceBuhari (2015) notes he i dea by saying daif
corruption, definitely corruption wil/
The study will explore and create potential opportunities for indigenous ink
producers, colour chemist, graphic designerdianse papemill companies as well

as security printing industries in Nigeria.

Thestudywill contribute to the number of literature available for research purpose.
The research will advance the frontiers of knowledge in the area of currency design,
security printhg, security design, paper document protection, product protection,
piracy, counterfeiting, forgery, fraud, faking and alteration. At the same time, the full
implementation of the outcome of this research will serve as a starting point for not
only AhmaduBello University, Zaria, but Nigeria as a whole to commence thgulesi
and printing of its own bamotes and other valuabpaper documents by the use of
indigenous security feature, ink, method and materials which will save billions of
United State dollar spent on printing of sensitive paper documents outside the

country.



CHAPTER TWO

REVIEW OF LITERATURE AND THEORETICAL FRAMEWORK
2.0 Introduction
This chater reviews related literatutbat are of relevancend also explores the intrinsic
meaning of variables such,dmnknote, security feature, counterfeiting, forgery, document
theft, cybercrime, security printing, prilng process, ink, and paper and solbrs made up
of the following areas: forgerynd counterfeit, history of moneyorgery and Counterfeit
Paper Documents and Digital Forge®rigin of paper money (BanknotdBanknote Design
security componentBrinting procesdnk, Paperand theory.

As of today in Nigeriathe scale of faking ofaluable paper documents are not well
documented, but it is common knowledge that there are enormous counterfeiting of valuable
paper documents and products. Clark (19883ertsthat fithe trend of counterfeiting and
forgery in Nigeria has been on the irgse, although it cannot be said precisely how much
has been lost to counterfeiting The World Health Organization, (2014) stressedfibeér
10% of the global pharmaceutical products are counterfeited worldwideainyili (2006)
flover 7% of the worldradesvalued at about four trillion®aira are lost annually in the
global markeb.

According to independent statistics from the World Cust@nganization (2012),
fithe United States Government and the European Commission statetlsat o f t he v
counterfeit products are coming from ChinaDjo and Ojo(2012) observed thdin the year
2000, China ranked fourth among the international sources of counterfeits and that 90 % of
counterfeited goods seized in the United State ©®92€ame from Chira (W.C.O. 2012),
further noted thafiover twothird of counterfeit products seized at the European border in

2008 were produced in Chinarhis stresses serious need for locally improvised material and



technology in our printing presses order to address the menace of forgery and
Counterfeiting in Nigeria
2.1  Forgery and Counterfeit

The words forgery and counterfeit are two different names that aygnsoymousn
usage and different in meaning. Forgery has to do with unlawful gtexingenuine
documents such as changing of name, grade, years, rank, gender, registration numbers,
figures, passport and or signature of an original or genuine docwmiténan intenion to
deceive somene. While counterfeit has to do with the completedpobion of fake
documenrdg or products to look indistinguishable from the original, wéh intenion to
deceive the end userAccordingto National Document Fraud Unit United Kingdom (NDF
UK, 2014) fiforgeryis a form of fraud that deals with the alteriafjproducts or valuable
paper documends Forged document is an original document that is unlawfully altered with
intentto deceive, while counterfeit is the complete reproduction of fake version of an original
document from scratch to resemble an officially issued document (NDF UK,.2014)
2.11 Pseudo document

Pseudo documents are documents that belong to nowhere anaddegal basis
because they are not issued by a legalbpgnizedberson organizatioror existing authority
under the state or international law. In other wagseudo documents are fake document
without legal basis. National Document Fraud Uniited Kingdom(2015.
2.12 Camouflage documents

Camouflage documents are unauthorized documents that claim to come from a
particular origin or country which does not even exist or have a new name for example
someonewith a visa issued by Biafra as a Nation ofagét Sokoto caliphate, or document

signed by Head of glass technology department A B U Zaria. They are Camouflage



documents because the above meetimrganisations areat yet default or not in existence
(NDF UK 2014)
2.2  Counterfeit and Forgery oftheAh madu Bel | o Uni Doeumsnitst y 0 s

Ahmadu Bello University, Zaria is named after the first premier of Northern Njgeria
Sir Ahmadu Bello (19011966), the Sardauna of Sokoto, and the first Chancellor of the
University. The official openingceremony was performed on the 4th of October, 1962. The
University was taken over by the Federal Government of Nigeria in 1975. The University
has about 1,400 academic and research, stadf over 6000 neteaching, senior and junior
administrative staffThe University has also nurtured two University Colleges, the Abdullahi
Bayero College (now Bayero University, Kano) and the Abubakar Tafawa Balewa College
(now Abubakar Tafawa Balewa University of Technology, Bauchi) and 27 institutions made
up of Colleges of Education and Polytechnics. (www.abu.edu.ng retrieVdure, 2014)

In Nigeria nowadays i t i's hard to come across an
counterfeit alongsideAkunyili, 2006). Daily SunNewspaper(2004) reports that in the year

2004, Transparency International, rated Nigeria as the third most corrupt nation in the world.
Forgery and counterfeiting of Ahmadu Bello Universitsensitive documents by fraudsters
constitute a major source of institutional problems, resulting inrumde ni ng t he n
education, economic and political development. It could be claimed that no much success
has been achieved in the area of security printing in Nigeria considering the terrible state of it
today.

There are numerous cases of forgeryarmunt er f ei ti ng of Ahmad
sensitive documents, which have been going on for decades without any serious action
against the practice. Olamiti (2013), Head of the Media Unit of the Independent Corrupt
Practices and Other Relat€@ffensesCommission (ICPC), states th&another incident of

fake Ahmadu Bell o Universityods Certificate
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Director of Works at the Federal Polytechnic, Offa was accused of falsely claiming to have
an Ahmadu Bello Universy, ZariaMa s t Pagrees certificate as part of his curriculum

v i t Buethiermore the High Court in llorin, Kwara State, presided over by the Chief Judge
of State, Justice J. Bamigbola, sent Hassan to jail 8ni2He 2013 after he was found guilty

on a threecount charge bordering on making false statement. The accused person had
claimed in his Curriculum Vitgesubmitted to the Registrar of the Federal Polytechhut

he had aMa s t Pegr@es in Building Construction Technology from the AhmadudBel
University, Zaria.

The problem of forgery and counterfeit of Ahmadu Bello Universgitificate are
numerous: Reports clearly indicate that politicians, are not left behind in the menace
practice of forgery and counterfeit of sensitive documentsrder to contest for an elective
post or to be employed. Today Newspaper of August 1999 reported thdta house of
Representatives Communications Committee, Chairman, Alhaji Abdulkadir Shehu Usman,
used forged credentials for clearance to contestiehs into the House of Representatives
Investigations into documents submitted to INEC by Alhaji Abdulkadir Shehu have shown
that both his secondary school leaving testimonial and the statement of result from the
Ahmadu Bello University Zariad. Therefore, the problem of the study is to investigate
forgery methods and protective measures with a view to adapting them on Ahmadu Bello
Universitys sensitive documents for their protection against counterfeiting.

2.3 Online Forgery

Easy availabilityand accessibility to internet services make Nigerians thinks their
sensitive paper documents are more save digitally, thistisue(Adeta, 2014). Hassan (on
channels TV 2015 states that Nigeria is ranked as Sttraabt cybercrime nation in Africa

ard 3rd mostcybercrimenation in the world. The offee of the NigeriaNational security
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Adviser (2014) identified top five cyb@asesn Nigerian, which includeybercrime cyber
espionage, cyber conflict, cyber terrorism and child online abuse.

Easy accssibility to digital editing software makes the activities of document theft
easy and rampant. Digital forgery can be done in various ways with simple operations tools
like colour, brightness, contrast adjustments, blurring, filtering and compressioried n
addition. The Central Bank of Nigeria (CBNeveal ed t hat the Niger
N 7.2 billion Naira to internet fraudn(Adeta 2014 Furthermore, Math and Tripathi (2010)
in Adeta (2014)Notesthatfirecent advances in softwatevelopment, plug and play tools to
capture, process, access and transmit digitized data makes it so easy to alter the information
without leaving any visual clues of tempering

Additionally, the Economic and Financial Crime Commissions (EFCC, 2014k stat
fithat Nigeria lost about N 7.33 billion in 2007 alone, as well as N 641 billion in 2013 to the
cybercrime and it is at risk of losing over 15 billion USD by 2020. This is a clear indication
that 1 tdés very paramount rftlysecurather sessttiveipapers o
document locally against counterfeitirs

The first documentedybercrimewas reported in France around year 1820 by J.M.
Jacquard, a textile manufacturer. Jacquard created a loom device, this device allowed the
repetiton of a series of steps in the weaving
this development, and their fear of massive sack resulted in the perpetuation of the acts of
sabotage to discourage Jacquard from further use of the new technologwa$Hise first
recordeccybercrimein the world (Planetindia, 2001 in Ade2@14).

(Ophardt2014 in Adeta,2014).opined that,ficybercrimes differ from most terrestrial
crimes in four ways namady
a) They are easy to learn how to commit.

b) They require fewesources relative to the potential damage caused.
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