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BSTRACT

The project was aimed at identifying the common forms of frauds and
malpractices in the banking industry, their frequency, causes and the existing
preventive measures in operation.

The analyses of primary and secondary data led to the conclusion that
fraud and malpractices were complex phenomena which vary in nature, character
and methodology. The findings of this study revealed that majority of the
fraudsters were banks staff, mostly cashiers and clerks, working in collusion with
customers and non-customers.

Inadequate supervision, control and staffing were ranked as the most
significant causes of frauds and malpractices. Regulfar balancing of accounts,
periodical inspection, rotation of job/staff, proper training of bank staff were
ranked high as the most effective preventive measures against frauds and
malpractices perpetration.

The findings of the research work provided the basis for our
recommendations which include: That banks should ensure regular balancing of
their accounts; and periodical inspection of branches should also be carried out
regularly.

Finally, considering the nature, causes and methods employed to defraud
banks and customers which vary with time, it is suggested that further research on

frauds and malpractices be carried out every two years.
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CHAPTER ONE

1.1 INTRODUCTION

Studies on bank frauds and malpractices are normally prompted by the
perceived effects of frauds and malpractices On banks, and the desire to find the
means of curbing such adverse effects.

It is generally agreed that frauds and malpractices lead to loss of the money
which belong to the bank or its clients. This loss results in reduced levels of
resource availability which could hamper the operations of banks and could force- a clese
down if the frequency and size of frauds and malpractices are high.

Other effects of frauds and malpractices in banks include the loss of
confidence in banks by customers which also reduce efforts aimed at promoting the
banking habit. Malpractices and frequent occuirence of frauds lead to distraction
of management’s attention, increased running cost, wastage of time and resources
on frauds and malpractices prevention.

The banking industry which is the back bone of the Nigerian economy is
Increasingly worried on the level of frauds and malpractices in the industry. More
disturbing is that the control of an identified specie of fraud or malpractice seems
to give birth to another that is invariably more sophisticated and complex. This
shows that frauds and malpractices vary widely in nature, character and

methodology.

1.2 THE STATEMENT OF THE PROBLEM

Though the Nigerian banking industry being the back bone of the Nigerian

economy and one of the most profitable, higher performance could be achieved in
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terms of their output and obligations to the society. To realize this, the banking
industry must perform a leading role in reactivating and invigorating the economy.

The low level of performance of the Nigerian banking industry is due to an
array of problems. of these problems, the issue of frauds and malpractices is one
of the most intractable and monumental.

The frequency of these problems and their implications for the industry have
inspired this research on frauds and malpractices in the banking industry. The
following research questions have also been asked:

L« What is the magnitude of frauds and malpractices in our banks?

i 48 Why do bank staff commit frauds and malpractices?

3. How effective are frauds and malpractices control systems in our banks?

4. How can the problem of frauds and malpractices be handled or controlled
in our banks?

5. Can banks have sufficient information to predict when and how fraud or

malpractice will occur?
These questions form the problem of this research work and the need to

provide workable answers to them constitute the justification for the research.

1.3 PURPOSE OF THE STUDY

The primary object of this research is to find practical means of eliminating
or minimizing the incidence of frauds and malpractices in our banks.

To achieve the primary objective, the following secondary objectives have
been specfﬂed:-
1. To review existing literature, collect and collate information on frauds and

malpractices in our banks.
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v A To identify the causes of frauds and malpractices in banks.

3. To identify the various types of frauds and malpractices perpetrated by

banks.

4. To identify the various means employed in defrauding banks.

5. To determine the magnitude and frequency of frauds and malpractices in
banks.

6. To determine the effects of frauds and malpractices in the banking industry

and the economy in general.
5 To make recommendations based on the findings.
8. To identify the means through which the recommendations can be

effectively implemented.

1.4 THE SIGNIFICANCE OF THE STUDY

The significance of this research study is hinged on the fact that the fate of
the Nigeria’s economy Is inevitably tied to the structure, direction and the survival
of the banking and financial system. It follows therefore, that any serious distortion
in the system will not only affect the system itself but the Nigerian economy and
the public in general and the consequences which couid be financial or otherwise
cannot be quantified.

This research study will go a long way to show the effect of frauds and
malpractices on banks, its implications on the industry and possible remedies. It
will also show the impact of this malady on the economy and the society in
general.

Banks and other financial institutions are expected to gain doubly from this

study. Firstly, the study will highlight operational lapses and other loopholes that
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give room to fraudulent activities in banks and secondly the study will stimulate
self-reassessment by banks.

The study will assist the government in fashioning economic policies that do
not give room to fraudulent activities and mismanagement of investors and
depositors money in banks.

The study will also benefit the society in general as it will enable banks to
render their services more effectively and efficiently.

To the academic world, the study will serve as a source of knowledge and
confirmation of whether earlier research findings still hold in the face of the
turbulent nature of Nigerian economy. The study will further identify new

strategies that will consolidate or revolutionalize earlier research findings.

1.5 DELIMITATIONS OF THE STUDY

The research study will focus on frauds and malpractices in the banking
industry with special emphasis on commercial banks operations in Nigeria. The
environment in which the research will be conducted will mainly be Jos metropolis
in Plateau State, Zaria and Kaduna in Kaduna State of Nigeria. The study will be
restricted to some selected banks in the environments Under review. The study
will exclude the infant banks first coming up and yet to find a firm footing in the
industry.

The information used for the analysis covered a three-year period between
1990 - 1992, In order to attain the objectives of this research, the delimitation of
the study was defined to embody all relevant aspects of frauds and malpractices In
banking operations. Information was obtained on the number of fraud cases

perpetrated in each bank; the different types of frauds and malpractices and the
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frequency of each; the amount involved in the types of frauds and maipractices;
the cadre of persons involved; the period of concealment; the incidence of
collusion; the causes and the level of effectiveness of frauds and malpractices
preventive measures.

The study also focused on areas relating to staff strength of banks; size of
deposits, size of loans and advances, age of fraudsters, years of banking experience
of persons involved in the fraudulent activities, the means of frauds and

malpractices prevention and detection and the punishment meted to fraudsters.

1.6 LIMITATIONS OF THE STUDY

Time and cost are the major constraints to this study. They will not allow
for a nation-wide survey of all banks branches and persons involved in the
fraudulent activities.

The almost Non-existent literature on the subject also constituted another
serious limitation to this research study.

Despite these limitations, the findings of the research still hold because the
facts contained in the study will help all bankers and the general public to have
some insight into input of frauds and malpractices upon the banking industry and

the Nigerian economy.

1.7 DEFINITION OF TERMS

Fraud can be described as a "conscious premeditated action of a person or
group of persons with the intention of altering the truth and or fact for selfish
personal monetary gain. It involves the use of deceit and trick and sometimes

highly intelligent cunning and know-how. The action usually takes the form of
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forgery, falsification of documents and authorizing signatures and outright theft.”"

l.

i0.

Management Fraud:- This is a "deliberate fraud committed by
management that injures investors and creditors through materially
misleading financial statements."?

Malpractice:- has also been defined as "those practices which are not only
just contrary to the ethics of the banking profession, but also constitute
infringements of various banking laws and regulations."

Defalcation:- Is the "misappropriation of business assets by employees and
officers of the business. It consists of the confiscation of physical properties
or cash. It s the actual theft of business assets."

Falsification:- Falsification of financial statements is the issuance of financial

statements which present false account valuations by management.

Clearing House:- This is where banks exchange cheques. It serves as a

forum where the representatives of each commercial bank deliver cheques
drawn on other banks and to receive the cheques drawn on them. In
Nigeria, the Central Bank of Nigeria serves as the Clearing House.
Software:- A term used to describe the programme, instructions and
applications of a computer system.

Hardware:- The physical components of Computer system.

System:- Organized set of related components established to perform a
certain task.

Program:- Step by step set of instructions that directs the Computer to
perform certain operations to solve a problem preparing for the execution.

Internal Control System:- The whole system of controls, financial and

otherwise, established by management in order to carry on the business of
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the enterprise in an orderly and efficient manner, ensure adherence to
management policies, safeguard the assets and secure as far as possible the
completeness and accuracy of the records.

Internal Auditing:- This is an independent appraisal activity within an
organization for the review of operations as a service to management. Itis a
managerial control which functions by measuring and evaluating the

effectiveness of other controls.
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CHAPTER TWO

LITERATURE REVIEW

2.0 THE NIGERIAN BANKING INDUSTRY: AN OVERVIEW

The Nigerian banking system consist of the Central Bank of Nigeria, the
commercial banks, merchant banks and development banks.

The Central Bank of Nigeria (CBN) was established by the Central Bank of
Nigeria Ordinance in 1958. The establishment of the bank was based on the
report and recommendations of Mr. ].B. Loynes. The bank effectively came into
existence and commenced operations on st July, 1959. With the following
principal objectives as pelt out in Section 4 of the Ordinance:-

1. to issue legal tender currency in Nigeria.

2. to maintain external reserves in order to safeguard the international value of
the currency.

3. to promote monetary stability and a sound financial structure in Nigeria;
and

4. to act as banker and financial adviser to the Federal Government.

The structure of commercial banking in Nigeria is fashioned towards that
prevailing in the United Kingdom. Other countries in the western world, have the
structure which can be described as the branch banking system. This is
characterized by a few large banks with a wide network of branches extending
throughout the country. For instance, the United kingdom has only eight clearing
banks (commercial banks) with over 12,000 numerous branches serving the

banking needs of the country.
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However, in the United States of America, the banking structure is based on
a unit banking system (i.e. numerous individual local banks). The United States
system has been described as a dual system, meaning that banks are subject to
either Federal or State regulatory control and in some instances both.

Commercial banking in Nigeria can be classified into two: The purely
indigenous banks, owned 100% by Nigerians and the mixed banks, with a majority
indigenous share holding (at least 60% equity) and minority foreign interest (at
most 40%).

Commercial banking business started in Nigeria with the establishment of the
African Banking Corporation in 1892 (the founding father of the present day First
Bank of Nigeria PLC). Commercial banks operate as bankers to the majority of the
Nigerian banking populace by providing a wide variety of services which include:

i receiving demand deposits and paying customers’ cheques drawn

against them.

il. receiving time and savings deposits and paying interest thereon.

iii. Granting loans and overdrafts to customers.

iv. discounting commercial papers, acceptances and bills of exchange.

V. providing services to the importer and exporter (e.g. documentary
credits).

vi. provisions of safe deposit vault service.

vii,  management of customers’ investments.
vili.  acting as executor and the trustee of wills.
ix. providing foreign exchange facilities for travellers.

y A buying and selling of stocks and shares for their customers.
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Merchant banking business first came into existence in Nigeria in 1960 with
the registrations of Messrs Nigeria Acceptances Limited (NAL) and Philip Hill
(Nig.) Limited. These two institutions dominated the merchant banking business
up to 1969 when they eventually merged. The resulting company - NAL
Merchant Bank Limited had since been joined by others.

The essential function of merchant bank that distinguishes it from other
institutions is that a substantial part of its business consists of accepting bills of
exchange to finance trade. These bills are eligible for rediscounts at the Central
Bank and command a very fine rate in the market.

Unlike commercial banks offering retail banking services, merchant banks
provide whole sale banking services. They mobilize deposits in large amounts and
also lend in large amounts to institutional investors and firms. In a nutshell, they
deal with relatively small number of specialized accounts. Merchant banks
deposits are usually fixed and interest bearing. They grant more of medium term
loans and less of overdrafts.

Merchant banks among others provide the following specialized services:-
l. Stock broking services.

2. Corporate finance,

2 Equipment leasing.

4. Debt factoring.

5. Investment management.

6. Issue and acceptance of bills and the management of unit trust.

Development banking in Nigeria started with the establishment of the
Nigerian Industrial Development Bank Limited (NIDB) in 1959, other

development-oriented banks which subsequently followed are: The Nigerian
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Agricultural and Co-operative Bank Limited (NACB), The Nigerian Bank for
Commerce and Industry (NBCI), Federal Savings Bank (FSB), Federal Mortgage
Bank of Nigeria (FMBN).

The main functions of development banking are threefold:-

1. To fill the financial gap created by the operations of commercial and
merchant banks which lend mainly on short and medium term basis
respectively,

Z: To act as a catalyst for development.

Development banks lend mainly on long term basis. They engage in equity
participation in other companies and perform promotional functions like project

identification, appraisal and market survey.

2.1 THE DEFINITION OF FRAUD

Fraud is a very comprehensive and complex field of crime which
encompasses a range of different activities. Due to its diverse nature, it has been
difficult to proffer comprehensive definition of the term "fraud".

For many years the standard formula was that of Buckley ]. in Re London
and Globe Finance Corporation Limited.

"To defraud is deprive by deceit: it is by deceit to induce a man to act to
his injury. More tersely it may be put, that to deceive is by falsehood to induce a
state of mind; to defraud is by deceit to induce a course of action”.'

That formula, it is now accepted, is not exclusive; fraud can consist of

depriving a person of what is his by any other dishonest means, including simple

taking.
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Radzinowiez and Wolfang classified fraud together with white collar crime,
and defined them as "illegal acts characterized by guilt, deceit and concealment
and are not dependent upon the application of physical force or violence or threats
thereof".”

A.l.]. Etuk (Auditor-General for the Federation of Nigeria) defined fraud to
"embrace any cunning, deception or trick employed to deceive or cheat another.

It includes all means which human ingenuity can devise that are employed to gain
an advantage by false suggestion or by suppression."’

Advanced Learners Dictionary defines fraud as "criminal deception, act of
this kind, person or thing that deceive."*

Justice Akinola Aguda, in his "The Criminal Law and Procedure of the
Southern States of Nigeria" (1982) defines an intent to defraud as "an intent to
deceive in such a manner as to expose any person to loss or the risk of loss."*

Fraud may be defined as "intentional misrepresentation, concealment, or
omission of the truth for purposes of deception or manipulation to the financial
detriment of an individual or organization."®

"Fraud", then is comprised of two fundamental elements. One is
premeditated deceit. The other is peculation, a collective term for any

combination of embezzlement, defalcation, or misappropriation of funds.

THE DEFINITION OF MALPRACTICE

Oxford Advanced Leamers Dictionary defined malpractice as "wrong doing;
neglect of duty”. An example is dishonest use of a position of trust for personal
gain.

Malpractice has also been defined as "those practices which are not only just

contrary to the ethics of the banking profession, but also constitute infringements
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of various banking laws and regulations".”

2.2 TYPES OF FRAUD AND MALPRACTICES AND WAYS OF
DEFRAUDING BANKS

Frauds and malpractices in banks vary widely in nature, character and
method of perpetration, thus making the classification a very difficult exercise,
while some authorities (such as the Committee of Chief Inspectors of Banks) prefer
to group frauds and malpractices according to the perpetrators, others prefer a
classification based on the methods used.

On the basis of perpetrators, bank fraud may be grouped into three broad
categories:

I. Internal Fraud - committed by members of staff and usually on small scales
but are more regular.

2. External Fraud - committed by those not connected with the banks; and

3 Mixed Fraud - committed by outsiders in collusion with bank staff.

Using the methods of perpetration as a basis for classification, the following
types of fraud have been identified:-
bs CASHIERING FRAUDS

Some cashiers are usually exposed to handling of raw cash and the
temptation to commit some sort of frauds cannot be completely eliminated. Some
of the common forms/ways of cashiering frauds are as follows:-

(a)  Substitution of names on credit voucher/teller, This type of fraud

involves changing the credit teller of one person for another.
However, the books of accounts are balanced but the wrong person

has been credited. lliterate customers account and big account



(b)

(c)

15

holders are usually victims of this type of fraud.

Teeming and Lading: This is a common feature in local branches of
commercial banks. The cashier suppressed lodgements made and
misappropriates the fund. If the cheque of the customer is about to
be returned for the reason of insufficient fund, an in9uryis made
from the receiving cashier for any lodgement by the customer
through a form known as enquiry memo. This memo alerts the
cashier, who would subsequently raise new teller in favour of the
customer’s account at the expense of another customer’s account in
order to conceal his frauduient deals.

Cashier shortages: A cashier may intentionally declare a shortage if
he is out of purse. In most cases, the shortages are spurious and
unjustified. Sometimes, they collude with outsiders to steal part of
the cashier’s taking relying erroneously on the bank’s provisions
which stipulate that shortages should not be debited to his personal
accounts immediately without enquiry. Cashier shortages is one of

the commonest forms of frauds in banks.

Z, FALSIFICATION OR ALTERATION OF ACCOUNT

This type of fraud is common with the machinists who are either acting

ignorantly, innocently or with proven criminal intent to defraud. This type of

fraud is committed by:-

iii.

Inflating the credit balance of particular customer.
By carrying wrong balances forward in favour of a customer.
By taking overdrawn current account debit balances as credit. In

most cases the original ledger cards are maliciously destroyed or
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tempered with.
Another form, is when a cheque is paid and is suppressed from being
debited to the customer’s account. This Is common in branches where accounts

are not balanced regularly and the internal control system has broken.

3 FORGED CHEQUES WITH FORGED SIGNATURES

Cheque forgery is a common source of fraud and constitute the source of
most forgeries in banks. In some instances, cheque leaves are stolen, customers
signatures are perfectly forged and many successful withdrawals are made.

Of recent, fraud syndicates have adopted the following means of
perpetrating fraud in banks:-

i Operation of specie movement of their own with forged instructions

from one bank branch to the other to obtain cash;

ii. Printing of cheque books to agree with the cheque books of the bank

they intend to defraud;

jii. Use of forged credit advice from the Central Bank. An example is

where a government parastatal was purported to have given
instruction to Central Bank where they maintain their account to
credit an account of either an individual or organization in another
bank. This type of fraud is usually perpetrated through the clearing
system.

iv. Substitution of Central Bank presentation form for clearing cheques;

V. Interception and switching of telex messages for transfer of frauds.

CLEARING FRAUD

This type of fraud now constitutes a major source of loss of fund by banks

in recent years and the common forms and ways of committing this fraud are as
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follows:-

(a)

(b)

Substitution of Clearing Cheques:

This is a situation where a cheque is sent for collection through the clearing
system, a bank is substituted in transit with another cheque having the
amount in common. The substituted cheque causes problems in the drawee
or paying bank and before the problem is solved, the mandatory days
allowed for clearing may have elapsed and damages have been done as
money would have been withdrawn by the brains behind the deal from the
bank.

Such accounts are usually opened with false documents and in many cases,
banks staff connive with outsiders to facilitate their acts of fraud.

Splitting of Clearing Cheques:

This is another complex method of clearing fraud. To fully understand this
type of fraud, an example is demonstrated. Let say Bank A’ sends a
cheque to Bank 'B’ for presentation through the normal clearing house.
After presentation and in-between the clearing house and Bank "A’, the
cheque gets stolen or removed and replaced with two or more cheques
adding up to the same amount and bearing the crossing stamp of some
banks say Bank ‘X’ and 'Y’, etc. as if the cheques were presented by these
banks. The original cheque does not reach Bank 'B’ and the new inserted
cheques are returned to Banks ’X’ and Y’ for reasons of "No Account” by
Bank "B’.

After the clearing period allowed to clear the cheques have elapsed, Bank
'A’ gives value to the original cheque believing that Bank 'B’ had honoured

the cheque since the cheque has not been retumed unpaid within or after
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the stipulated time. Before such confusion is resolved, the damage might
have been done and the fraudsters would have made away with the money.
This fraud can only take place with active participation of the bank’s staff

who may invariably but not necessarily be the clearing bank staff.

FALSE PROCEEDS FOR COLLECTION

This is a situation whereby a customer pays in a cheque, almost immediately
he requested that the cheque should be cleared specially.

At the paying bank, his accomplice would ensure that a banker’s payment is
issued, this banker’s payment is then presented to the collecting bank where the
customer is given immediate credit and disappears into the thin air. Later, when
collecting bank eventually presents its banker’s payment, it is discovered that it has
been forged. Such customer will make sure that he cannot be traced as such
related accounts are usually opened with false documents.

FOREIGN EXCHANGE FRAUD

The structure and administration of foreign exchange operations in Nigeria
following the introduction of SFEM/FEM in 1986 seem to have given impetus to
frauds and malpractices in international trade for which foreign exchange is
required to finance. The scope has widened considerably and the following types
of frauds are now prevalent.

(a)  Telex Fraud:

This can be a combination of raising a fictitious telex message purporting it

to emanate from a bank or a substitution of a genuine message with a

factitious one with the sole purpose of diverting funds to a wrong source.
(b)  Utilizing false letter of credit to procure goods from unsuspecting exporters

abroad. Though this type of fraud essentially does not involve actual
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(f)

(2)

(h)
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(k)
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procurement of foreign exchange but basically it is foreign exchange induced
fraud which enables the fraudster to obtain goods without actually paying
for them.

Under the table deals which became common with introduction of
autonomous funds scheme under FEM. Here, benefits accruing from such
deals are not passed to the employer by the employee.

Lodgement of forged currency into customers foreign currency domiciliary
account.

Irregular release of shipping documents in respect of imports to persons
other than the importer.

Fraudulent sales of travellers cheques, drafts, under basic travel allowances
meant for academics and government officials on overseas courses but who
for one reason or the other did not buy the approved foreign exchange.
Negotiation of forged draft purportedly issued by a bank in Nigeria or by an
overseas correspondent bank.

Negotiation of bills payable cheque overseas whereas the cheque is in local
currency.

Diversion of foreign exchange to beneficiary other than those approved by
the Central Bank of Nigeria through alteration of customers instruction by
staff.

Defalcation of foreign currency lodgement by staff.

Forged mail transfers and letters of credit purportedly issued by a Nigerian
bank, with intent to dupe overseas exporters.

Forged documents to support application for foreign exchange e.g. overseas

school bill, tax clearance certificate.
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(n)

(0)

(p)

(q)
(r)
(s)
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Theft and encashment of travellers cheques, drafts, personal cheques, etc.
Fake instruction to transfer funds overseas, purportedly written by foreign
currency domiciliary account holder.
Fraudulent use of bank letter head to obtain goods from overseas exporter
or advance payment from overseas importers who believed that such letters
were genuine. This is a common example of the popular "419".
Connivance of staff in laudering foreign currency from drug trafficking and
narcotic activities, e.g. large cash lodgement not justified by nature of
business.
Over-invoicing for foreign exchange application in respect of imports.
Forgeries of foreign currency notes.

Spurious request on foreign bank to transfer funds from customer’s account.

COMPUTER FRAUD

With introduction of computers, fraudsters also modernize their techniques

and the act in a computer environment got the name computer fraud. A recent

survey in the United States gave the following startling statistics: approximately

$500m is lost to computer fraud annually. On the average, each computer fraud

involves $500,000 as against $10,000 per bank robbery and $19,000 per

conventional bank embezzlement.

There are various types of computer frauds. Listed below are some

common types:

1.

Input Fraud.

Input fraud is said to occur when the input to a computer system is
maliciously modified or deleted. This normally, takes the form of modifying

or deleting records of transactions to be fed into the computer system. It
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may also involve the modification of system and batch totals so as to ensure
that the computer system does not reject the corrupted input data on
account of unreconcilable control totals.

The main reason for this is the desire to misallocate money or company
merchandise or to cover up management incompetence. Input fraud can be
initiated outside the immediate environment of the computer, hence the
usual initlators are company staff responsible for raising, processing and
forwarding input forms and computer staff responsible for data entry.

Theft of Software

Computer fraud can also take the form of stealing either programs or data.
This crime ¢an be committed by simply copying programs or data file for
use outside the work environment.

Typical motivations for this act include:-

- Intelligence - i.e. as part of an elaborate espionage scheme by a competitor
company or bank.

- Profit - the culprit sells the stolen software for money to interested buyers.
- Private use - the culprits installs the software on a personal machine for
private use,

The perpetrator of this act has to be somebody with access to the machine.
If the computer is linked to global communications network, then the
perpetrator can be anybody with a personal computer. Theft of software Is
generally difficult to detect because unlike the other resources of an
organization, computer data can be stolen non-destructively - hence, it is

difficult to know that it has been stolen.
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THEFT OF COMPUTER TIME

It is common for personnel to use computer time for unofficial activities.

Such things like units, disk packs or floppy diskettes, etc. The concept here is

using computer time to analyze the data of other banks or businesses or the

outright sale of computer time to other organizations are common types of

computer time theft or fraud.

HARDWARE RELATED COMPUTER FRAUD

points:

1.

The hardware can be the target of a computer crime from three view

To Destroy Hardware:

A personnel trying to cover up crime or incompetence can resort to destroy
the computer hardware - i.e. the physical machine itself or some storage
media such as tape units, disk packs of floppy diskettes, etc. The concept
here is that with the evidence (information) destroyed, crime cannot be
established. A common form of destruction these days is by fire.

lifegal Borrowing:

A person with physical access to storage media units may temporarily
remove a tape, disk or diskette from the office and use another computer
facility to copy program and data files contained therein.

Steal Hardware:

The storage media on which vital information is stored can also be stolen.
The actual target is usually not the stolen hardware but the information
contained therein. The intention is either to use the information offensively
or simply to deprive the owner of its use. This act can only be perpetrated

by someone with physical access to the relevant hardware unit.
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Fraud differs from malpractice in at least three respects:

i. Malpractice embraces not only the criminal but, more specifically,
the unethical in the general conduct of practitioners in a profession.

ii. Malpractice addresses, in particular, professionals who owe a duty to
uphold the ethical standards of their calling in the drive to maximize
corporate profit or individual gratification.

iii. Malpractice may not necessarily be driven by a selfish, short-run
precuniary motive. It might be attributable to a training gap, as will
be exemplified by a rude bank cashier or manager. It might
alternatively be attributable to professional indiscipline, as in lateness
by an authorized dealer in submitting its banks completed bid form to
the Central Bank of Nigeria at a foreign exchange auction session.

Malpractices can be broadly categorized into three, namely:

l. Bank Employees Malpractices: These are malpractices perpetrated by bank
employees against the interests of their banks/employers or clients of the
banks, solely for self aggrandizement. Such malpractices include stealing of
banks’ monies, steafing of customers” monies, falsification of accounts and
forgery of bank papers for purposes of self-enrichment or deliberately
breaching banking rules.

o Malpractices by non-employees of banks: These malpractices range from
passing forged cheques to defraud banks, fraudulent transfers of monies such
as fake international tested telexes, purportedly sent by Nigerian banks to
foreign banks.

3 Malpractices by the banks: Under this, three broad categories are identified

as follows:
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Exceeding Credit Ceilings: The Central Bank of Nigeria over the
years imposes a general credit ceiling on banks on the percentages of

their operational funds which they may lend out as foans. Within
these limits, it then sets our guidelines for sectoral allocations of such
loan-funds. Banks are known to have breached these guidelines on
sectoral allocations, such breaches may be due to the quest for
excessive profits, namely; operating policies which result in neglect of
the less lucrative areas and diverting their loan activities into lucrative
areas even in excess of the sectoral ceilings imposed by the
guidelines.

An example is that commercial banks tend to give more loans to
general commerce at the expense of productive sectors like
manufacturing and agriculture.

These commercial banks’ attitude of over-lending serves as
encouraging large-scale foreign goods importation, to the detriment
of the growth of local industries. This attitude has constituted an
encouragement to smuggling of foreign goods into Nigeria. Such a
malpractice which is brazen and patently damaging to the economy
must be condemned by all and sundry. Some people have even
suggested that the malpractice qualifies as an economic sabotage
under the Special Tribunal (Miscellaneous Offenses) Decree No. 29
of 1984 of 1984 as amended.

Illegal Sales of Foreign Exchange: Banks are known to have engaged
in the malpractice of purchasing foreign exchange from independent

sources in circumstances aimost simifar to what obtains in the
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"parallel“lor the "black market". The banks then sell off such
privately ;;urchased foreign exchange to their customers at exorbitant
rates.
The malpractice of hoarding foreign exchange by banks which they
officially purchased is also not new in the banking industry. They are
able to account for their sales by entering into their sales the
transactions involving their sales of the parallel market purchases.
This then involves cooking up the books to reflect what are
considered to be acceptable exchange sales rates, which do not often
reflect the actual rates of exchange sales. The hoarded officially
acquired foreign exchange is also sold at exorbitant rates, leading to
exorbitant overall profits all-round for the banks.
fii. Round Tripping Funds: This is the practice whereby a foreign bank
would guarantee a local loan for a local project. Usually, the foreign
bank would be a cotresponding bank or an affiliate of the local bank.
The two banks would then enter into colfusion and the following
scenario would emerge: On the raising of the bank guarantee by the
foreign bank to the Nigerian bank to back up an application to the
Nigerian bank for a loan in Naira for the execution of a project in
Nigeria, the Nigerian bank would then decide to grant the loan.
The project would subsequently be executed in Nigeria. All necessary
foreign importations would be effected through the normal procedure of obtaining
the required foreign exchange in Nigeria. During the execution or after the

completion of the project, ali the parties involved (contractor, the Nigerian bank

and the foreign bank) would in accordance with their initial conspiracy, record the
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failure to execute or complete the project. The Nigerian bank would then formally
call upon the foreign bank to remit the amount of the foreign exchange provided
for in its guarantee to enable the completion of the project or reimbursement of
itself. the foreign exchange so transferred would then be sold at exorbitant rates
locally. After the deduction of its own profit locally, the remaining amount would
then be transmitted back to foreign bank through the purchase of foreign exchange
in the Nigerian market. All the parties to the conspiracy, banks and individuals
concerned, would then share the remaining profit over and above the original sum

guaranteed in foreign exchange.

2.3 CAUSES OF BANK FRAUDS AND MALPRACTICES

The major causes of frauds and malpractices within the Nigerian banking
industry are as follows:

ks SOCIAL AND ECONOMIC CONDITIONS

This may include unemployment, prevalent poverty and extended family.
An increase in inequality, for instance, is assumed to induce changes in the
behaviour of individuals, particularly those within the low income categories. A
political argument asserts that relatively poor individuals respond to "perverse"
inequality by attempting to overthrow the current system. In other words,
deprived individuals within the industry connive with others to defraud the financial
establishment with the express intention of replacing the "unfair" distribution with a
system that is conducive towards greater equality.
2. MISPLACED SOCIAL VALUES

This include worshipping of wealth no matter how acquired and thoughtless

aping of ostentatious lifestyles. This materialistic attitude and open exhibition of
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fortunes have invariably enticed people to wide-spread frauds and malpractices.

3 INADEQUATE INTERNAL CONTROL SYSTEMS

This may result from sluggish and inefficient management, inappropriate
recruitment, favoritism in appointing or employing board of directors, top
managers and officers who are often totally ungualified or have had records of
malpractices elsewhere.

Others grouped the causes of frauds and malpractices into two major
classes. Institutional factors and environmental/social factors. The institutional
factors are those traceable to the internal environment of the bank, while the
environmentai/societal factors are those which result from the influence of
environmental/society on the banking industry.

The common institutional causes of frauds and malpractices are summarized
as follows:

- Volume of work

- Number of staff

- Nature of services

- Banking experience of staff

- Inadequate/lack of staff training

- Poor management

- Staff negligence

- Recruitment system

- Poor security arrangement for documents\

- Use of sophisticated accounting machines

- Frustration

- Inadequate infrastructure



- Delays in procuring documents

- Lapses in the management control system of corporate customers

- Negligence of customers

The environmental/societal factors have been identified as follows:

. Societal values

- Inability of law enforcement agents to detect frauds and malpractices
and prosecute fraudsters with despatch.

- Lack of effective deterrent punishment.

Mr. H.K. Fuja in an article "Frauds, Malpractices in Banking Industry"
asserts that there are extraneous causes of foreign exchange frauds and
malpractices, the control of which may be beyond the capacity of any one bank or
group of banks. Prominent among these are:

i The continuing wave of internationalization permeating all of our
economic, political, technological and social life. Greater freedom
begets greater permissiveness. This in turn engends a relaxation of
societal ethical standards and an upsurge in the "get-rich-quick"
syndrome.
incidents of advance fee fraud, for instance, usually involve not only
an indigenous trickster, but equally a fraudulent foreigner who may
be tempted to reap where he did not sow.

ii. Loopholes in the regulatory, supervisory and legal system. This may
find expression through ineffectiveness, or lack of firmness, on the
part of regulatory, supervisory or law enforcement authorities. For
example, the wave of liberalization and deregulation sweeping

through the world’s financial centres may alter price structures,
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increase competition and pose greater operating risks to financial
institutions. These can lead not only to an increase in the number of
failures of financial institution but, equally important, to increase in
fraud cases.

iii. Frauds and malpractices may be unwillingly encouraged by gullible
depositors who may have been given to believe that money lodged
with a bank or financial institution is necessarily free of the risks of
loss especially through peculation. The same goes for passive
shareholders, who may remain ignorant of the excesses of

management for prolonged periods.

2.4 THE EFFECTS OF FRAUDS AND MALPRACTICES ON BANKS

Frauds and malpractices lead to loss of funds which belong either to the
banks or its clients. The loss resuits In reduced levels of resources availability which
would seriously affect the operations of banks and could even force a close-down if
the frequency and size of the frauds are high.

The loss of confidence in banks by customers which also result in a set-back
on efforts aimed at promoting the banking habit are other serious effects of fraud

and malpractices on banks.

2.5 MEASURES FOR CONTROLLING FRAUDS AND MALPRACTICES IN
BANKS

Mr. Joseph O. Sanusi (Chief Executive of First Bank of Nigeria PLC) has
classified existing systems of control into two: Those aimed at prevention and

those aimed at detection:
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Measures aimed at fraud prevention include; dual control, operational
manual, graduated Limits of authority, lending limits, reporting system,
micro filming, close circuit television, establishment of inspectorate units,
general personnel policies, segregation of duties, verification of signatures,
control of dormant accounts, retention of passport sized photographs,
closure watch on the life style of staff, coding, decoding and testing of cable
and telex messages.
Others are observers of laid down procedures for opening and closing of
accounts and the use of regiscope camera to photograph persons drawing
large sums of money.
Measures aimed at fraud detection include checking of cashiers, call-overs,
reconciliation and balancing of accounts at branch, inter-branch and head
office levels, periodical submission of statement of accounts, stock taking of

security items and cash in vaults and inspection by bank inspectors.
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CHAPTER THREE

RESEARCH METHODOLOGY

3.1 SOURCES OF DATA

Data for this study were obtained from two major sources, namely:-

L. Primary Source:- Information obtained directly from questionnaire

respondents and personal interviews conducted on the research topic.

2. Secondary Source:- This is information obtained from publications relevant

to the research study. Data obtained were from returns of commercial
banks on frauds and forgeries - Nigeria Deposit Insurance Corporation

(NDIC) reports, relevant articles and papers presented on the subject.

3.2 METHODS OF DATA COLLECTION

Primary and secondary data were collected for this research work. The
primary data were obtained from responses to the structured/unstructured
questions in the questionnaire administered to banks in the areas under study.

Secondary data were obtained from returns of commercial banks on frauds
and forgeries (NDIC) reports and other relevant statistics as contained in other

publications/reports.

3.3 METHOD OF DATA ANALYSIS

3.3.1 Analysis of Field Survey

The analysis is based on responses from questionnaire administered in the

sampled areas of the research study i.e. Kaduna and Plateau States. The responses
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were analyzed in the light of our research questions.

3.3.2 Analysis of Commercial Banks Returns of Frauds and Forgeries

The analysis here were based On secondary data mainly from commercial
banks returns on frauds and forgeries as contained in NDIC reports.
Comprehensive inferences and conclusions were drawn on the data given in the
reports for the period 1990 to 1992. The analyses were also tailored towards the

research questions raised in the study.
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CHAPTER FOUR

DATA PRESENTATION AND ANALYSES

This chapter is divided into two sections in which an indepth analyses of the
data obtained from the research study are presented. In the first section, data
obtained through questionnaire administered to banks staff in Kaduna and Plateau
States were tabulated, ranked as a percentage of total responses and analyzed.

some fifty banks staff drawn mostly from commercial banks completed the
opinion survey questionnaire. Majority of the staff that responded have banking
experience spanning three years and above.

These fifty members of staff were asked to rank the various causes and types
of frauds and malpractices by their relative frequency and magnitude. They were
also asked to rank frauds and malpractices preventive measures by their level of
effectiveness.

The second section of the chapter dealt with the analyses of data as
contained in returns of commercial banks and forgeries in Nigerian Deposits
Insurance Corporation (NDIC) reports from 1990 to 1992. The analyses covered
the year, number of banks rendering returns, number of banks with fraud cases,
amount involved, actual/expected loss and rank of staff were involved in frauds.

The analyses were aimed at answering the research questions raised in

chapter one.

4.1 ANALYSIS OF SURVEY RESULTS
Fifty bankers drawn from various commercial banks in Plateau and Kaduna

States were asked to rank the various types of frauds and malpractices by their
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relative frequency, the results of which are presented in Table 4.1.

Table 4.1: Ranking of Frequency or Types of Frauds and Malpractices

S/NO. TYPE OF FRAUDS AND MALPRACTICES %
1. Cashiering fraud 86
2 Falsification of accounts 76
3. Clearing fraud 74
4. Suppression of entries 70
B Cross firing of cheques or kite flying 68
6. Forged cheques with forged signatories 50
y Computer fraud 46
8. Foreign exchange fraud 20
9. Printing of bank documents illegally 18
10. Robberies 0

SOURCE: The questionnaire.

In the opinion of 86% of the respondents, cashiering frauds and
malpractices ranked highest among the types of frauds and malpractices
perpetrated by bankers. The high frequency of this type of fraud was attributed to
the exposure of cashiers who were mostly junior staff, inexperienced and
inadequately trained to handling of raw cash. Another reason was most of banks
cashiers and clerks did not pass through the vigourous process of screening before
their employment.

Falsification of accounts was ranked next at 76%. These types of frauds
and malpractices were usually committed by machinists who were acting ignorantly,
innocently or with proven criminal intent to defraud. This category of staff that
were opportuned to handle transfer vouchers (non-cash transaction vouchers) often

play with customers’ accounts by inflating credit balances, carrying wrong balances
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forward in favour of a customer, taking debit balances as credit, etc. with the sole
aim of committing fraud.

Clearing fraud in the opinion of the respondents accounted for 74%. This
type of fraud and malpractice constituted a major source of loss of funds by banks
in recent years. The fraud was usually perpetrated by customers and in most cases
with active collusion of bankers. It usually involved large sums of money and most
bankers were enticed to collude with outsiders because of the large share of fraud
proceeds they might get.

Suppression of entries accounted for 70% in the opinion of the
respondents. This type of fraud and malpractice was attributed to bankers’ greed
and lack of loyalty to their banks. It also constituted a major source of income
leakage to most banks. An example was a suppression of a cheque paid in from
being debited to the customers account. In such a situation, the bank loses interest
for the number of days the cheque was suppressed or not reflected in the
customers accoufit.

In the opinion of the respondents, foreign exchange fraud with 20%,
printing of bank documents illegally with 18% and bank robberies with 0% were
not frequent types of frauds and malpractices in their branches. The reason
attributed for the less frequent occurrence of foreign exchange fraud was that in
most of the branches sampled, foreign exchange transactions were mostly handled
by their head offices or central foreign exchange units in Lagos. The role of the
branches was documentation only and sending same to the controlling offices. The
branches sampled were not also involved in bidding and allocation of foreign

exchange to customers.
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Printing of bank documents illegally was also a rare occurrence in the

branches sampled.

This was attributed to sufficient stationery documents usually sent to the

branches by their Head or Area offices and the fact that most of the documents

were specially printed by the Nigerian Printing and Minting Company with

advanced technology which ordinary printers did not have.

Most of the branches sampled did not record a single case of robbery. This

was also attributed to tight security provided to banks by armed police personnel.

Table 4.2: Ranking of Frauds and Malpractices Causes

Table 4.2 showed the ranking of the causes of frauds and malpractices.

S/NO. CAUSES OF FRAUD AND MALPRACTICES %
: Poor Management, e.g. inadequate supervision, inadequate control and under-staffing 76
2. Lapses in the management control system of corporate customers 74
3 Inadequate/lack of staff training 72
4, Poor salaries and condition of service 70
5. Recruitment 66
b, Inability of law enforcement agents to prosecute fraudsters with despatch 64
Zi Societal values 60
8. Use of sophisticated accounting machines 54
9. Poor security arrangement for documents 50
10. Frustration 50
11. Staff negligence 46
12. Delays in procuring documents 44
13 Years of banking experience 16
14, Age of branch 10
15, Location of bank branch 10
16. Banks ownership structure 6

SOURCE: The Questionnaire
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76%, in the opinions of bankers sampled, identified poor management,
inadequate supervision, inadequate control and under-staffing as the most
significant causes of frauds and malpractices in banks. These causes were attributed
to the rapid expansion of the banking industry in 1980s. In order to produce
more officers, some banks had resorted to accelerated promotion policy. This
apparently affected the quality of supervision of the junior staff by these new-breed
officers.

Another cause of frauds and malpractices attributed to poor management
was inadequate control system.

The comprehension of the banks control systems are basic necessities for
managers. However, in a situation where managers were not opportuned to know
or familiarize themselves fully with the control systems, it would not be possible for
them to know whether the control system at their various branches were adequate
or not. Consequently, fraudsters often easily took advantage of the situation.

These causes were followed closely by lapses in management control of
corporate customers with 74%. These causes of frauds and malpractices were
attributed to lapses and inadequacies in the management control systems of banks
corporate customers. If a corporate customer loses its cheques book or leaf and
delays in reporting such to the bank, this document might be used to commit
fraud. Similarly, if a firm, is careless in the handling of its security materials, such
as the seal, it might be aiding the perpetration of fraud using its bank accounts.

Inadequate/lack of training accounted for 72%. In the opinion of the
respondents, this was another cause of frauds and malpractices. It was common to
find inadequate trained staff working in some banks. Frauds and malpractices

perpetrated in this area, was attributed to the rate of expansion in the banking
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industry since the introduction of Rural Banking Scheme in 1977. This had led to
acute shortage of trained personnel in the banks generally. Another effect of this
was that even some clever long-serving messengers or ancillary staff could easily
take advantage of the inexperienced and half-baked officers to perpetrate frauds
and malpractices.

Poor salaries and condition of service at 70% was another cause of fraud
and malpractices in banks in the opinion of the respondents. There was a general
perception in the banking industry that the staff were inadequately compensated.

This view was based on the fact that considering the efforts put by banks
staff in generating the jumbo profits which banks declare annually and what they
were paid as salaries and allowances.

The compensation to staff in terms of salaries and allowances was generally
viewed to be inadequate by the respondents. It was also generally agreed that
when people were poorly paid and they were unable to meet their personal
physiological and social needs, they would be tempted to fraudulently convert
some of their employers money into their own use. The temptation becomes
harder to resist particularly for banks staff who work with physical cash or near
money instruments that could be easily converted to cash.

Lapses in recruitment system with 66%, in the opinion of the respondents
was another cause of frauds and malpractices in banks. Some years back,
recruitment of bank staff was purely based on merit, as a result, banking used to be
publicly acknowledged as a noble profession. However, nowadays, all kinds of
subjective factors like tribalism, family connections, religion, etc. were employed

for recruiting staff into banks.






