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ABSTRACT

This project was aimed at identifying the common forms of Frauds and
Malpractices in the banking industry, their frequency, causes and the
existing preventive measures in operation. The analyses of primary and
secondary data led to the conclusion that Frauds and Malpractices were
complex phenomena which vary in nature, character and methodology. The
findings of this study revealed that maority of the Frauds-stars were banks
gaff, mostly cashiers and clerks, working in collusion with customers and

non-customers.

Inadequate supervision, control and staffing were ranked as the most
significant causes of Fraudss and Malpractices. Regular balancing of
accounts periodical inspection, rotation of Job staff, proper training of bank
daff, were ranked high as the most effective preventive measures against

Fraudss and Malpractices perpetration.

The findings of the research work provided the basis for our
recommendations which include: the banks should ensure regular balancing
of their accounts; and periodical inspection of branches should also be

carried out regularly.

Finally, considering the nature, causes and methods employed to defrauds
banks and customers which vary with time, it is suggested that further
research on Frauds and Malpractices be carried out every two to three years

to keep tract of the development in the field.
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1.0

CHAPTER ONE

INTRODUCTION

Fraud is a word widc phenomenon. It has long been recognized as a
major problem in every type of business environment. Fraud has been
termed the number one cncmy of the b'leiIICSS world and no company

i{s immune to it.

Studies on bank frauds and malpractice arc normally promoted by the
perccived effccts of fraud and malpractices on banks, and the desire to
find the ﬁcans of curbing such adverse effects. It is generally agreed
that frauds and malpractices lcad to loss of thc money, which belong
to the bank and its clients. This loss results in reduced level of
resource availability, which could hamper the operations of banks and
could force a closc down if the frequency and size of frauds and

malpractice are high.

Given the current travail of the banking sub-sector, the necd to plug
out all areas of wastages more than cver before, becomes compelling.
Thus, fraud which has over the years constituted substantial drain on
the vaults of banks and other financial instilutions.need not only be

detected on time, but most also be protected and controlled.



Cases of frauds and forgeries in banks have not only become incessant
but also been on the increase in recent years. Although frauds and
malpractices in banks are global phenomena, their growth in Nigeria
has been outstanding. The 1995 Nigerian Deposit Insurance
Corporation annual report for instance, presents a disturbing picture of
rising trends of frauds in banks. From ‘1:1851.‘)3m in 1992, the amount
involved in frauds in commercial banks alone rose to Ni, 377.15m in

1993, whereas the actual/expected loss rose from N64.8m to N241.0m.

We are aware that frauds cut across all sectors of the economy and that
the size of an enterprisc usually determines the volume of fraud
perpetrated. We al:c also not unaware of the role, which such problems
as inadequate manpower and training poor internal control system,
inadequate incentives and unsuitable legal framework for dealing with
offenders play in the perpetration of frauds. In addition to these, is the
lack of commitment on the part of staff and the employment policies
of some banks which tend to make frauds and forgeries susceptible

and attractive.

Other effects of fraud and malpractices in banks include the loss of
confidence in banks by customers, which also reduce efforts aimed at

promoting the banking habit.
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Malpractice and frequent occurrence of frauds Icad to destruction of
management’s attention, increased running cost, wastage of time and

resources on frauds and malpractices prevention.

Thc banking industry, which is the backbone of the Nigcerian
cconomy, is increasingly worried *:)l‘l the level of fraud and
1Inalpracticcs in the industry. More disturbing is thht the control of
identiﬁca specie of fraud or malpractice seems to give birth to another
that 1s (nvariably more sophisticatcd and complex. This shows that

frauds and malpractices vary widely in nature, character and

methodology.

THE STATEMENT OF THE PROBLEM

Though the Nigerian banking industry being the backbone of the
Nigerian economy, and one of the most profitable, higher performance
could be achicved in terms of their output and obligations to the
socicty. To realize this, the banking industry must perform a leading

role in rcactivatini; and invigoraling the cconomy.

The low level of performance of the Nigerian banking industry is due
to an array of problems. Of thesc problems the issue of frauds and

malpractices is one ol the most intraclable and monumental,

KAS};I&! TP oavwme - o
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The frequency of these problems and their implications for the

industry has inspired this rescarch on fraud and malpractices in the

banking industry. The following rescarch questions have also been

asked.

1.

2.

What is the magnitude of frauds and malpractices in our banks?
Why do bank staffs commit frauds and malpractices?

How cffective arc [rauds and malpractices control systems in our
banks?

How can the problem ol frauds and malpractices be handled on
controlled in our banks?

Can banks have sufficient information to predict when and how
fraud of malpractice will occur?

These questions form the problem of this rescarch work and the need

to provide workable answer (o them constitutes the justification for the

rescarch.

PURPOSE OF THE STUDY

The primary objective of this rescarch is to find practical means of

climinating or minimizing the incidence of [rauds and malpractices in

our banks.

To achicve the primary objective, the following secondary objectives

have been specified:
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1. To review existing litcrature, collect and collate information on
frauds and malpractices in our banks.

2. To identify the causes of [rauds and malpractices in our banks
3. To identify the various types of frauds perpetrated by banks.
4. To determine the magnitude and frequency of frauds in banks

5. To determine the cffects of frauds z;pd matipractices in the banking
industry and the cconomy in gencra

6. To make reccommendations based on the findings

7. ldentily the mcans through which the recommendations can be
effectively implemented.

SIGNIFICANCE OF THE STUDY

The significance of this research study is hinged on the fact that the
fate of the Nigerian cconomy is inevitably tied to the structure,
direction and the survival ot .the banking and [inancial system. It
follows therefore, that any serious distortion in the system will not
only aflects the system itself but the Nigerian cconomy and the public
in general and thec conscquences, which could be financial or

othcrwise, cannot be quantificd.

This rescarch study will go along way 1o show the effect of {rauds and
malpracticcs in banks, its implications on the industry and possible
remedics. It will also show the impact of this study on the ecbnomy

and the socicty in general.
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Banks and other financial institutions arc expecled to gain doubly
from this study. Firstly, the study will highlight operational lapses and
other loopholes that give room to fraudulent activitics in banks and

secondly the study will stimulate sclf-reasscssment by banks.

The study will also benefit the socicf;f in gencral, as it will cnable
banks to render their services more cffectively and cfficiently. More
spcciﬁca-lly, the study will assist the government in fashioning
economic policics that do not give room to fraudulent activities and

mismanagement of investors and depositors moncey in banks.

To the academic world, the study will serve as a source of knowledge
and confirmation of whether carlicr research findings still hold in the
face of the turbulent nature of Nigerian economy. The study will
further identify new strategies that will consolidate or revolutionize

carlicr research finding,

DELIMITATIONS OF THE STUDY

The rescarch study will focus on frauds and malpractices in the
banking industry with special emphasis on commercial banks
opcrations in Nigeria. The environment in which the research will be

conducted will mainly be Kano, Zaria and Kaduna. The study will be



restricted to some sclected banks in the environment under review,
The study will exclude the infant banks tirst coming up and yet to find
a firm tooting in the industry. In order to attain the objective of this
rescarch, the delimitation of the study was defined to embody all
rqlcvant aspects of frauds and malpractices in banking operations.
Information was obtaincd on the numbf:‘r of fraud cascs perpetrated in
cach bank; the diffcrent types of frauds and malpractices and the
frcqucncy; of cach the amouni involved in the types of frauds and'
malpractices; thc cadre of persons involved; the period of
concealment; the incidence of collusion, the cause and the level of

effectivencss of frauds and malpractices preventive measures.

The study also focuscd on arcas relating to staft strength of banks, size
of deposits, size of loans and advances, age of fraudsters, ycars of
banking experience of persons involved in the fraudulent activitics, the
‘means of frauds and malpracticc prevention and detection and the

punishment meted to fraudsters.
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LIMITATIONS OF THE STUDY
Time and costs are the major constraints of this study. They will not

allow for a nation-side survey of all banks branches and persons

- involved in the fraudulent activitics. The almost non-cxistent literature

on the subject also constituted another scrious limitation to this
research study. Despile these limitali(ﬁls, the findings of the rescarch
still hold because the facts contained in the study will help all bankers
and the hgcncral public to have some insight into input of frauds and

malpractices upon the banking industry and the Nigerian economy.

DEFINATION OF TERMS

FRAUD
Can be defined as a “conscious premeditated action of a person
or group of persons with the intention of altcring the truth and
or fact for a scHish personal monetary gain. 1t involves the use
of deceit and trick and sometimes highly intelligent cunning and
knn;)w-how. The action usually takes the form of forgery,
falsification of documents and authorizing signaturcs and

outright theft”l



MANAGEMENT FRAUD
This is a “Decliberate fraud commiticed by management that
injurcs investors and credilors through materially misleading

financial statements™2

MALPRACTICE
Has also becen dcfined as “those practices which are not only
ju'st contrary 1o the cthics of the banking profession but also
constitule infringements of various banking laws and

regulations™3

DEFALCATION
[s the .“misappropriation of busincss assets by cmployecs and
officers of the business™. It consists of thc confiscation of
physical propertics or cash. It is thc actual theft of business

asscts”.

FALSIFICATION
Falsification of {inancial statcment is the issuance of financial
statcment, which present falsc account valuations by

management.



CLEARING HOUSE
This is where banks cxchange cheques. It scrves as a forum
where the representative of cach commercial bank deliver
cheques drawn on other banks and to receive the cheques drawn
on them. In Nigeria, the Central Bank of Nigeria serves as the

. .
clearinghousc. -

SYSTEM
Organized set of rclated components cstablished to perform a

certain iask.

PROGRAM
Step by step” instructions that dircets the computer to perform

certain operations to solve a problem preparing for ecxecution.

INTERNAL CONTROL SYSTEM
The whole system of controls, financial and otherwise,
established by management in order to carry on the business of
- the cenicrprise is an orderly and clficient manncr, cnsure
adherence to management policies, salcguard the assets and
sceurc as far as possible the completeness and accuracy of the

records.

KASHIM IBRAHIM L,
10



INTERNAL AUDITING
'This is an indcpendent appraisal activity within an organization
for the review of operations as a service (o management. It is a
managerial control, which functions by measuring and

cvaluating the cffectivencess of other controls.

o
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2.1

CHAPTER TWO

LITERATURE REVIEW:
The Nigerian Banking Industry: An Overview
The Nigerian banking system consists of the Central bank of Nigeria,

-~
the Commercial banks, merchant banks and development banks.

The Cc:-ﬂml bank of Nigeria (CBN) was cstablished by the Central

Bank of Nigeria ordinance in 1958, The bank effectively came into

cxistence and commdenced opcrations on 1st July, 1959 with the

following principal objectives as spelt oul in scction 4 of the

ordinance: -

1. To issuc legal currency in Nigeria

2. To maintain external reserves in order to safcguard the
international value of the currency

3. To promote monctary stability and a sound financial structure in
Nigeria and

4. To act as banker and {inancial adviser (o Federal Government.

The structure of commercial banking in Nigeria is fashioned towards
that prevailing in the United Kingdom. Other countrics in the western

world have the structure, which can be described as the branch

13



banking system. This is characterized by a fcw large banks with a
wide network of branches extending throughout he country. For
instance, the UK .has only cight clearing banks (commercial banks)
with over 1,000 numerous branches scrving the banking needs of the
country. However, in United States of America, the banking structure
is based on a united sysiem {i.e. numerdus individual local banks). The
United States system has been described as a dual system, rﬁcaning
that banl;s are subject to either federal or state regulatory contro] and

in some instances both.

Commercial banking in Nigeria can be classificd into two: the purely
indigenous banks, owned 100% by Nigerians, and the mixed banks,
with a majority indigenous sharc holding (at lcast 60% cquity) and

minority foreign interest (at most 40%).

Commercial banking business started in  Nigeria with the

establishment of African

Banking Corporation in 1892 (the [ounding father of the present day
First Bank of Nigeria Plc). Commercial banks operate as bankers to
the majority of the Nigerian banking populace by providing a wide

varicty of services, which include:

14
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ii.
iit.

v,

Vi,
vii,
Viii.

IX.

Recovering demand deposits and paying customer’s chequcs
drawn against them

Receiving time and savings deposits and paying interest thereon
Granting loans and overdrafts to customers |
Discounting commercial papers, acceptances and bills of
exchange d
Providing .scrvices (o the importer and exporter (c.g.
d(.)cumcmary credits)

Provision of salc deposit vault service

Management of customer’s investments

Acting as exccutor and the trustec of wills

Providing forcign cxchange facilitics for travelers

Buying and selling of sharcs and stocks for their customers.

Merchant banking business first came into existence in Nigeria in

1960 with the registration of Messrs. Nigeria Acceptances Limited

(NAL) and Phillip IIill (Nig.) Limited. These (wo institutions

dominated the merchant banking business up to 1969 when they

cventually merged. The resulting company — NAL Merchant Bank

Limited has since been joined by others. - y

15



The essential function of Mcrchant banks that distinguishes it from
other institutions is that a subsiantial part of its business consists of
accepting bills of exchange to [inance trade. These bills are eligible for
rediscounts at the central Bank and command a very fine rate in the
markct. Unlike commercial banks oflcring retail-banking services,
merchant banks providé wholcsale bai;king services. They mobilize
deposits in large amounts and also lend in large amounts to
instilutiohal investors and firms. In a nutshell, they deal with relatively
small number of specialized accounts. Merchant banks deposits are
usually fixed and intcrest bcafing. They grant more of medium term
loans and less of overdrafts. Merchant banks among others brovidc the
following specialized services:

1. Stock broking services

2.  Corporate finance |

3.  Equipment lcasing

4.  Dcbt factoring

5. Investment management
6. Issue and acceptance of bills and the management of united
struts.
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Development banking in Nigeria started with the establishment of the

Nigerian Industrial Development Bank Limited (NIDB) in 1959, Other
dc.vclopmcnt oricnted banks which subscquently followed are: the
Nigerian Agricultural and Cooperative Bank (NACB), the Nigerian
Bank for Commcree and Indusiry (NBCH), Federal Saving Banks
(FSB), Federal Morlgage Bank of Nigéria (FMBN).

The maiﬁ functions of development banking are threefold:

1. To fill the financial gap crcated by the operations of commercial
and merchant banks, which lend mainly on short and medium basis
respectively.

2. To act as a catalyst for development

3. Development banks lend mainly on long-term basis. They engage
in equity participation in other companics and pcrform' promotional

functions like project identification, appraisal and market survey.

THE DEFINATION OF FRAUD

Fraud is a very comprchensive and complex ficld of crime, which
€ncompasscs a range of different activitics. Duc (o its diverse nature, it
has been difficult to proffer comprehensive definition of the term

“fraud”.

17



For many ycars, the standard formula was that of Buckley J. in Re

London and Globe Finance Corporation Limited.

“To defraud is depriving by deceit: it is by deccit to induce a man to

act to his injury. More tersely it may be put, that to deccive is by
" . 0 ]

falschood to induce a state of mind; to defraud is by deccit to induce a

coursc of action”.

That formula, it is now accepled, is not exclusive; fraud can consist of
depriving a person of what is his by other dishonest means, including

simple lalking.

Radzinowicz and Wolfang classificd fraud together with white collar
crime and defined them as “illegal acts characterized by guilt, deceit
and conccalment and arc not dependent upon the application of

physical force or violence or threats thercof™

AL J Ewk (1988) (Auditor — General for the Federation of Nigeria)
defincd fraud to “embrace any cunning, deception or !,rick cmployed to
deceive or cheat another. It includes all means which human ingenuity
can devise that arc employced to gain an advantage by false suggestion

or by supprcssion”.3

18



Advance Learners Dictionary defined fraud as “criminal deception, act

of this kind, person or thing that deceive

Justice Akinlu Agudu, in his book “the eriminal Law and Procedurc of

the Southern sates of Nigeria” (1982) defines an intent to defraud as
. o

‘an intent to deccive in such a manner as to ¢xposc any person to loss

or the risk of loss™

Ffaud may be defined as “intentional misrcpresentation, concealment,
or onission of the truth for purposcs of deceplion or manipulation of
the financial detriment of an individual or organisation™.? “Fraud”,
then is compriscs of two fundamental elements. One is premeditated
deceit. The other is peculation, a collcctive term for any combination

of embezziement, defalcation, or misappropriation of funds.

THE DEFINATION OF MALPRACTICE

Oxford Advanced Learners Dictionary defined malpractice as “wrong
doing, neglect of duty. An ¢cxample is dishoncst use of a position of
trust for personal gain. Malpracticc has also been defined as “those
| practices which arc not only just co;ltrary to the ethics of the banking

profession, but also constitute infringements of various banking laws

and regulations”.’

19

KASHIM Innarrens »



23

TYPES OF FRAUDS AND MALPRACTICES AND WAYS OF

DEFRAUDING BANKS

Frauds and malpra.cliccs in ba.nks vary widely in nature, character and

method of perpetration, thus making the classification a very difficult

exercise, while some authoritics (such as the committce of Chicef

Inspectors  of Banks) prefer to grE;up frauds and malpractices

according to the perpetrators, others prefer a classification based on

the mclﬁods used. On the basis of perpetrators, bank fraud may be

grouped into three broad categorics:-

1. Internal Fraud — committed by members of staff and usually on
small scales but arc more rcgular.

2. External Fraud — committed by thosc not connecicd with the
banks, and

3. Mixed Fraud — committed by outsiders in collusion with bank

stalf.

Using the mecthods of perpetration as a basis for classification, the

following types of fraud have been identified:-

20



CASHIERING FRAUDS

Some cashiers arc usually exposed o handling of raw cash and

the temptation to commit some sort of fraud cannot be

completcly climinated. Some of the common forms/ways of

cashicring {rauds arc as follows:

(a)

(b)

Substitution of names on credit voucher/telicr. This type
of fraud involves changing the credit teller of onc person
for another. llowever, the books of accounts arc balanced
but th¢ wrong person has been credited. Iliterate
customers account and big account holders are usually
victims ol this type of fraud.

Teeming and Lading: This is a common featurc in It;cal
branches of commercial banks. The cashicr suppressed
lodgments madec and misapproptiates the fund. If the
cheque of the customer is about to be returned for the
reason of insuflicicnt fund, an inquiry is madc from the
receiving cashier for any Lodgment by the cﬁstomcr
through a (orm known as cnquity memo. This memo
alcrts the cashicr, who would subsequently raisc the
expense of anothcf customer’s account in order to conceal

his fraudulcent deals.

2]



Cashier Shortages: A cashicr may intentionally declare a
shortage if he is out of purse. In most cases, the shortages
arc spanous and unjustilicd. Somciimes, they collude
oulsiders to stcal part of the cashier’s taking relying
erroncously on the bank’s provisions, which stipulate that
shortages should not be debited to his personal accounts
immediately without enquiry. Cashicr shortages is one of

the commonest forms of frauds in banks.

FALSIFICTION OR ALTERATION OF ACCOUNT

This type of fraud is common with the machinists who are

eithcr aciing ignorantly, innocently or with proven criminal

intent to defraud. This type of fraud is commiticd by:

i'

ii.

iii.

Inflating the credit balance of particular customer

By carrying wrong balances forward in favour of a
customer

By taking overdrawn current account debit bal-ances as

credit

In most cascs the original lender cards -are maliciously

destroyed or tempered with. Another form is when a cheque is

paid-in is suppressed from being debited to the customer’s

22



account. This is common in branches where accounts are not

balanced regularly and the nternal control system has broken.

FORGED CHEQUE WITH FORGED SIGNATURES
Cheque forgery is a common source of fraud and constitutes the
sourcc of most forgerics in banks. In some instances cheque
leaves are stolen, customers’ signaturcs are perfectly forged and
1ﬁany successtul withdrawals arc made. OF rent, fraud
syndicates have adopted the following mcans of perpctrating
fraud in banks:-

i Operating of specie movement of their own with forgcd‘
instructions from onc bank branch to the other to obtain
cash;

ii.  Printing of cheque books to agree with the cheque books
of the bank they intend to fraud;

iii.  Use of forged credit advice from the Central Bank. An
cxample is where a government parastatal was burportcd
to have given instruction to Central bank where they
maintain their account to credil an account of cither an
individual or organization in another bank. This type ﬁf

fraud is usually perpetrated through the clearing system.

23



iv.  Substitution of Central bank presentation form for

clearing chequcs;

V. Intereeption and switching of telex messages for transier
of frauds.
CLEARING FRAUD

This type of fraud now constitutes a major source of loss of funds by

banks in .rcccnt years and the common (orm and ways of committing

this fraud are as follows:

{a)  Substituting of Clearing Cheques
This is a situation where a cheque is sent for collection through
the clearing system, a bank is substituted In transit with another
cheque having the amount in common. The substituted chegue
causes problems in the drawer or paying bank and before the
problem 1s solved, the mandatory days allowed for clearing may
have clapsed and damages have been done, as money would
have been withdrawn by the brains Bchind the deal from the

bank.

- 475588
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(b)

Splitting of Clearing Cheques

This is another complex method of clearing fraud. To fully
understand this type of fraud, an example is demonstrated. Let
us say Bank ‘A’ sends a cheque to Bank ‘B’ for presentation
through he normal clearinghouse. After presentation an in-
between the clearing house and Bank ‘A’, the cheque gets
stolen or removed and replaced with two or more cheques
addin g up to the same amount and bearing the crossing stamp of
some banks say Bank ‘X’ and *Y’, etc as if the cheque were
presented by these banks. The original cheque does not reach
Bank ‘B" and the new inserted cheque are returned to Banks ‘X’

and Y’ for reasons ol *No account™ by Bank ‘B’.

After the clearing period allowed to clear the cheque have
clapsed, bank ‘A’ gives value to the original cheque believing
that Bank ‘B’ had honoured the cheque since the cheque has not
been returned unpaid within or afier the stipulated time. Before
such confusion is resolved, the damage might have been done
and the fraudsters would have made away with the money. This
fraud can only take place with active participation of the bank’s
stalf who may invariably but not necessarily be the clearing

bank staff,
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FALSE PROCEEDS FOR COLLECTION

This is a situation whereby a customer pays in a cheque, almost
immecdiatcly he requested that the cheque should be cleared specially.
T the paying bank, his accomplice would ensurc that a banker’s
payment is issucd, this bankers payment is then presented to the
collection banlk where the customer”is given immediate credit and
disappcars into the thin air. Later, when collecting bank eventually
prcscms' its banker’s payment, it is disco?crcd that it has been forged.
Such customer will make sure that he can not be traced as such related

accounts are usually opencd with falsc documents.

FOREIGN EXCHANGE FRAUD
The structure and administration of forcign exchange opcrations in
Nigeria following the introduction of SFM/FEM in 1986 scem to have
given impetus o frauds and malpractices in international trade for
which forcign exchange is required to {inancc. The scope has widened
considcrably and the following types of frauds are now prcvallcn.t.
(a) Telex IFraud
This can be a combination of raising a fictitious tclex message
purporting it to cmanate from a bank or a-substitution of a
genuine message with a fictitious onc with the solc purpose of

diverting funds to a wrong source.
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(g)

(h)

Utilizing false lelter of credit to procure goods from
unsuspecting exporters abroad. Though this fraud does not
csscatially involve actual procurement of foreign exchange but
basically il is forcign exchange induced fraud, which enables
the fraudsters 1o obtain goods without actually paying for them.
Under the table dcals which becaime common with introduction
of autonomous funds scheme under FEM. Here, benefits
acéruing [rom such deals are not passed to the cmployer but the
employee.

Lodgment of {orged currency into customers foreign currency
domiciliary accounl. |

Irregular release of shipping documents in respect of imports to
persons other than the importer.

Fraudulent sales of travelers cheques, drafts, under basic travel
allowances meant for academic and government officials on
averscas courses bul who for once reason or another did not buy
tﬁc approved foreign exchange.

Negotiation of forged draft purportedly issucd by a bank in
Nigcria or by an ovcrscas correspondent bank.

Ncgotia(ion' of bills payable cheque overscas whercas the

cheque is in local currency
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(k)

(D

(m)

(n)

(0)

(p)

(@)

(r)

Diversion ol foreign exchanges to beneficiary other than those
approved by the Central bank of Nigeria though alteration of
cusiomers instruction by staff.

Defalcation of foreign currency lodgment by staff.

Iorged mail transfers and letters of credit purportedly issucd by
a Nigerian bank, with intent to dﬁpc OVCrsedas exporters

Forged documents to support application for forcign exchange
cg overscas school bill, tax clearance certificate.

Theft and cncascment of travelers® cheque, drafts, personal
cheque etc.

Fals¢ instruction to transfer {unds overscas, purportedly writtenl
by foreign currency domiciliary account holder.

Fraudulent usc of bank lctierhead to obtain goods from overseas
exporter or advance payment from overseas importers who
belicved that such lctters was genuine. This is a common
example of the popular “419”.

Connivance of staff in laundering foreign currency frﬁm drug
trafficking and narcotic activitics ¢.g. large cash lodgment not
justifted by naturc of busincss.

Over-invoicing for forcign exchange application in respect of
imports

Forgerics of forcign currcncy notes

28
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(s)  Spurtous request on forcign bank to transfer funds from

customer’s account.

COMPUTER FRAUD

With the introduction of computers, fraudsters also modernize their
techniques and the act in a compulé? cnvironment got the name
computer fraud. A recent survey in the United States gave the
following; startling statistics: approximatcely $500m is lost to computer
fraud annually. On the average, cach computer f{raud involves
$500,000 as against $10,000 per bank robbery and $19,000 per

conventional bank embezzlement,

There are various types of computer frauds listed below are some

common types.

i, Input Fraud
Input fraud is said to occur wlien the input to a computer system
is maliciously modifted or deleted. This normaily, takcs the
form of modifying or dcleting rccords of transactions to be fed
into the computer system. It may also involve the modification
of system and batch totals so as to ensure that the computer docs
not reject the corrupted input data on account of irreconcilable

control totals.
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ii.

The main rcason for this is the desire 1o misallocate money or
company merchandise or (o cover up  management
incompctence. Input fraud can be initiated outside the
immediate environment of the computer, hence the usual
initiators arc company stafl responsible for raising processing
and fomaraing input forms and computer stall responsible for

data entry.

Theft of Soliware

Computer fraud can also take the form of stealing either
programs or data. This crime can be committed by simply
copying programs or data file for usc outside the work

¢nvironment.

Typical motivations for this act include;

« Intclligence i.c. as part of an claboralc cspionage scheme by
a compctitor company or bank |

¢ Private usc — the culprit installs the software on a personal
machinc f or privaie use

« Profit — the culprit scils the stolen softwarc for money to

interested buycers
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1ii.

The perpetrator of this act has to be somebody with access to
the machine. If the computer is linked to global communications
nctwork, then the perpetrator can be anybody with a personal
computer. Thelt of sofiwarc is generally difficult to dciect
because unlike the other resources of an organization, computer
data can be stolen non—dcstrucli'{f‘cly — henee, it is difficult to

know that it has been stolen.

Theft of Computer Time

It is common for personncl te use computer time for unofficial
activities. Such things like units, disk packs or {loppy diskettes,
cte. the concept here is using computer time to analyze the data
of other banks or businesses or the outright sale of computer
time Lo other organization are common types of computer timc

thelt or {raud.
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HADRDWARE RELATED COMPUTER FRAUD
The hardware can be the target of a computer crime from three
viewpoints:

1. To Destroy Hardware

A personncl trying (o cover up crime or incompelence can resort 1o
destroy the computer hardware i.c) the physical machine itself or
somc starage media such as lape units, disk packs or floppy
diskc:tlcs, cic. the concept here is that with the cvidence
(information) destroyed, crime cannot be cstablished. A common

form of destruction these days is by tire.

2. Illegal Borrowing

A person with physical access 1o storage media units may
temporarily remove a tape, disk or diskelte from the office and use
another computer facility to copy program and data filcs contained

therein.

3. Steal Hardware

The storage media on which vital information is stored can also be
stolen. The actual target is usually not the stolen hardware but the
information containcd therein. The intention is cither to use the

information offensively or simply to deprive the owner of its use.
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Somconc can only perpetrate this act with physical access to the

relevant hardware unit,

Frauds differ {rom malpractices in at icast three respects:

i. Malpractice embraces not only the criminal but also, more
speciﬁcally; the uncthical in the é‘cncral conduct of practitioncrs
int a profession.

ii. Malbracticc addresses, in particular, professionals who owe a
duty to uphold the cthical standards of their calling in the drive
of maximize cc;rporatc profit or individual gratification.

1il. Malpractices may not neccssarily be driven by a sellish, short-run
pecuniary motive. It might be attributed (o a training gap, as
will be exemplificd by a rude bank cashicr or manager. [t might
alternatively be attributable to professional indiscipling, as in
lateness by an authorized dcaler in submitting its banks
completed bid from to the central bank of Nigeria at a foreign

cxchange auction scssion.



Malpractices can be broadly categorized into three namely:

L.

Bank Employces Malpractices

These are malpractices perpetrated by bank employces against the
interest of their banks/employers or clients of the banks, solely for
self-aggrandizement. Such malpractices include stealing of bank’s
monics, stealing of customers monfss, falsification of accounts and
forgery of bank papers for purposes of self’ enrichment or

deliberately breaching banking rules

Malpractices by non-employees ol banks

These malpractices range from passing forged cheques to defraud
banks, fraudulent transfer of monies such as fake international

tested telexes, purportedly sent by Nigerian banks to foreign banks.

3. Malpractices by the banks

Under this, three broad categories are identificed as follows:

Exceeding Credit Ceilings

The Central Banks of Nigeria over the years imposes a general
credit ceiling on banks on the percentages of their operational
funds, which they may lend out as loans within these limits, it then
sets out guidelines for sectional allocations of such loan funds.

Banks are known to have breached these guidelines on sectional
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allocations, such brcaches may be duc to the guest for excessive
profits, namely; operating polices which result in ncglect of the
less lucrative arcas and diverting heir loan activitics into lucrative
arcas cven in cxcess of the sectional ceiling imposed by the
guidclings.
A

An cxample is that commercial banks tend to give more loans to
gcncnl‘al commcerce at the cxpense ol productive sectors like
manufacturing and agricuiture, These commercial banks’ attitude
of over- lending serves as encouraging large-scale forcign goods
importation to the detriment of the growth of local industries. This
attitude has constituled an cncouragement to smuggling of foreign
goods into Nigeria. Such a malpractice, which is brazen and
paternally damaging to the economy, must be condemned by all
and sundry. Some people have cven suggested that the
malpractices qualily as an cconomic sabotage under the Special
Tribunal (Miscellancous offenses) Degree No. 29 of 1984 as

amended.
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ii. Illegal Sales of Forcign Exchange
Banks arc known to have engaged in the malpractice of purchasing
forcign cxcha;lgc from independent sources in circumstances
almost similar to what obtains in th¢ “parallcl” or the “black
market”. The banks then scil off such privately purchased forcign

4
¢xchange to their customers at exorbitant rates.

The ﬁlalpracticc of hoarding forcign exchange by banks, which
they officially purchased in also not new in the banking industry.
They are able to account for their salcs by enlering into their sales,
the transactions involving heir sales of the parallel market
purchases. This then involves cooking up the books to reflect what
arc considered to be acceptable exchange sates rates, which do not
often rcflect the actual rates of exchange sales. The hoarded
officially acquired foreign exchange is also sold at exorbitant rates,

leading to exorbitant overall profits all-round {or the banks.

| :
iii. Round Tripping Funds
This is the practicc whereby a forcign bank would guarantec a
local loan for a local projcct. Usually, the foreign bank would be

corresponding bank or an affiliate of the local bank. The two

banks would then enter into collusion and the following scenario
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would emerge. On the raising of the bank guaranice by the forcign
bank to the Nigerian bank to back up an application to the
Nigerian bank for a loan in naira for the execution of a project in

Nigeria, the Nigerian bank would then decide to grant the loan,

The project would subsequcmly"bc exccuted in Nigeria. All_
necessary foreign importation would be cffected through the
normal procedure of obtaining he required foreign exchange in
Nigeria. Duriﬁg the exccution, or after the completion of the
project, all the partics involved (contractor, the Nigerian bank and
the foreign bank) would in accordance with their initial
conspiracy, record the failun_: to cxecute or complcte the project.
The Nigerian Bank would then formally call upon the foreign
bank to remit the amount of the forcign exchange provided for it
in its guaranicc to cnable the complction of the project or
recimbursement of itsclf. The foreign cxchange so transferred
would then be sold at exorbitant rates locally. After the déduction
of it’s own profit locally, the remaining amount would then be
transmitted back to the foreign bank through the purchase of
foreign exchange in the Nigerian market. All the partics to the

conspiracy, banks and individuals concerncd, would then share the
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remaining profit over and above the original sum guaranteed in

forcign exchange.

CAUSES OF BANK FRAUDS AND MALPRACTICES
The major causcs of bank frauds and malpracticcs within the
Nigerian banking industry are as foilows:

1. Social and Economic Conditions

This may include unemployment, prevalent poverty and
cxtended family. An increasc in inequality, instance, is assumed
to induce changes in the behaviour of individuals, particularly
those within the low-income categorics. A political argument
asserts that relatively poor individuals respond to “perverse”
inequality by attempting o overthrow the current system. In
other words, deprived individuals within the industry connive
with others to defraud the financial establishment with the
express intention of replacing the “unfair” distribution with a

system that is conducive towards greater cquality.

2. Misplaced Social Values

This includes worshipping of wcalth no matter how acquired
and thoughtless shaping of ostentatious lifestylcs. This

matcrialistic attitude and open cxhibition of fortunes have
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invariably enticed people 1o  widespread frauds and

malpractices.

. Inadeqguate inlernal Control System

This may resuit from sluggish and incfficient management,
inappropriatc  recruitment, favoritism  in appointing  or
employing board of directors, top manz;gcrs and officers who
arc often totally unqualified or have rccords of malpractices

clsewhere.

Other groups the causce of frauds and malpractices into two
major classcs:

Institutional factors and cnvironmental/social factors. The
institutional factors are those (traccable to ‘thc intcrnal
environment of the bank, while the environmental/social factors
arc those, which result from the influence of

environmental/socicty of the banking industry.
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The common institutional causcs of frauds and malpractices are

summarized as (ollows:

* Volume of work

»  Number of staff -

* Nature of scrvice

 Banking experience of staff d

* [nadcquate/lack of staff training,

. Poor managcment

» Staff negligence

» Recruitment system

« Poor sccurity arrangement for documents ‘

+ Usc of sophisticated accounting machines

* Frusiration

+ Inadequatc infrastructure

« Delays in procuring documents

+ Lapscs in thc management control system of corporate
customcrs |

« Negligence of customers
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The environmental/social factors have been identified as

[ollows:

» Social values

+ Inability of law enforcement agents to detect frauds and
malpractices and prosccute {raudsters with dispatch |

.* a
* Lack of effcctive deterrent punishment

Mr. H. .K. Fuja .in an article “Frauds, malpracticcs in Banking
Industry” asscrts that there arc extrancous causes of foreign frauds and
malpractices, the control of which may be beyond the capacity of any
one bank or group of banks prominent among these is:

i. The continuing wave of internationalization permeating all of
our ¢conomigc, political, technological and social lile. Greater
frcedom begets greater permissiveness. This in turn engenders a
relaxation of socictal ethical standards and on upsurge in the
“get-rich-quick™ syndrome. Incidents of advance fee fraud, for
instance, usually involve not only an indigenous trickster, but
equally a fraudulent foreigner who may be tempted to reap

wherc he did not sow.
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1l

Loopholcs :m the regulatory, supervisory and legal system. This
may find cxpression through incflectivencss, or lack of
firmness, on the part of regulatory, supcrvisory or law
enforcement authoritics. For examplc, the wave of liberalization
and dercgulation sweeping through the world’s linancial centres
rﬁay alter price structures, increase competition and pose greater
operating risks to financial institutions. These can lcad not only
to an increase in the number of failures of financial institutions

but, equally important, to increasc in fraud cascs.

Frauds and malpractices may be unwillingly encouraged by
gulliblc depositors who may have been given 1o believe that
money lodged with a bank or financial institution is necessarily
free of the risks of loss especially through peculation. The same
goes to passive sharcholders, who may remain ignorant of the

excesses of management for prolonged periods.
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2.5

THE EFECTS OF FRAUD AND MALPRACTICES ON BANKS

Studics on bank frauds and malpractices arc normally prompted by the
pereeived effects of [rauds on banks, and the desire to find the means
of curbing such adverse cficcts aticmpts have thercfore been made by

many authors 1o ideniify the effects of fraud and malpractices on

-

banks.

All the authors agreed that Fraud and malpractices lead to loss of

money which belong cither to the bank or its clients. The loss result in
reduced level of resources availability which would seriously affect
the opcrations of banks and could cven force a close-down if the

frequency and size of the frauds arc high.

Another cffect includes the loss of confidence by customers, which
also result in a setback on efforts aimed at promoting the banking
habit. In addition, the distraction of management attention incrcase in
operating costs, and the wastage of timc and resources on fraud

prevention are other effects of fraud and malpractices on banks.

43



2.6

MEASURES FOR CONTROLLING FRAUDS AND

MALPRACTICES IN BANKS

M. Joseph O. Sanusi (chicl cxceutive ol First Bank of Nigeria Plc)

has classified cxisting systems of control into two. Thosc aimed at

prevention, and those aimed at detection:

il

Mecasurcs aimed at fraud prc'\jcnlion include: dual control,
operational manual, graduated limil:s of authotity, lending
liﬁlits, rcporting system, micro [ilming, close circuit television,
cstablishment of inspectorate units, gencral personnel policies,
scgregation of duties, \;criﬁcation of signatures, control of
dormant accounts, rectention of passport sized photographs,
close watch on the life style of staff, coding, decoding and
iesting of cable and telex messages. Others arc observes of laid
down procedurcs for opening and closing of accounts and the
usc of regiscope camera 10 photograph persons drawing large
sums of moncy.

Measurcs aimed at fraud detection include checking of cashicrs,
call-over, reconciliation and balancing of accounts at branch,
inter-branch and head office levels, periodical submission of
statement ol accounts, stock taking of sccurity items and cash in

vaults and inspection by bank inspectors.
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3.0

3.1

CHAPTER THREE

RESEARCH METHODOLOGY

This study is survey orientcd. It is thercfore bascd on personal.
intcrviews and questionnaire survey. ‘To compliment he information
obtained, sccondary data is {urther dtitized from publications and

Annual Reports of the Nigeria Deposit Insurance Corporation (N IC).

Although this study is intended to cover some sclected commercial
banks in Kaduna and Kano states, a sample area would be sclected and

from this population universe, a further sample would be sclected.

SOURCES OF DATA

Data for this study were obtained from two major sources namely:

(a) Primary Source: Information obtained directly from questionnaire
respondents and  personal interviews conducted s well as
observations on the research topic.

(b) Secondary Source: This ts information obtained from publications
relevant to the research study. Data obtained were from retumns of
commercial banks on frauds and forgerics — Nigerian Deposit
Insurance Corporation (NDIC) reports, relevant articles and papers

presented on the subjecet.
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3.2

METOD OF DATA COLLECTION
The methods used for the collection of data include questionnaire,

survey and personal interview for the collection of primary data and

library rescarch for the sccondary data.

Q‘ * r
The research population, for the purpose of this study includes the
stafl as well as the exccutive management of the sclected banks under

study.

A carefully structured questionnaire was administered in order to
obtain valid, relevant and standardized information from all sample
respondents and returns were reccived. The questionnaire was used in
order fo excerpt some control over the extent 1o which respondents

would answer questions.

Through the use of the qucstionnaire the exact picces of informalion
requircd werc obtained. Thc. researcher is however aware of the fact
that some respondents answered the questions from incomplete record
and/or provide information as required and resorted to cancellation.
The problem has alrcady been recognized and acknowledged under the
section “rescarch limitations”, and thc answers obtained as result

might be based o bias and incomprchensive leading to insignificant
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conclusions and perhaps recommendations. As sorﬁe of thc answers
from the questionnaire were not comprchensive cnough, it was
necessaty (o obtain (urther mformation. The structured interview
method was uscd, even though it had the problem of bias, the method

enabled the rescarch to collect some in-depth inlormation.

o

There was also the usc of naturalistic obscrvation during visits to
banks. Iﬁ conducli}]g this rescarch, the rescarcher had to use librancs
to be able to review past and existing, as well as orthodox and
empirical literaturc to obtain rclevant data relating to the topic. To this
end, sccondary data was obtained from rcturns on commercial banks
on Frauds and Forgerics (NDIC) annual reports and other relevant
statistics as contained in other publications and reports. This source of
data collection was extensively used and formed the greater part of all

the data sources in this wok.

METHOD OF DATA ANALYSS

Numerical data can be communicated in various ways as the spoken
world, in the form of table or by means of onc or two statistical
analysis. For the purposc of this study, Idala was presented and

analyzed by tabulations and percentages.
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3.3.1

3.3.2

Analysis of Ficld Survey
The analysis is based on respeonses from questionnaire
administered in the sample arcas of the rescarch study, i.e.
Kaduna and Kano states. The responses were analyzed in lhe
light of our rescarch questions.

”
Analysis of Commercial banks Returns of Frauds and
Malpracticcs
The analysis has been based on sccondary data namcly from
commecrcial banks returns on frauds and malpractices as
contained in NDIC reports. Comprchensive inferences and
conclusions werc drawn on the data given in the reports. The
analyses were also tailored towards the rescarch qucstions

raised in the study.

RESEARCH PROBLEMS AND LIMITATION

Time and cost are the major constraints to this study as they will not

allow for a nationwide survey of all banks branches and persons

involved in the fraudulent activitics. The almost non-existent literature

on the subject also constituted another serious limitation to this study.
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actual expected loss and rank of staff involved in frauds. The analyses

were aimed at answering the research questions raised in chapter one.

ANALYSES OF SURVEY RESULTS

Fifty bankers drawn from various commercial banks in Kaduna and
Kano states were asked to rank thic various types of fraud and
malpractices by their relative frequency. The results of which are

presented in table 4.1.

Table 4.1: Ranking of frequency of Types of Fraud and Malpractices.

S/No. Type of Frauds andrMaIpracticcs %o
] Cashiering Fraud 86
2. | Falsification of Accounts 76
3. Clcz;ihg Fraud - 74
4. | Suppression of Entries 70
5. | Gross Firing of Cheques or Kite Flying 68
6. | Forged cheques with forged signatories 50
7. Computer Fraud 46
8. | Forcign Exchange Fraud 20
9. | Printing of Bank Documents illegally 18
10. | Robberies 0
Source: Responses from the Questionnaire B
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In the opinion of 86% of the respondents, cashicring frauds and
malpractices ranked highest among he types of fraud and malpraclices
perpetrated by bankers. The high frequency of this type of fraud was
attributed to the exposurc of cashiers who were mainly junior staff,
inexpericneed and inadequately trained to handle raw cash. Another
Ircason was that most of bank cashicrs’and clerks did not pass through

the vigorous process of screening before their employment.

Falsification of accounts was ranked ncxt at 76%. These types of
frauds and malpractices were usually committed by machinists who
were acting ignorantly, innocently or with proven criminal intent to
defraud. This catcgory of stafl that were opportunc Lo handle transfer
vouchers {(non-cash transaction vouchers) oficn play with customer’s
account by inflating credit balances, carrying wrong balances forward
in favour of a customer, taking debit balances as credit, ctc with the

solc aim of committing fraud.

Clearing fraud in the opinton of the respondents accounted for 74%.
This tybe of {raud and malpractice constitutcd a major source of loss
of funds 'by banks in recent ycars. The fraud was usually perpetrated
by customers and in most cascs with active collusion of bankers. [t

usually involved large sums of money and most bankers were
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indicated to collude with outsiders becausc of the large share of fraud

procceds they might get.

Suppression of cntrics accounted for 70% in the opinion of the
respondents. This type of [raud and malpracticc was attributed Lo
bankers greed and lack of loyalty to their banks. It also constituted a
major source of income lcakage to most banks. An example was a
supprcss.;ion ol a cheque paid in {rom being debited to the customers
account in such a situation, the bank loscs interest for the number of
days thc chcque was suppressed or not rcficcted in the customers

- 475688

In the opinion of the respondents, foreign exchange fraud with 20%,
printing of bank documents illcgally with 18% and bank robberics
with 0% werc not frequent types of frauds and malpractices in their
branches. The recason attributed for the less [requent occurrence of
foreign exchange fraud was that in most of the branches sampled,
foreign exchange transactions were mostly handled by their head
officcs or central foreign exchange unit in Lagos. The role of the
branches was documentation only and sending same to the controlling
office. The branches sample were not also involved in bidding and

allocation of forcign cxchange to customers, Printing of bank

-
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documents illegally was also a rare occurrence in the branches
sampled.

This was attribulc;d to sufficient stationery documents usually sent to
the branches by their Head or Area Offices and the fact that most of
the documents were specially printccf by the Nigerian Printing and
Minting Company with advanced technology which ordinary printer s

do not have.
Most of the branches sampled did not record a single case of robbery.
This was attributed to tight security provided to banks by armed police

personnel.

Table 4.2: Ranking of Fraud and malpractices Causcs

| S/No. | Causes of Fraud and Malpractices %

L Poor Management, e.g. inadequate supervision, control and under staffing 76

2 Lapses in the management control system of corporate customers 74
3 Inadequate/lack of stafl training 72|

4. Poor salaries and condition of service 70

5. Recruitment 66

6 Inability of low enforcement agents to prosecute fraudsters with dispatch 64

7 Social values 60

8 Use of sophisticated accounting machines 54

0. Poor security arrangement for documents 50 |

10. | Frustration 50

11. | Staff negligence 46

12. | Delays in procuring documents 44

13. | Years of banking experience 16

14. | Age of branch 10

15. | Location of branch 10

16 Banks ownership structure 6

SOURCE: Responses from the Questionnaire
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76% of the opinions of bankers sampled, identified poor management,
inadequate supervision, control and under staffing as the most
significant causes of frauds and malpractlices in banks. Thesc causes
were attributed to the rapid expansion of banking industry in the
1980s. In order to produce more officers, some banks have resorted to
acceleraled promotion policy. This aﬁfaarcnlly affected the quality of

supervision of junior stafl by these new breed officers.

Another cause of frauds and malpractices attributed to poor
managemcent was inadcquaﬁe control system. The comprchension of
the banks control sysiems is basic nccessitics for managers. However,
in situation where managers were not opportune to know or
familiarize themselves fully with the control systems, it would not be
possible for them to know whelher the coni;rol system at their various
branches arc adequate were adequate or nol consequently, fraudsters

often casily lake advantage of the situation.

These cause were followed closely by lapscs in management control
of corporate customcrs with 74%. These causes of frauds and
malpractices were atiributcd to lapses and inadequacics in the
- management control system of banks corporate customers. If a

corporatc customer loscs its cheque book or leaf and delays in
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reporting such to the bank, this document might be used to commit
fraud similarly, if a firm is carcless in the handling of its security
matcrials, such as the scal, it might be aiding the perpetration *of fraud

using it’s banks accounts.

Inadcquate/lack of training accounted’ for 72%. In the opinion of the
respondents, this was another cause of frauds and malpractices. It was
common to find inadequately trained stall” working in some banks.
Frauds and malpractices perpetrated in this arca, was attribuled Lo the
rate of expansion in the banking industry since the introduction of
Rural banking Scheme in 1977, This has led lo acute shortage of
tramed personncl in the banks generally. Another effects of this was
that even some clever long-serving messengers or ancillary staff could
casily takc advantage of the incxpericnce and half-baked officers to

perpetrated frauds and malpractices.

Poor salaries and condition of service at 70% was another cause of
fraud and malpractices in banks in the opinions of the respondents.
There was a gencral perception in the banking industry that the staffs
were inadequately compensated. This view was based on the fact that

considering the cfforts put by banks staffs in generating the Jumbo
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profits which banks declare anuually and what they were paid as

salarics and allowancces.

The respondents gencrally viewed the compensation to staff in terms
of salarics and allowances (o be inadequate. It was also generally
greed that when people were poorly p:i‘id and they were unable (o meet
their personal physiological and social nceds, they would be tempted
to fraudﬁlently convert some of their employers moncey into their own
use. The lemptation becomes harder 1o resist particularly to bank staff
who work with physical cash or ncar moncy instruments that could

easily be converted to cash.

Lapses in rccruitment system with 66% in the opinion of the
respondents were another céuse of frauds and malpractices in banks.
Somc ycars back, recruitment of bank stalf was purcly based on merit,
as a rcsult, banking uscd to be publicly acknowledged as a noble
profession. Ilowever, nowadays all kinds of subjcctive factors like
tribalism, family connections, rcligion, cte. were employed for

recruiting stafl into banks.
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This sad siluation had madc fraudsters infiltrate the banking industry
casily. Inability of law enforcement agents o prosccute fraudsters with
dispaich was next in the ranking with 64%. Sadly, the Kind of
punishment meted out to fraudsters in Nigeria does not scem to be

sufficiently deterring and often not carricd oul with dispatch.

]
.

In the words of Mr. Wole Adewunmi “ A fraudsters knowing that the
chanccé of being detected is small and that he will be welcome back
with open hands as a rich man afler a lew months or year in prison,
sces no rcason why he should not catapult himself swiftly into the

class of who have ‘arrived’ by committing {raud”,

Misplacement of socictal valucs was ranked next at 60%. The banking
industry is not an island but an intcgral part of the socicty. It is
affected by as well as it affects the clements in its immediate and
remote environments. If the wholc sociely of which the bank_ is a part,
1s normally corrupt, it would be difficult 1o expect banks to be insulate
from the effects of such moral decadence. What socicty appreciates
and generally workshop is money. In cffect, the present high
propensity to defraud of the average Nigerian is the direct product of

our materialistic society™
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Sometimes frauds and malpractices were perpetrated because of the

need to make cnds meet. Such nced usually arosc because of:-

i Inordinate ambition to join the class of those who have made it

ii.  Biting inflation, this is the greatest enemy of workers all over
the world when prices of goods and scrvices are rising and
workers salarics remain ﬁxcd,'}mrchasing power will tend to
declinc and corresponding, the standard of living will also tend
to fall. |

iii.  Incrcased financial burden resulting from dependents thrown

out of jobs."

Next in the ranking with 54% was the usc of sophisticated accounting
machines. This type of fraud and malpracticc was mainly atiributed to
the use of sophisticated accounting and communication equipment
known as computcr. There was wide spread concern about computer
fraud mainly because of its technicality and difficulty of {raud
detection until losscs had reached large scale, e

- 47568
Poor security arrangement for security documents ranked at 50% was
also a cause of [rauds and malpractices in banks. Easy access (o
chequebooks, drafts, fraudsters could exploit specimen signature

cards.
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Size of branch in terms of deposits, number of staffs, loan and
advances was cqually ranked at 50% Lo be a significant factor in
perpetrating frauds and malpractices. Years of buking experience with
16% werc in the opinion of the respondents not a significant factor in
the causc of [rauds and malpractices. This fact was attributed to
instances where some bankers under f;robation committed frauds and

malpractices.

Age of branch at 10% was another insignilicant factor. This was
attributed to the fact that frauds and malpractices took place in many
new branches in the respondents” banks. Location of bank branch was
another insignificant factor on the cause of frauds and malpractices
with 10%. Some of the respondents opined that f(rauds aand
malpractices took place in rural branches than in urban branches. This
was due to the remoteness of these branches and less frequent visits by

controlling offices, oflicers and bank inspcclors.

Bank ownership structure was the lIcast cause of frauds and
malpractices in banks with 4%. In the opinion of the respondents
wherever fraudsters find the opportunity, they defraud irrespective of

the banks ownership structure.
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Table 4.3 shows the ranking of frauds and malpractices preventive measures

[ S/N | ~ Preventive Measurers %o

1 l@]ﬁﬁng balancing of accounts N 7

2 | Internal Audit periodic inspection ' o 72

3 | Regular rotation of staff/ob | 72
4 | Internal disciplinary actions - 70

5 | Proper training of bank staff < 66

6 | Manual of instructions _ 66

7 | Area offices branch monitoring 64

8 | Staff schedule of duty check and balances) 62
9 | Dual control over assets and other security documents | 54

10 | The checking of cashiers 52

11 | Preparation of week | /month | returns to controlling officers | 50
12 | Control over lending limits _

13 | Prosecution of fraudsters by law enforcement agents 10 |

Source: Responses from the questionnaire.

In the opinion of the respondents, regular balancing of accounts was
ranked as the most effective measure with 82%. This was attributed to
the fact whenever heads of accounts were not balanced, it signals
problem. Periodic inspection (internal audit) was ranked at 72%. In the
opinion of the respondents, it was the second most effective frauds and
malpractices preventive measure. The periodical inspection gave
management an insight on how well branches were complying with

laid down rules and procedures, the accuracy, truth and fairness of the
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rctums sent to these head offices. In a nutshell, the auditors serve as
watch dogs. Regular rotation of job/staff was also ranked at 72%. In
the respondents opinion, that was another clfective frauds and
malpractices preventive measure. The logic for fcgular staff/job
rotation was that any stall who did something that was fraudulent or
uncthical could easily be detected b)'; the stafl that took over his

assighment.

Internal disciplinary action is ranked at 70%. This was anothcr
effective frauds and malpractices preventive measure. Staff of the
banks operating in a disciplinary cnvironment, frauds and malpractices
perpetration would be  dilficult and olicn internal disciplinary
measures taken on staff served as a deterrent to others in the bank.
Howevecr, prosecution of {raudsters by law enforcement agents ranked
at 10% in the opinion of the respondents, was not an effective
preventive measure of frauds and malpractices. This was attributed to
longer time spent by police in investigation of fraud cascs and the
undue delay in conviction of fraudsters. This assertion had been

confirmed by police statistics of fraud and forgery cascs in Table 4.7.
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4.2

ANALYSIS OF RETURNS OF COMMERCIAL BANKS ON
FRAUDS AND MALPRACTICES

In compliance with the provisions of section 39 and 40 of Nigerian
Deposit Insurance Corporation Decree No. 22 of 1988, insured banks
arc to render returns on cases of frauds and lorgerics and the number

A
of bank stalf terminated, dismissed and'returned on grounds of [rauds.

Frauds and forgeries arc of special concern to the monctary and
supervisory authoritics as these activitics undermine the safety,
soundness and stability of the banking industry. The climination of
thesc malpractices from the banking system is therefore in the best

intercst of depositors and the development of the economy in gencral.

Table 4.4 shows a break down on frauds and forgerics cases in the
period 1995— 1998 -

Tablec 4.4 Returns of Commercial banks on Frauds and Forpgerics

Year No. of Banks No, of Amount Actual Proportion of
Rendering Returns | Banks with Involved LExpected Actual/Expected
Fraud Cases {N'M) Loss (N’M) | Loss to Amount
Involved (%)
1995 173 127 1,006.28 226.38 22.49
1996 170 387 1,542.91 371.08 24.07
1997 154 471 3,590.31 224.54 0.25
1998 149 564 3,i129.16 673.50 21.52
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A total sum of N1;006.3m was involved in fraud and forgeries in
1995, out of which N226.4m was regarded as actual/expected loss. In
1996, a total sum of N1,542.9m was involved in frauds and forgerics
out of which N37[ .l m was rcgarded as the actual expected loss.
Compared with its level of N1,006.3m in the ycar 1995, the amount
involved in frauds and forgerics showed a remarkable increase of over
N300m in 1996. The actual expected lost at N371.Im in 1996,
howcvcr; showed a slight incrcasc of about N165m above its level of

N226.4m in 1995.

It is worth noting that on the average, the number of banks with fraud
cases per quarter in 1996 was 145, comparcd with the 32 cascs per
quarter in 1995, This increase could be partly due to the increased
number of banks, which submitted returns in 1996, and partly due to
he increasing sophistication with which the perpetrators go about their

ncfarious activities”

The sum of N3,590.31m was involved in [rauds and forgeries in the
year 1997, Compared with N1,542.9m in 1996, this showed a
remarkable incrcase of about 200% in 1997. The actual expect loss
was N224.5m in 1997, which showed a dcerease of more than 50% of

the expected actual loss of N371.Im in 1996, This dccrcase was as a
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result of some improvement in the internal control systems of some

banks that had [raud cases in the year 1996.

In 1998, the sum of N3,129.5m was involved in frauds and forgeries

as against N3,590.3m in 1997. This showed a slight decrease of

N460m in 1998 over the figure of 1997. The actual expected loss was

N673.5m in 1998. Compared with the 1997 figure of actual expected

loss of N224.5m the figure had more than tripled that of 1997,

On the average, the number of banks with fraud cases per quarter in

1997 was 118, compared with 1996 figure of 145, there was a slight

decrease and compared with the 1998 figure of 140 banks per quarter,

there was also a slight increase in 1998 figure over that of 1997

figures.

Table 4.5 Ten Banks with the Highest Fraud Cases

Group 1995 1996 1997 1998
Amount % Amount % Amount % Amount %
Involved Share Involved Share Involved Share | Involved | Share
(N"M) C(N'M) (N'M) (N"M)

Total for 10 | 630.49 62.34 | 1,052.62 65.76 | 3,104.3 96,6 3,1043 | 97.11

Banks

Grand Total | 1,011.36 100.00 | 1,600.68 100.00 | 3,777.92 100,00 | 3,196.52 | 100.00

for ali

Banks

Source:  Bank Returns — N.D.1.C Reports 1995— 1998.
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A larger percentage of the amount involved in frauds and forgeries
during the ycars 1995 through 1998 were accounted for by ten banks
most of which werec commercial banks. The rcason for the high
proportion of commercial banks with fraud cascs in the total number
of banks could be scen in terms of commercial banks large branch
network, large number and low quzﬁily ol cmployees, nuimcrous
customers and products. Table 4.5 presents the total amount involved

in frauds and forgeries for the banks with highest fraud cases.

The table shows that the ten banks accounted for a total amount of
N3,104.3m, about 97.11 percent of the total amount involved in 1998
as comparcd with 96.6 pereent 1n 1997, 65.76 percent in 1996 and
62.34 percent in 1995, The total amount for all banks was highest in
1997 at N3.7b, also the contribution of the 10 banks was highest at

97.1 percent in 1998,

An analysis of the type of fraud and forgery cases perpetrated showed
that the commonest types were the following:

(a) Prescntation of forged chequcs;

(b) Granting of unauthorized loans

(¢) Unauthotized overdraft,

(d) Positing of fictitious credits;
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(¢)  Suppression of cheques; and

(N  Fraudulent transfer and withdrawals.

These fraudulent practices by bankers as reported in the N.D.LC report

(1998) confirmed the ranking ol our survey results on types of frauds

and malpractices perpetrated by bank siér [—1tablc 4.1.

475858

Table 4.6: Mcmbers of Stall Involved in Frauds and Forgeries

[ Rank 1995 1996 1997 1998
Number | % | Number Yo Number | % | Number | %
Supervisors managers 151 24.16 | 218 3949 | 203 359 112 36.01
Officers,  Accountants | 142 - | 22,72 96 17.39 | 154 212 | 72 23.15 |
and Lxccutive Assistants
Clerks and Cashicrs 172 27.52 145 26,27 | 124 21.9 | 82 26.37 |
Typists, Technicians and | 18 288 19 344 | 20 35 |12 3.86 4
Stenographers
Messengers,  Drivers, | 123 1966 | 66 11.96 | 57 10.1 | 26 8.36
Cleancers, Security
Guards and Stewards
Temporary Saft |16 256 [5  {o9r |5 loso|s  |rel
Uncategorised Stalt | 3 048 |3 0.54 |3 0.50 | 2 0.64
 Total 625 100 552 100 [see 1100 | 3n 100

“Source: Bank returns — N.D.I.C reports (19-9-5_—-—“{9_9‘8)

Table 4.6 shows the rank and number of bank’s staff involved in
frauds and forgeries from 1995 to 1998. The table showed that a total
of 311 staff of banks were involved in frauds and forgerics in 1998,

and were cither dismissed, returned or had their appointments
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terminated. This is a relatively low level when compared with 566,552
and 625 in 1997, 1996 and 1995 respectively. Of the total, core
operations stafl such as supervisors, officers, accountants, managers,
executive assistant clerks and cashiers accounted for about 85.53
percent. However, it is worth noting that despite the fact that N.D.1.C.
has strived to provide figures, whié‘h though wverifiable, are best
conservative. This is principally because the figures are based on
rcporicd' incidents of attempted and successful frauds. Not all banks
were reporting and even then, there is the likelihood of some banks
under-reporting in order to avoid the attendant publicity and loss of

public confidence.

It is also a known fact that not all fraud cases that occur in banks and
other financial institutions are reported to the police. The fear here is
that, if the public should get to know of the frequent incidents of fraud
in their depositing banks, they would rush to withdraw the deposits, on
occurrence that may lead to the collapse of such financial institutions.
This has made statistics given by the police authority in fraud cases to
be different from the one given by N.D.1.C. whose proper returns are

supposed to be rendered.
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CHAPTER FIVE

SUMMARY, OBSERVATIONS, CONCLUSIONS AND RECOMMENDATIONS

This chapter contains four scctions. In section one, summary of the study is

given. Section two contains observations made. The third section contains
]

conclusions derived from the rescarch findings. Finally, in the fourth

sections recommendations were made based on the conclusions.

5.1 SUMMARY
Chapter one outlined the purpose of the rescarch study, its significance
to the banking industry, government and the gencral public. The
delimitation of the study focused ~n fraud and malpractices in the
banking industry with special emphasis on commercial banks
operations in Nigeria. The research was conducted in Kaduna and
Kano states and covered a period of four years (1995 — 1998).
However, time and cost were the major limitations of the study as they
did not allow for a nationwide survey of all banks branches and

persons involved in frauds and malpractices.



In chapter two, related literature was reviewed on the rescarch topic. The
first part of the chapter was a bricf history of the Nigerian banking industry.
The second part dealt with various definitions of frauds and malpractices and
major types of frauds and malpractices in the banking industry. Ways of
defrauding banks were also discussed in the scction. The chapter also
discussed the difference between frauds®™ and malpractices and broad
categorics of malpractices perpetrated by banks. Major causes of banks
frauds and maipracliccs wilhin the Nigerian banking industry were discussed
in the chapter. The third chapter discussed the rescarch methodology
employed, such as the source ol data, mcthod of data collection and method
of data analysis. In chap'tcr four, the presentation and analyses of data were
made. In the first section of the chapter, data obtained through questionnaire
andl interviews conducted (primary data) wcre tabulated, ranked as a
percentage of total response and analyzed. The second section of the chapter
dealt with the analysis of data as contained in returns of commercial banks
on frauds and forgeries in N.D.I.C. reports from 1995 — 1998. The analyses
in the chapter were tailored towards answering the rescarch questions raised

in chapter one.

73



5.2

OBSERVATIONS

Based on the analyses in chapter four on ficld survey and N.D.I.C

reports data on fraud and malpractices in the banking, we observed as

follows:

iii.

1v.

That between 1995 and 1998, commercial banks filed 1,749
cases of frauds and 1't)rgcrics"will1 Central bank of Nigeria
(CBN).

'I;hill the highest number of fraud cases occurred in 1996 when
587 cases were reported with N1 ,542.9b as the amount
involved in the fraudulent acts.

The highest actual expected loss was in 1998 where the sum of
N673.5m went down the drain due to frauds and malpractices.
In the period under review, 2,064 bank stalT was involved in the
1,749 cases of frauds and forgeries reported. The number of
Junior staff’ of various cadres accounted for 926 of the total
within the junior staff cadre, bank cashiers alone were 523 of
the total.

Share of total amount involved in frauds and forgeries for ten
banks with highest fraud cases in 1995 was 62.3%, 1996,

65.8%, 1997, 96.6% and 1998, 97.1%.
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5.3

CONCLUSIONS

On the basis of the data presented in chapter four, we conclude as

follows:

1.

Cashiering fraud, [falsification of accounts, clcaring {raud,
suppression of entries, cross firing of chequcs, forcign exchange
fraud, forged cheque with forged signatures were the commonest
mcthods cmployed to defraud banks. On the other hand, prinking
of bank documents illegally and computer fraud had lcast

occurrence,

. Poor management in terms of inadequate supervision, inadequate

controls and under stafling were the most significant causes of

frauds and malpracticcs.

. Lapses in the management control system of corporate customers

and in adequate/lack of staff training were other significant causes
of frauds and malpractices.

Years of banking ecxpericnce, bank ownership structure and
location of branchcs were relatively insignificant factors in the
perpetration of frauds and malpractices in banks.

Regular balancing of accounts, periodical inspection, rotation of
staft/job proper training of bank staff were ranked high as the most .
cffective preventive mceasurcs against frauds and malpractices in
banks.

Also ranked as important factors in frauds and malpractices
prevention were a good manual of instruction, arca offices branch
monitoring, stall schedule of duties, dual controls over assets and

other security documents.
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5.4

RECOMMENDATIONS

In making these rccommendations, cognisance had been taken on the

fact that the integrity of bankers is tied to the prevailing standard of

probity in society. The banking industry is not an island but an integral

part of socicly, as such it would be unrealistic to cxpect higher

standards from bankcrs.

1.

1.

iil.

‘J

Regular balancing of accounts: Experience has shown that
imbalance books provide fertile grounds for frauds and
malpractices. All times, books of accounts are intentionally
distorted so as to create confusion. This situation should in fact
be viewed as a danger signal.

Periodical inspection of branches by banks inspectors should be
regularly carried out. It enables banks (o operate as per laid
down rules and procedurcs and any f{raud or malpractice
perpetrated can be detected in good time.

Banks branches should undertake rcgular rotation of staff/job.
In other words, no staff should be Icft on one function for too
long a period in order to forestall the possibility of exploring
existing opcrational loopholes and shortcomings for pcrsonal
gain, Bank management should also ensure that all members of
staff take their leave when duc. Accumulation of Icave should

be discouraged.
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iv.

vi.

Banks should have sound recruitment policy and proper training
programs lor their members of staff. It is worth nothing that a
good number of frauds and malpractices in the banks succeed
duc to mainly staff involvement in fraud syndicates. It is also
rccommended that banks should insert in their cmployment
contracts a clausc to hold guard;nors of bank stalf responsiblc
for {raud perpetrated by employces whom they introduced to the
ba.nks.

Banks should undcrtake regular checking of cashicrs and close
monitoring of thlcir activitics. In consideration of cashicring
fraud s the commonest form of {raud in most banks, there 15 the
need to redesigh a more cifcctive internal control system
particularly in cash departments of banks. Cash officers should
ensure the need (o cash by the cashicrs before the money is
made available to them. Receiving and payment of cash, a
common practice of rural branches of banks should be divorced
from cach other. The use of closc circuit televisions in big or
urban branches Lo monitor the movement of staff and customers
should be implemented.

To stem the causc of fraudulent activities through the clearing
system, banks should use officers for clearing house operations

as against the present practice of using clerks.
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Vil.

Viii.

ix.

[nability of law enforcement agents to detect fraud or prosecute
{raudsters has madc banks rcluctant to report casces to police. It
is hercby recommended that banks should with the Federal
Govermnment to allow privatc prosccution of fraud cases in
rcgular courts on special tribunals. This might put an cnd to
police attitude of delaying invcs’figalions.

All banks should introduce striker disciplinary actions, which
w.ould scrve as a deterrent to other stafl whenever malpractices
are proved against such staff.

To avert abuscs by board members and top management staff,
thc American - Tilipino model called DOSRI (Directors,
officers, stockholders and related interests) states that a banks’
board member or management should not interfere with any
process for granting loans and advances to customers. Through
the vigorous applications of the principle of DOSRI, a bank
could help alleviate chronic problems of favoritism in granting
and retricving loans, unhcalthy recruitment and promotions,
which resulted in the collapse of many banks around the world.
In Nigeria, a casc in point was Owcna Bank shuns total
outstanding staff loans as at February, 1993 amounted to over
N60m, far excccding the banks actual total paid-up share

capital. The amount represented 14% of he bank’s gross loans.
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The following gindes in fraud detcction known as “Red Flags” are

recommended to banks for use:-

1. Personal

A Financial Pressurcs:

‘i. High personal debts

ii. Severe illness in {family

iii. lhadcquatc income and/or living beyond means

iv.  Excessive gambling

v.  Heavy cxpenscs incurrcd from association with Other
women/men

vi.  Undo family, pecr, company or community expectations,

vii. Exccssive indulgence in aleohol or drugs which’ result in high

indcbledness
B.  Revenge Motives — Complaints of
i. Perceived incqualitics (e.g. underpaid, poor job assigniment)
ii.  Resentment of supcriors

iii.  Frustration, usually with the job.
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il

iil.

v.

Vi.

Vil

viil.

ii.

iii.

Personality Red Flag

A person lacking in the development of personal moral honesty.
A person without a well-defined code of personal cthics

A person who enjoys fecling of power, influence, social status
and excitement associated with rapid financial transactions
involving large sums of money.

A person who is arrogant or cgocentric

A person with threatened self-esteem

A person who delight in subverting system of control

A' person with a criminal history

A pcrson who has questionable associates

A person with poor relerences

Opportunily Red Flag:
Very familiar with operations (including cover-up capabilitics)
In a position of trust while he is not trustworthy

Closc association with superiors and they other key people.

SUGGESTIONS FOR FURTHER RESEARCH

In consideration of the fact that frauds and malpractices in the banking

industry are alarmingly on the increase and the fact that the causes and

methods cmployed vary with time, ‘it is hercby suggested that

research on frauds and malpractices be carried out regularly every two

to threc ycars to keep tract of the development in the ficld.
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APPENDIX |

Department of Business Administration,
Institute of Administration,

Ahmadu Bello University,

Zara.

October 04, 1999

Dear Sir,
This is an M.B. A. Project work on “Frauds and Malpractices in the Banking
Industry” leading to the partial fullillment for the award ot the Degree of

Master of Business Administration.

The research work is for academic cxercisc only and all information given in
answering attached questionnaire will be conlidently treated.

In the light of the above, I shall appreciate it you kindly answer the attached
questionnaires. Thanking you in advance for your co-operation.

Yours faithfully,

MUHAMMAD, JEGA HALIRU



