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Abstract

This study is aimed at the development of a mechanism for black hole attack mitigation in Wireless
Sensor Network (WSN) using a modified Bacterial Foraging Optimization Algorithm (BFOA). A total
of 200 randomly generated bacterial sensor nodes with a communication range of 20m were deployed
in a 100mx100m network coverage area, consisting of four base stations. The radii 20m, 30m and 40m
were chosen for the black hole region. The algorithm was implemented in MATLAB R2015b. In all
tests carried out, the results obtained at 40m radius showed the effect of the black hole attack better
than those at 20m and 30m. Successful packet delivery probabilities of 83.52%, 95.78%, 97.26% and
99.78% respectively were achieved at 40m radius for one, two, three and four base stations
respectively. Significant reduction in false positive was observed when the base stations were
increased. A negligible value of about 0.003% false positive was observed with four base stations
using 40m radius of black hole region. Average delivery times of 31sec, 37sec, 43sec and 49sec were
achieved at 40m radius for one, two, three and four base stations respectively. The times indicated that
the routing complexity increased as the number of base stations increased. The performance of the
modified BFOA based method showed packet delivery probability improvement of 5.48%, 9.67%,
0.18% and 1.01% over the standard BFOA based method as the base stations were increased from one
to four respectively. As the base stations were increased to five, six, seven and eight, successful packet
delivery probabilities of 99.39%, 99.69%, 99.79% and 99.82% respectively were achieved using 40m
radius of black hole region. The trend observed for packet delivery showed that optimum efficiency is
achieved with quadrant placement of base stations. The results obtained indicated that optimal
placement of the base stations minimized the effect of black hole attack and ensured successful packet

delivery.

vii



Table of Contents

Cover Page I
Title Page i
Declaration ii
Certification 1\
Dedication v
Acknowledgement Vi
Abstract vii
Table of Contents viii
List of Figures xii
List of Tables Xiii
List of Abbreviations Xiv

CHAPTER ONE: INTRODUCTION

1.1 Background 1
1.2 Statement of Problem 4
1.3 Motivation 5
1.4 Aim and Objectives 5
1.5 Justification 6
1.6 Methodology 6

1.7 Dissertation Organization 7

viil



CHAPTER TWO: LITERATURE REVIEW
2.1 Introduction

2.2 Review of Fundamental Concepts

2.2.1 Wireless sensor networks

2.2.2 Characteristics and constraints of wireless sensor network
2.2.3 Security goals

2.2.4 Types of attack in wireless sensor networks
2.2.5 Bacterial foraging optimization algorithm
2.2.6 Modified step size

2.2.7 Objective function formulation

2.2.8 Performance metrics

2.3 Review of Similar Works

CHAPTER THREE: MATERIALS AND METHODS
3.1 Introduction

3.2 Initialization of BFOA and Network Parameters

3.3 Standard Bacterial Foraging Optimization Algorithm
3.3.1 Chemotactic and swarming Step

3.3.2 Reproduction step

3.3.3 Elimination and dispersal step

3.4 Development of the Modified Bacterial Foraging Algorithm

3.5 Optimized Positioning of Base Station and Detection of Black hole

3.6 Performance Evaluation

ix

10

11

12

14

19

20

21

24

31

31

33

33

34

34

35

38

39



3.6.1 Packet delivery success and failure
3.6.2 False positive
3.6.3 Convergence speed

3.7 Comparison of the Results obtained from the Modified BFOA with the Results of the
Standard BFOA

3.8 Extended Eight Base Stations

CHAPTER FOUR: RESULTS AND DISCUSSION

4.1 Introduction

4.2 Packet Delivery Success Results of Modified BFOA

4.3 Packet Delivery Failure Results of Modified BFOA

4.4 False Positive Results of Modified BFOA

4.5 Convergence Speed Results of Modified BFOA

4.6 Comparison between the Results of the Modified BFOA and the Standard BFOA

4.7 Result of Extended Eight Base Stations

CHAPTER FIVE: CONCLUSION AND RECOMMENDATION
5.1 Conclusion

5.2 Limitations

5.3 Significant Contributions

5.4 Recommendations for Further Works

REFERENCES

APPENDIX A

MATLAB script for the modified BFOA

39

40

40

40

40

41

41

43

44

46

47

53

57

58

58

59

60

64



APPENDIX B1
MATLAB script for the objective function formulation

APPENDIX B2
MATLAB script for the cell-to-cell attractant

APPENDIX B3
MATLAB script for the extended base stations

APPENDIX C
MATLAB script used to generate response

APPENDIX D

MATLAB script used for result comparison

Xi

70

71

72

79

81



Figure 1.1:
Figure 2.1:
Figure 2.2:
Figure 2.3:
Figure 3.1:
Figure 4.1:
Figure 4.2:
Figure 4.3:
Figure 4.4:
Figure 4.5:
Figure 4.6:
Figure 4.7:
Figure 4.8:

Figure 4.9:

List of Figures

Data Delivery and Black Hole Region in a WSN with One Base Station
Typical Wireless Sensor Network

Trajectory Movement of E.Coli Bacterial

Standard BFOA Flowchart

Modified BFOA Flowchart

Packet Delivery Success

Relationship between Packet Delivery and Radius of Black Hole
Packet Delivery Failure

False Positive

Time of Packet Delivery

Packet Delivery Success using the Modified BFOA and Standard BFOA
Packet Delivery Failure using the Modified BFOA and Standard BFOA
False Positive using the Modified BFOA and Standard BFOA

Convergence Speed using the Modified BFOA and Standard BFOA

Figure 4.10: Packet Delivery for Five, Six, Seven and Eight Base Stations

Figure 4.11: Packet Delivery for all the Base Stations

Figure 4.12: Behavior of the Base Stations with different radii

xii

15

18

37

41

42

43

45

46

48

49

51

52

54

55

56



List of Tables

Table 3.1: BFOA Simulation Parameter

Table 3.2: Assumed Network Parameters for Simulation

xiil

31

32



Acronym
ABC
ACO
AFSA
BFOA
DoS

IWD
LEACH
MANET
MATLAB
MTRP
PSO
RREP
RREQ

WSN

List of Abbreviations
Definition
Artificial Bee Colony
Ant Colony Optimization
Artificial Fish Swarm Algorithm
Bacterial Foraging Optimization Algorithm
Denial of Service
Intelligent Water Drop
Low Energy Adaptive Clustering Hierarchy
Mobile Adhoc Network
Matrix Laboratory
Multicast Tree Assisted Random Propagation
Particle Swarm Optimization
Route Reply
Route Request

Wireless Sensor Network

Xiv



CHAPTER ONE
INTRODUCTION

1.1 Background

According to Annu and Chaudhary (2015), “Wireless Sensor Network (WSN) is an interconnection
of a large number of nodes deployed for monitoring a system by means of measurement of its
parameters”. Due to its wide range of applications in both the military and civilian domain, it is
emerging as a prevailing technology for the future. It is used in industrial process control and
monitoring, healthcare monitoring, environment and habitat monitoring, disaster management,
structural monitoring and lots more (Arya & Raina, 2014). Wireless Sensor Networks are prone to
security attacks due to severe constraints such as broadcast nature of transmission medium, limited
battery power, small memory and susceptibility to physical capture because they are deployed in
hostile and physically non-protected areas. As such, security is a major concern in WSN. There are
many possible attacks on sensor networks such as Denial of Service (DoS) attack, selective
forwarding, sybil attack, sink hole attack, black hole attack, hello flood attack and wormhole attack
(Sharma & Thakur, 2014; Sharma & Ghose, 2010).

One of the most severe attacks is the black hole attack, which drops the entire packet. It is a type of
routing attack whereby an intruder captures and reprograms a set of sensor nodes in a network so
that they do not transmit the generated or received data packets to their original destinations.Black
hole attack prevention techniques proposed in literature either use neighbourhood interactions and
message overhearing (Karakehayov, 2005; Roy et al., 2008), or secret sharing and path diversity
(Ketel et al., 2005; Lou & Kwon, 2006).

It is assumed that based on neighbourhood message interactions and overhearing, a sensor node

close to a black hole node can monitor and report the black hole node. Though, when many sensor



nodes within the same location are compromised, they can conspire and make the technique
ineffective. A much better technique is that based on path diversity and secret sharing, though it is
still not very effective (Arya & Raina, 2014; Dighe & Vaidya, 2013; Misra et al., 2011; Sheela &
Mahadevan, 2012). In this technique, messages are transformed into multiple shares by secret
sharing schemes and then the shares are delivered via multiple independent paths to the
destination.Figure 1.1 shows a sensor node, which transmits data to the base station using four node
disjoint paths. The figure indicates that none of the packets passing through the four paths reaches
the base station due to the deliberate placement of the black hole region, despite the path diversity.
This indicates that routing based on multiple paths can perform badly in the presence of black hole
attacks (Dighe & Vaidya, 2013; Misra et al., 2011).

Successful packet delivery to the destination, which is the base station, without loss of data in a
WSN, is more essential than the requirement of prevention of data being captured by an adversary
(Arya & Raina, 2014; Misra et al., 2011). As such, this research developed a mechanism for
successful packet delivery using multiple base stations in the presence of black hole nodes in a
WSN. Modified bacterial foraging optimization technique was used to determine the optimal

location to deploy the base stations in this work and in the mitigation of the black hole nodes.
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Figure 1.1: Data Delivery and Black Hole Region in a WSN with One Base Station (Misra et al.,

2011)



BFOA proposed by Passino (2002) based on the social foraging behaviour of a bacteria Escherichia
Coli is a new member in the coveted domain of swarm intelligence that has drawn the attention of
researchers in different fields of knowledge with regards to its biological motivation and graceful
structure (Das et al., 2009). It has been applied for solving practical engineering problems like
optimal control, harmonic estimation, machine learning, channel equalization and others (Annu &
Chaudhary, 2015; Latiff et al., 2007). The algorithm is based on imitating the searching behaviour
of the bacteria in terms of positioning, handling and food ingestion. It has advantages such as high
computational efficiency, high precision, fast convergence and global optimization (Kandasamy et
al., 2014; Li et al., 2014). This research is aimed at the development of a black hole mitigation
(detection and elimination) based model using an intelligent bio-inspired optimization algorithm
(BFOA). A lot of research have been conducted on the area of malicious beacons detection using
swarm intelligence techniques such as: Intelligent Water Drop (IWD) (Qureshi et al., 2011), Ant
Colony Optimization (ACO) (Iftikhar & Fraz, 2013), Particle Swarm Optimization (Khan &
Iftikhar, 2013) and Bacterial Foraging Optimization (Arya & Raina, 2014). In this research, a
modified BFOA was employed for the black hole mitigation and optimal deployment of base
stations. This is due to its robustness, fast convergence and good optimization results.

One of the shortcomings associated with the standard BFOA is the constant step size which results
in unnecessary chemotactic steps as the bacteria is close to the optimal values (Dasgupta et al.,
2009). With a large step size, the accuracy of the final solution is reduced because the bacteria are
not able to reach the optimum location. Likewise, with a small step size, the convergence speed is
affected because it will reach the optimum location but at a slow speed (Nasir et al., 2015).
However, since the BFOA is a meta-heuristic optimization technique, which is regeneration

dependent, any constant parameter at the initial stage may have significant influence on the



performance of the algorithm at the later stages. This led to the development of an improved BFOA
with regards to the step size by some researchers (Dasgupta et al., 2009: Supriyono & Tokhi, 2011,
Nasir et al., 2015;Niu et al., 2015). The nature of their improvements was based on introduction of
step size variation through adaptation of mathematical formulation and fuzzy logic approach by
establishing a relationship between bacteria step size and nutrient value. However, linear value
iteration based behaviour was introduced and discussed in this work to address the shortcoming of

the standard BFOA.

1.2 Statement of Problem

Most routing protocols used in Wireless Sensor Networks do not consider message security due to
resource constraints (Ngai et al., 2006), which create opportunities for attackers. Among such
attacks against wireless sensor network, a black hole attack has the ability to undermine the
effectiveness of the network by partitioning the network to prevent useful information from
reaching the base stations. Since successful delivery of data to the base station is more essential
than prevention of data captured by an adversary because it can be countered with cryptographic
techniques, several techniques based on secret sharing and multi-path routing were proposed in
literature to overcome black hole attacks in the network but seems not to be very effective (Ketel et
al., 2005; Lou & Kwon, 2006). Thus, this research developed an algorithm to mitigate black hole
attack in wireless sensor network based on modified BFO using optimized multiple base stations.
Also the number of base stations was increased from four (4) to eight (8) to determine the
increasing trend of packet delivery as the number of base stations is increased beyond four and to
investigate the effectiveness of the modified BFOA as the complexity of wireless sensor network

environment increases.



1.3 Motivation

Due to the distributed nature and deployment environment of WSNs, they are vulnerable to
numerous security threats that can adversely affect their performance. Therefore to ensure the
effectiveness and efficient functionality of WSNSs, security is a major concern. The WSN
mechanisms cannot at present ensure that an attack would not be launched and existing security
mechanisms are inadequate. As such,there is need to develop new efficient and more reliable

methods to protect the network from such attacks.

1.4 Aim and Objectives

The aim of this research is to develop an intelligent optimization based wireless sensor model
capable of ensuring a successful packet delivery in the presence of black hole attack.

In order to achieve this aim, the following objectives were set:

1) Replication of the standard BFOA and development of the modified BFOA for the
optimization of the multiple base station locations and detection of the black hole using
MATLAB programming language.

2) Evaluation of the performance of the developed algorithm through simulation and
comparison with existing algorithm to determine its effectiveness and accuracy in ensuring
successful delivery of packets. Packet delivery success and failure, false positive and
convergence speed were used as performance metrics.

3) Investigation of the effect of increasing the number of base stations from four (4) to eight
(8) in order to find the trend of packet delivery as the number of base stations is increased

beyond four (4).



1.5 Justification

Security attacks such as black hole poses great challenges to wireless sensor networks by hindering
delivery of message to the destination. Since the sensor nodes that are responsible for sensing and
forwarding the data to the base station for analysis and compilation can be compromised by attacks
(such as: black hole, sink hole, hello flood, sybil, etc). There is need to optimally place the base
stations to reduce the effect of these attacks. This has led to optimal placement of multiple base
stations using robust intelligent meta-heuristic technique, which is capable of reducing the effect of
attacks on WSNs. But the results of the mitigation technique can be improved to enhance accuracy
and searching speed of the algorithm. Also, the number of base stations is a critical factor of the
sensor network architecture that significantly affects the network performance. Therefore, the need

to determine the optimal number of base stations for a particular coverage area.

1.6 Methodology
The methodology adopted in this research is as follows:
1) Initialization of BFOA parameters and the network parameters.
a) Number of Bacteria
b) Problem dimension
c) Chemotaxis step
d) Swarm limit
e) Reproduction step
f) Elimination probability
g) Attractant

2) Replication of the standard BFOA using MATLAB programming language for:



3)

4)

5)

6)

7)

8)

9)

a) Chemotaxis and swarming step

b) Reproduction step

c) Elimination and dispersal step

Development of the modified BFOA using MATLAB programming language for:

a) Adaptive step size

b) Steps a) to c) of item 2) are implemented

Deployment of the randomly generated sensor nodes using the standard and modified BFOA for
the four base stations.

Application of model developed in 3) using scenario of 4) to detect the black hole nodes in the
network.

Performance evaluation of the developed model using Packet Delivery Success and Failure,
False Positive and Convergence Speed as performance metrics.

Comparison of the developed algorithm with the Standard algorithm.

Increasing the base station topology to eight and deployment of the randomly generated nodes.
Application of model developed in 3) using scenario of 8) to detect the black hole nodes in the

network and evaluating the delivery performance.

1.7 Dissertation Organization

The general introduction has been presented in Chapter One. The rest of the chapters are structured

as follows: Firstly, a detailed review of related literature and relevant fundamental concepts about

wireless sensor networks, its constraints and characteristics, security goals, types of attack in

wireless sensor networks, black hole attack and standard BFOA are carried out in Chapter Two.

Secondly, an indepth approach and relevant mathematical models describing the development of



the modified bacterial foraging optimization algorithm are presented in Chapter Three. Thirdly, the
analysis, performance and discussion of the result are shown in Chapter Four. Finally, conclusion
and recommendations of further work makes up the Chapter Five. The list of cited references and

MATLAB codes in the appendices are provided at the end of this dissertation.



CHAPTER TWO
LITERATURE REVIEW
2.1 Introduction

This chapter consists of a review on the fundamental concepts and the review of similar works,

which are relevant to the scope of this research.

2.2 Review of Fundamental Concepts
In this section, concepts fundamental to the research such as wireless sensor networks, its
constraints and characteristics, security goals, types of attack in wireless sensor networks, black

hole attack, standard and modified BFOA amongst others are reviewed.

2.2.1 Wireless sensor networks

A Wireless Sensor Network is a network consisting of several low power and cost nodes deployed
to monitor physical and environmental conditions like temperature, pressure, humidity etc., at
different locations. Secure routing in sensor networks presents challenges due to several factors like
low processing capability, limited memory, restricted bandwidth, and above all, limited energy of
sensor nodes (Tubaishat et al., 2004). Figure 2.1 illustrates an example of wireless sensor network

comprising of sensor nodes, a base station and a remote server.

Sensor nodes Base station

/\-_-.’_\ Host computer Remote Server

- e
— ™y ]
b Y I Pt Y —
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o -
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Local database

Figure 2.1: Typical Wireless Sensor Network (Michalik, 2013)



The sensor node gathers sensed data and forwards them wirelessly via other sensor nodes to a base
station. The base station can store, visualize and analyse the sensed data, and then forward them to a
remote server via the internet. In the context of Wireless Sensor Networks, a base station is an entry
point to the wireless sensor networks whose primary goal is to gather sensed data from sensor nodes
in wireless sensor network (Michalik, 2013).

In Wireless Sensor Networks, the routing protocols used are susceptible to routing attack that can
disrupt the network connectivity. This is because most of them do not consider security due to
resource constraints such as low processing power, limited memory and communication range
(Martins & Guyennet, 2010).

The insertion of false information by a compromised node within the sensor network is a major
cause of attack against security in the network. As such there is need to provide a means for
detecting false reports (Pathan et al., 2006). Some studies have suggested secure mechanisms such
as cryptographic methods for protecting network, however they are mostly localized, or there is a
high computation and also a requirement for time synchronization among the nodes (Salehi et al.,
2013). In the encryption scheme the transmission of extra bits is required which exhaust the
memory, battery power and requires extra processing that are vital resources for the sensor nodes. It
may also affect the quality of service parameters like delay, jitter and packet loss (Saleh & Khatib,
2005).

2.2.2 Characteristics and constraints of wireless sensor network

Some characteristics and constraints associated with wireless sensor networks are outlined as
follows (Singh et al., 2010):

1) Dense sensor node deployment: The sensor nodes are usually deployed densely.

10



2)

3)

4)

5)

6)

7)

8)

Battery-powered sensor nodes: The sensor nodes are usually powered by battery and placed in
a harsh environment where it is very difficult to recharge or change the batteries.
Self-configurable: The sensor nodes are usually randomly deployed and they configure
autonomously into a communication network.

Storage, computation and severe energy constraints: Sensor nodes are having limited
storage, energy and computation capabilities.

Unreliable sensor nodes: The deployment of the sensor nodes in harsh or hostile environment
exposes them to physical damage or failures, thus making them unreliable.

Application specific: The sensor networks are application specific because they are designed
and deployed to perform a specific task. The design requirements changes with its application.
Many-to-one traffic pattern: The network is considered as having a many-to-one traffic
pattern because in most cases the data flow from multiple sensor nodes to a particular sink.
Frequent topology change: The topology of the network changes frequently due to node

failure, energy depletion, addition or channel fading.

2.2.3 Security goals

The objectives for ensuring security in wireless sensor networks focus on the following security

services (Kumar et al., 2014; Pawar & Anuradha, 2015;Soni et al., 2013).

1)
2)

3)

4)

Confidentiality: Ensure that data in transit is kept secret from eavesdroppers.

Integrity: Ensure that an adversary does not alter the received data in transit.

Authentication: Enables a sensor node to ensure the identity of the peer it is communicating
with.

Availability: It is required that the service should always be available.

11



5) Data freshness: Ensure that old messages are not replayed. The data should be recent.

6) Authorization: It ensures that access to network services or resources is only through

authorized node.

2.2.4 Types of attack in wireless sensor networks

In wireless sensor network, attacks can be broadly classified into two different levels: one is the

attack against the security mechanism and the other against the basic mechanism like routing

mechanism. Major attacks on wireless sensor networks are as follows (Singh & Malik, 2011; Soni

etal., 2013):

1)

2)

3)

Denial of Service (DoS): In this type of attack, the resource of the victim node is exhausted by
sending extra unnecessary packets, so as to prevent the network from accessing services.
Thereby causing unintentional failure of the nodes. In wireless sensor network, several types of
DoS attacks in different layers might be performed (Pathan et al., 2006).

Attacks on information in transit: In wireless sensor network, the sensors are the main
monitors. They monitor changes in parameter and immediately forward the report in accordance
with the requirement. The information in transit can be altered, corrupted or varnished during
forwarding report. Any attacker can monitor the flow of traffic and forge, intercept, change or
interfere with the packets, as wireless sensor network is vulnerable to eavesdropping. Basically
the nodes have limited transmission range. An attacker that has large processing capability and
communication range has high tendency of attacking several sensors simultaneously (Kumar et
al., 2006).

Sybil attack: In this form of attack a single node forges the identity of multiple nodes. That is,

multiple identities will be presented to the network by a malicious node. In geographic routing

12



4)

5)

6)

7)

protocols, this type of attack can be confusing because the adversary will appear to be in many
locations at the same time (Soni et al., 2013).

Sinkhole attack: In this form of attack all the traffic from a particular area are lured through a
compromised node. The compromised node deceives other nodes with respect to the routing
information and then alters the data or forward packets selectively (Karlof & Wagner, 2003).
Hello flood attack: In this form of attack, an attacker sends HELLO packets to a large number
of sensor nodes, so as to convince them that they are neighbours (Pathan et al., 2006). Therefore
in trying to forward a packet to the base station, they forward through the attacker node, thereby
ultimately spoofed by the attacker.

Warmhole attack: In this attack, packets at one location are recorded by an attacker and
tunnelled to another location. The tunnelling could be done selectively. This attack is a serious
threat to wireless sensor networks because it can take place at the initial phase during
discovering of neighbourhood information by the sensor nodes (Pathan et al., 2006; Singh &
Malik, 2011).

Blackhole attack: In this attack, a black hole represents a malicious node, which attracts all the
traffic in the sensor networks and then drops them instead of forwarding. The malicious node
advertises that it has the shortest path to the destination. It advertises the presence of fresh
routes irrespective of checking its routing table. Thus the Route Reply (RREP) from the
malicious node will always reach the sender first as compared to other normal node that check
their routing table entries for availability of fresh routes before replying to the sender of Route
Request (RREQ) packet. This results in setup of a forged route between the sender and the
attacker nodes. After acquiring the data packets, the attacker node then drops the packet (Arya

& Raina, 2014; Kumar & Sangwan, 2015; Yadav et al., 2012). This attack can be individual or

13



cooperative in nature (Kumar, 2015). In individual black hole attack, there is only one malicious
node attack on the route. When the source node broadcast RREQ message, then the malicious
node responds with high sequence number to its preceding node in the path. Thus the source
node assumes malicious node as a destination node and start the process of data forwarding. The
malicious node then drops all the packets received. In the case of a cooperative attack, the
number of malicious node in the network is more than one. The overall result of a cooperative
attack is a complete decrease in the throughput and increase in the packet drop ratio in the
network.

This research focuses on cooperative black hole attack, which is a serious attack against wireless

sensor networks because it hinders successful packet delivery to the destination by dropping all the

packets (Kumar & Sangwan, 2015; Yadav et al., 2012).

2.2.5 Bacterial foraging optimization algorithm (BFOA)

Bacterial foraging optimization algorithm is a new bionic optimization algorithm, which was
proposed, based on foraging behaviour of E. coli found in human intestine (Passino, 2002).
Foraging strategy is an optimization process of evolution. The assumption that animals search for
and obtain nutrients in a way that maximizes their energy intake E per unit time T spent foraging is
the basis of foraging theory (Passino, 2002).

The main idea of BFOA is mimicking the chemotactic movement of virtual bacteria in the problem
search space (Das et al., 2009). The individual bacterium communicates to others by sending
signals. This technique is also inspired by the social foraging behaviour like ant colony and particle
swarm optimization. It attracts the researchers due to its effectiveness in solving real world

optimization problems and gives better results than conventional optimization methods of problem
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solving (Singh & Kaur, 2015). Figure 2.2 shows the trajectory movement of bacterial foraging

algorithm.

\ Bacteria trajectories, Generation=1

Y-CORDINATE

Y. COPRNDINIATF

Figure 2.2: Trajectory Movement of E. Coli Bacterial

From Figure 2.2, it can be deduced that the trajectory movement of bacterial foraging optimization
algorithm is similar to the routing path of sensor nodes deployment. Figure 2.2 was generated to

enhance the visualization and understanding of the movement pattern of BFOA

a) Steps in BFO algorithm

The steps in Bacteria Foraging Optimization Algorithm are as follows:

1) Chemotaxis: This process simulates the movement of a bacterium E. coli cell through
swimming and tumbling via a set of rigid flagella. The bacterium can move in two different
ways (Dasgupta et al., 2010). In the same direction, it can swim for a period of time or in an

alternate direction during tumbling. The movement of the bacterium is represented by
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where:
jis the index for the chemotaxis step;
k is the index for the reproductive step;
| is the index for the elimination-dispersal step;
0i (§, k, 1) represents the position of i-th bacterium at j-th chemotaxis step, k-th reproductive step
and I-th elimination-dispersal step;
C (i) is the step size taken in the random direction;

andA indicate a vector in the random direction.

Swarming: During swarming, the bacterium congregates and moves in group towards location
with high density nutrients. As a bacterium reaches the best location, it tries to attract other
bacteria, so as to reach the desired location quickly. An attraction signal is produced for the
communication between the cells in the E. Coli bacteria. Another repellant signal is also
produced for noxious reserve. This process helps them to increase the bacterial density at the
identified food position in the chemotaxis. The attraction signal is represented as follows:

: : {— (- exp(— O Y, € =0 EH
1. 0.0Gk1 =33, €0 Gk} 5 mj (2.2)

- - + g hrepellant eXp(_ a)repeuantmz_1 Qm - erin jj
where:

Jec (6, P (J, k, 1)) is the objective function value to be added to the actual objective function (to

be minimized) to present a time varying objective function;

S is the total number of bacteria;
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p is the number of variables to be optimized, which are present in each bacterium;
datractantlS the depth of attractant signal released by a bacteria;

Wattractant 1S the width of attractant signal;

Nrepetiant 1S the height of repellant signals between bacterium;

Wrepellant 1S the weight of repellant signals between bacterium;

0 =[f4,8,....,0p]T is a point in the p-dimensional search domain;

and 6m is the mth parameter of the global optimum parameter (Kandasamy et al., 2014).

3) Reproduction: During reproduction, those bacterium that are least healthy die after some time
while the healthier ones divide into two, and are placed in the same location. Thus, after
reproduction the swarm size is maintained constant (Das et al., 2009).

4) Elimination and dispersal: Sudden changes in the location where a bacterium population lives
may occur due to various reasons e.g. abrupt temperature rise may kill a group of bacteria that
are currently in a region with a high nutrient concentration (Das et al., 2009). Events can
disperse all the bacteria in a region. To simulate this phenomenon in BFOA some bacteria with
a very small probability are eliminated and new bacteria is randomly initiated for replacement
(Bermejo et al., 2013).

In the standard BFOA, the chemotaxis step length C is a constant. This constant step size makes it

difficult to balance between the global and local search ability thereby affecting the accuracy and

searching speed (Niu et al., 2015). Based on the standard BFOA given in (Das et al., 2009) the

flowchart for the BFOA is shown in Figure 2.3:
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Figure 2.3: Standard BFOA Flowchart (Das et al., 2009)

Figure 2.3 shows the flow chart implementation of the step-by-step procedure in BFOA given in
section 2.2.5 a)

Where:

Nc is the number of chemotaxis step;

Nre is the number of reproductive step;

and Ned is the number of elimination-dispersal step.

2.2.6 Modified step size

The main shortcoming of the standard BFOA is the constant step size which results in unnecessary
chemotactic steps as the bacteria is close to the optimal values (Dasgupta et al., 2009). In order to
avoid this, a refined variant was proposed by (Dasgupta et al., 2009)in which the step size was

adapted as follows:

_ @l 1 23
@+ 1+/117(q)]

Where:

C is the step size;

Als a positive constant;

dis the position of the bacterium;

and J () represents the combined effects of attractants and repellants signals

Thus, when J (6) is large the step size is also increased (C — 1), and once the bacteria approach the
global optima the step size will be decreased. This increase and decrease in step size may also have

significant influence on the performance of BFOA. This is because some optimization
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problemsmay require step size to be increased adaptively due to variation in search space.

Since BFOA is an evolutionary computational algorithm, constant parameters at the initial stage
will have a significant influence on the performance of the algorithm. Therefore, iterative behavior
based parameters need to be incorporated such that every generation can have its own suitable step
size. In order to address this, a linear value iteration weight proposed for Fish swarm algorithmin
Mu’azu et al. (2015)was incorporated to the adaptive step size given in equation (2.3), so as to
determine the step size trends to local and global solution. The linear value iterative weight is given

as (Mua’zu et al., 2015):

W:[itrmax —itrj 2.4)

itr .,
Where:
w is the iterative weight;

Itr

axo Itrand n are the total number of iteration, current iteration and total bacterium respectively.
In this research, the dimension of search space for the BFOA (P) is the WSN area of deployment
and the total number of bacterial in the population (S) represent the total number of sensor nodes.

This was used to develop the technique based on the foraging behaviour of BFOA.

2.2.7 Objective function formulation

For every swarm algorithm, a fitness value whose optimal value is to be determined needs to be
formulated. Since the focus of this research is minimization of the effect of black hole attack and
ensuring successful packet delivery through optimal base station placement, the objective function
to be optimized was formulated based on the density of the nodes. Therefore for every bacterial

(WSN nodes) deployed randomly in the network, the fitness value, which is based on the density of
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the nodes was determined. The step by step procedure of BFOA was performed and the fitness
value for every generation was computed. The optimal value of this fitness was employed for the

base station location. The fitness (objective function) was formulated as follows

Fitness = > D, (2.5)

i=1
Where D; is a logical vector, which is the Euclidean distance representing the density of nodes

present within the neighbourhood. D;was obtained using the following (Arya & Raina, 2014):

2

Diz\/x—gz— YL, (2.6)
Where:
L.and Lrepresents the current and next bacterial sensor node location respectively;

X and Y are the coordinate locations of the nodes.

2.2.8 Performance metrics

Since the sensor nodes transmit data packet to the base station, packet delivery success has been
employed as the most important metric by several researchers (Arya & Raina, 2014; Misra et al.,
2011)to evaluate the performance of wireless sensor network algorithms. The performance metrics
to be used for evaluating the performance of the developed algorithm are:

(a) Packet Delivery Success: It represents the ability of the developed algorithm to correctly
identify the black hole and ensure maximum throughput of data. If the packet delivery success
probability is 1 (i.e. 100%), it signifies that all the attack nodes were successfully identified and
maximum data packets were successfully delivered. This is probabilistic in nature as proposed in
(Misra et al., 2011). Assuming that the deployments of sensor nodes are uniform and random, the

number of sensor nodes present in the black hole region is determined as follows:
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Where:
nis the deployed sensor nodes
n, is the number of sensor nodes in the black hole region
R, is the radius of the black hole region

A is the coverage area
The probability that the path taken by the packet from the sensor node to one of the base station

does not contain any black hole is determined using the following equation:
Py =1- Py (2.8)
pr. is the probability that at least one sensor node in the path is a black hole node, and is determined

as follows:

b 1)\h -1 min n,,h, J{h,—min n,h,
pni = n
(haJ

From equation (2.9) if the path p,; contains only one sensor node from the black hole, then this

(2.9)

n
sensor node is chosen from the black hole nodes in [fj way. The rest of the hop count nodes

n—n,
h, -1

n-n n
(h, —1) can be chosen in (h ;]ways. This selection can be made in ( fj( ]ways.

a

Note:

h, is the hop count, which constitute the black hole portion of the path between source and
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destination

n, is the number of black hole nodes.
Similarly, since each path taken by the sensor node to the base station B, € B is independent of all
the other paths, then the event of individual paths p,, , i|B, € B having at least one sensor node
from the black hole is independent of the same event for another path p, , k|B,eB\B .

Therefore, the combined probability of the individual path having at least one black hole node is

given by:
Pn=I15.cP (2.10)
Hence, the probability that at least one path from sensor node to the base station (B, € B)) does not

contain any black hole node is as follows:

P,=1-R, (2.11)

P, is the probability of the path taken by the packet.

PP is the probability that at least one sensor node in the path is a black hole.

Note that each path p, originating from the sensor node n to the base station B, € B, does not
depend on all other paths. Similarly, the event of each path p,, i|B €B, having one sensor

nodes from the black hole does not depend on the same event for another path p,, k|B, €B,|B; .

(b) False Positive: False positive is used to determine the inability of the model to determine the

existence of an intruder. If N, denote a set of sensor nodes identified by a base station B, as black
hole nodes, then all the sensor nodes are initially added to the set N,. If B, receives a data packet

through a particular path p,, then all the sensor node in the path to B, are removed from the
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set N, since they are involved in data forwarding. After a total time of T seconds, the base station

create a global black hole set using the following
N=( N, (2.12)
i=1
Equation (2.12) represents the sensor nodes that none of the base stations got any data packets from.
(c) Packet Delivery Failure: This represents the inability of the algorithm to correctly identify the

black hole nodes, thereby reducing the probability of the packet getting to the base station.

Assuming the packet delivery success probability is denoted as P, , then the packet delivery failure

probability is determined as follows:

P, =1-P, (2.13)
Where P, denotes the packet delivery failure.

(d) Convergence Speed: Convergence speed is used to determine how fast and efficient the
packets are delivered to its destinations. This will be determined using the computational energy of
the algorithm. For example, the time it takes the packet to be delivered from its source to its

destination.

2.3 Review of Similar Works

Considerable work has been done by many researchers to develop an algorithm capable of detecting
and preventing black hole attack in wireless sensor networks. Black hole attack has been studied in
the wired network, agent based network, mobile ad hoc network (MANET) and wireless sensor
networks. Due to high computation and storage requirements for the mechanisms applied for black

hole attack in non-wireless sensor networks, it does not apply to the black hole problems in wireless
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sensor networks (Sheela et al., 2012). The significant works, which are directly related to this

research,are reviewed as follows:

Karakehayov (2005)proposed a technique for black hole attack detection in wireless sensor
networks. In this method, the transmitting sensor node transmits a packet to several sensor nodes
towards the direction of the base station. If a sensor node fails to forward a packet, its next hop
neighbour identifies the incidence and reports the sensor node as a black hole. However, the method
was expensive for a network with large number of black hole nodes because each original message
requires extra messages. Also a technique to eliminate the black hole after its detection was not

considered.

Lou & Kwon (2006)developed a scheme for reliable and secure collection of data in wireless
sensor networks based on secret-sharing and multi-path routing. The scheme was based on a
distributed N-to-1 multipath discovery protocol, which periodically or on demand initiated a route
update at the base station. For every sensor node, a set of node-disjoint paths back to the base
station was found at the end of each discovery process. Then based on the availability of the
multiple paths at each node, they proposed a hybrid multipath scheme for secure and reliable
collection of data. However the scheme considered only one base station and has several setbacks
because strategic position of the black hole nodes was not considered and also routes are prone to

black hole attack when directed towards a single base station.

Atakli et al (2008) proposed a novel scheme based on weighted-trust evaluation to detect malicious

nodes in wireless sensor networks. In this scheme, forwarding nodes gave trust values to each of the
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nodes in the cluster. When a node has been compromised, the forwarding node then lowers the
node’s trust value. Through simulation, the correctness and efficiency of the detection scheme were
verified. However, the type of attack that led to the node being compromised was not specified and
the approach was based on the assumption that majority of the sensor nodes are working properly,

which is usually not so in all cases.

Shu et al (2010) proposed an enhanced technique Multicast Tree Assisted Random Propagation
(MTRP) to mitigate black hole attacks in wireless sensor network based on multi-path routing. It
was considered more effective and instead of using deterministic multi-path routes to transmit data
from the sensor nodes to the base stations, it proposed the use of randomized routes. Multiple paths
were computed in a randomized way, each time a packet is to be sent, thereforethe routes were as
dispersive as possible, thereby reducing chances of passing through a black hole. But the technique
was only effective if there were a small number of black holes in the network. Also a single base
station was used and routes are prone to black hole attack when directed towards a single base

station.

Misra et al (2011) designed an efficient technique namely BAMBI (Black hole Attacks Mitigation
with Multiple Base stations in wireless sensor networks) that uses multiple base stations to counter
the impact of black holes on data transmission in the network. In this technique, the base stations
were deployed at fixed location. The approach was very effective and required less computation and
message exchanges, thereby saving the energy of the sensor nodes. With one base station it had
high false positive value because many non-black hole nodes that were not able to reach the base

station as a result of black hole nodes disruption were identified as black hole nodes. The false
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positive value reduced with two or more base stations. However, the optimal number of base

stations and their positions were not identified.

Sheela & Mahadevan (2012) developed a technique to defend against cloning attack, sink hole
attack and black hole attack in wireless sensor networks using mobile agents with several base
stations. The role of mobile agent was to prepare and update the global information table at every
sensor node. Routing through multiple base stations algorithm was activated only when there was a
chance of black hole attack. Mobile agents find the probability of the presence of black hole nodes.
The technique had low communication overhead and the performance of the algorithm was
examined through simulation. However, the scheme did not consider optimizing the base station,

hence the computational efficiency of the scheme was very low.

Sheela et al (2012) proposed a secure routing algorithm against black hole attacks with four base
stations deployed in the network by using mobile agents. In this technique, routing through multiple
base stations algorithm was activated only when there was a chance of black hole attack in the
network, which is detected by mobile agent. If it doubted that a particular node was a black hole
node, it then triggered the routing process algorithm through multiple base stations for a given time.
If the node was a black hole node, then it revokes the node and triggers a routing process algorithm
through the nearest base station. The technique was efficient and ensures high data rate delivery.
However, the use of mobile agents to detect the probability of presence of black hole nodes in the
network might be prone to error, because the current positions of the black hole might be outside

the range of nodes.
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Dighe & Vaidya (2013) developed a technique to effectively mitigate the adverse effects of black
hole attacks on wireless sensor networks using multiple base stations. This technique was based on
the deployment of multiple base stations in the network and routing of copies of data packets to the
base stations. The technique was highly effective and required very little computation. However,
the position of the base stations was not optimized.

Gondwal & Diwaker (2013) proposed a technique to detect black hole attack using check agent
with four base stations. The technique reduced the extra overhead from the network as check agents
played a vital role in the detection of black hole in the network. Also the technique was fast, energy
efficient and reduces message complexity, as it was a software program implemented using java
language. It was designed to move from node to node checking the presence of black hole nodes in
the network. The results were compared with and without the check agents. However, the base

stations position was not optimized.

Arya & Raina (2014) presented an efficient technique to counter the effect of black hole in data
transmission using BFOA based optimized multiple base stations deployed randomly in the
network. Simulation result showed that their proposed method increased the packet delivery success
with a significantly reduced false positive. However, the oscillatory effect of step size associated

with BFOA and eliminating the black hole after its detection was not considered.

Sharma et al (2014) developed a mechanism for black hole attack detection in LEACH based
wireless sensor networks. This mechanism created clusters from the sensor nodes on the basis of
signal strength and the protocol elects the cluster head for each round. Identification of the cluster

head was maintained by the base stations at each round and a repeated election of a cluster head
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meant the network was under a black hole attack that triggers the base station to send alert packets
to the sensor nodes. A successful data transmission was only possible if no repeated election
occurred. The drawback of this model was its inability to detect sensor nodes as a black hole node
but could tell if the cluster head was the black hole node or not. Therefore, prevention of the black

wireless sensor network nodes was not considered.

Tomar & Tak (2014) designed an algorithm that prevent black hole attack and successfully deliver
data by optimizing the position of multiple base stations using genetic algorithm. In this technique,
genetic algorithm is applied to the number of base stations to calculate the optimized position of the
base station after dividing the area into parts equal to number of base stations. Fitness value
computation was then carried out and those with the highest value were selected as the optimized
position. This approach achieved high data delivery rate with large number of base stations, but did

not identify the number of black hole nodes in the network.

Kalaiselvan & Singh (2015)designed a method to detect and isolate black hole attack in wireless
sensor networks. Their approach was to identify the black hole node by monitoring fake packet
replies that are being transmitted by the nodes and then discarded from the network. Sensor nodes
were deployed in the field randomly and the sensor network performance was analysed for the
presence of black hole nodes. Black hole nodes are present if the network performance was lower
than the threshold. Otherwise it is not. Route request messages are broadcasted to the other node in
the network by the sensor node. It then checks for reply packets to identify the black hole node and
broadcast to other nodes that a particular node is the black hole node. This results to complete

isolation of the black hole node from the network and all reply messages from it are simply
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discarded by other sensor nodes. However, this technique only considered a single base station and

did not detect collaborative black hole attack.

It is obvious from literature reviewed that a lot of research work has been done on the area of black
hole mitigation in wireless sensor networks. Successfully delivering packet from the source to the
destination without any loss of data still calls for more research in wireless sensor networks. In
order to address some of the issues associated with most of the reviewed literature, this research
developed black hole detection mechanism in wireless sensor network using a modified BFOA. The
modified BFOA is expected to overcome the oscillatory effect of step size associated with the
standard BFOA with a view to improving the packet delivery success whilst reducing the false
positive and the packet delivery failure rates. The number of base stations was increased from four
to eight to investigate the increasing trend of packet delivery as the number of base stations was
increased beyond four and its efficiency as the complexity of wireless sensor environment

increases.
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CHAPTER THREE
MATERIALS AND METHODS
3.1 Introduction
In this chapter, the methods, materials and procedures employed for the successful completion of
this research are discussed. The standard BFOA and the modified BFOA were replicated and

developed respectively.

3.2 Initialization of BFOA and Network Parameters

As discussed in subsection 2.2.5, the performance of BFOA depends on the appropriate selection of
its control parameters (swarm length, chemotaxis step, reproduction step, attractant condition,
elimination step and elimination probability). The appropriate values selected for these parameters
are presented in Table 3.1

Table 3.1: BFOA Simulation Parameters

S/No Simulation Parameter Value
1 Population 200

2 Length of Swarm 4

3 Chemotaxis Step 100

4 Reproduction Step 4

5 Elimination-Dispersal Step 2

6 Elimination Probability 0.25
7 Attractant Condition 2

8 Number of Iteration 1000

The simulation parameters presented in Table 3.1 were selected because BFOA has been reported to
perform optimally within this range of values (Passino, 2002). The MATLAB script for the
modified BFOA algorithm can be found in Appendix A.

The network model used in this research consists of a number of randomly generated sensor nodes
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and a set of base stations. The sensor nodes were considered as bacterial sensors, performing the
foraging behaviours of BFOA described in subsection 2.2.5 a) The network consists of a randomly
deployed sensor nodes 5 = {5,,5,...,5}and a set of base stations B={b,,b,,....b_}, which are
connected to each other and are stronger than the sensor nodes. The sensor nodes were deployed
randomly in a square coverage of dimension 100mx100m and each sensor node has a

communication range of 20m. Table 3.2 shows the detailed description of the network model

settings.
Table 3.2: Assumed Network Parameters for Simulation
S/No Parameters Value
1 Number of Sensor nodes 200
2 Transmission Range 20m
3 Coverage Area 100mx100m
4 Radius of Black hole Region 20m, 30m & 40m
5 Black hole position Random

To ensure efficient packet delivery in the presence of black hole, the following model assumptions

were made:

1) The network consists of randomly deployed sensor nodes and base stations.

2) The base stations are more powerful than the sensor nodes and are connected to a replenished
power.

3) The sensors are deployed in a square field area of 10000m*

4) The sensor nodes are connected to each other and the density of the wireless sensor network is
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high enough to allow adequate connectivity.

5) The sensor nodes have a maximum transmission range of 20m.

6) When the base stations are communicating with the sensor nodes, they are assumed to have the
same transmission range in order to ensure adequate symmetric communication.

7) The data information control packet was assumed to be encrypted.

3.3 Standard Bacterial Foraging Optimization Algorithm
In this research, the standard BFOA was first replicated as described in Figure 2.3. The

Chemotaxis, Reproduction and Elimination implementations are described as follows.

3.3.1 Chemotaxis and swarming Step
In the chemotaxis and swarm movement, the flagella are initialized and the number of chemotactic
movement length is also initialized. The bacterium movement represented in equation (2.1) is then
simulated through the cell-to-cell attractant signalling. A snippet of the MATLAB script for the cell
to cell attractant is given as follows;

function [Jar]=attract_func(x,theta,S,flag)

If flag==2 % Test to see if main program indicated cell-cell attraction

Jar=0;
return
end

The complete MATLAB script is given in Appendix B2.
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end

3.3.2 Reproduction step
As discussed in section 2.2.5 a), the healthier bacterium is split asexually into two children
bacterium in the same location. This was done to maintain constant size of the swarm. The

reproduction step is implemented as described in subsection 2.2.5.

3.3.3 Elimination and dispersal step

In order to simulate BFOA effectively, some unhealthy bacteria are eliminated with an elimination
probability of 0.25 while a new bacterial is randomly generated over the search space as a
replacement. The elimination probability of 0.25 was chosen in this research as stated in Table 3.1.
The pseudo code implementation of the BFOA is given as follows:

Start BFOA
initializeparameters (population, dimension, chemotaxis step, reproduction step, elimination
step and number of iteration)
randomlygenerate bacterial position
eliminationloop (I=1+1)
reproductionloop (k=k+1)
chemotaxisloop (j=j+1)
fori=1:S
computefitness function
simulateswarming and tumble; generate a new bacterium
ifj<Nc%Nc is the Chemotaxis step
goto chemotaxis step % Continue chemotaxis step until bacterial life is over
end
fori=1:S
evaluatefitness function
performreproduction (Discard the worst and split the best result into two)
if k<Nre%Nre is the Reproduction step
goto reproduction step%Continue reproduction step until bacterial life is over
end
fori=1:S
Evaluate fitness
eliminateand disperse each bacterium
if <Ned%Ned is the Elimination-dispersal step
goto elimination and dispersal step%Continue elimination and dispersal step until bacterial life is
over
end

end
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end

End BFOA

3.4 Development of the Modified Bacterial Foraging Algorithm

As stated earlier, the main shortcoming of the standard BFOA is the constant step size, which
results in unnecessary chemotactic steps as the bacteria moves closer to the optimal value. In this
research, a linear value iteration weight step size given in equation (3.1) was introduced in order to

improve the convergence speed and optimal performance of the standard BFOA.

C 1 ><[ltrmaX —|trj 3.1)

:1+% 9 itrmax

Based on equation (3.1) the solution search movement of the BFOA given in equation (2.1) is

modified as follows:

1 itr ., —Itr B
l+% e‘x( itr .. ] PA
JAT A

Where, A is a randomly generated vector in the range of -1,1 .

0 j+Lk 1 =6 jkl +

3.2)

A s a positive constant
J @ represents the combined effects of attractant and repellants and & is the position of

the bacterium.

Itr

max !

Itrand n are the total number of iteration, current iteration and total bacteria

respectively.
Equation (3.1) is expected to overcome the oscillatory effect of the step size and improve the

precision of the BFOA with respect to convergence speed and optimization efficiency. The pseudo
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code description of the modified algorithm is given as follows:

%Pseudo Code Representation BFOA
Start

Initialize all parameters

Generate Initial bacterial randomly
Evaluate the fitness of each bacterium
While iteration

for (Elimination & dispersal loop)
for (Reproduction loop)

for (Chemotaxis loop)
performTumble,Run

evaluate fitness

end%Chemotaxis loop
end%Reproduction loop
end%Elimination& dispersal loop
select adaptive step size

end

Update & output

Stop

Based on the pseudo code given above, the flow chart implementation is presented in Figure 3.1:
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Figure 3.1: Modified BFOA Flowchart
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Figure 3.1 shows the flowchart for the modified BFOA. From Figure 3.1, it can be observed that the
step size of the BFOA is selected adaptively as the chemotaxis, reproduction and elimination -
dispersal loops through the simulation process. This is expected to overcome the unnecessary

oscillation of the standard BFOA given in Figure 2.2.

3.5 Optimized Positioning of Base Station and Detection of Black Hole

For the set of 5= {5,,5,..., 5, bacterial nodes, the fitness value Y = f(S) were computed. The

BFOA step by step approach presented in subsection 2.2.5 a) were implemented according to the
modified step size (3.2) and the attractant signal represented in equation (2.2), and then the fitness
of the new bacterial node location was evaluated. The fitness (objective function) was formulated

using equations (2.5) and (2.6).1f the current (new) location of the bacterial sensor nodes are within

the search limits of the base station location, then the new location are stored as S/ otherwise the

previous location stored as S;' are considered. The fitness value of the current bacterial nodes stored

in memory is evaluated and the selection of the best sensor node is done based on the fitness values.
The whole process repeats itself through the total number of iterations until the remaining parent
bacterial nodes are exhausted. At the termination of the algorithm, the bacterial node with the best
fitness value is chosen as the best location for the deployment of the base station. The step-by-step
algorithmic pseudo code implementation of the proposed model is given as follows:

Start%Start the Algorithm
%Pseudo code Representation of the Developed Technique
Initialize all parameters
Randomly generate the initial positions (Xi) of the bacterial sensor nodes
while iteration
fori=1:number of nodes
Evaluate the Fitness (Yi)
end%End for
cleari
fori=1:total number of iteration
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for j=1:number of nodes
Select a new position (Xj) of the bacterial node

based on the modified bacterial attractant signal
ifXj>x-coordinate search limit &&Xj<y-coordinate search limit

Select Xj (New Position) and update the memory
else

Select Xi (Previous Position) and update the memory
end%End if

Evaluate the Fitness (Yj)

End%End for
fori=1:number of nodes
if Fitness (Yj)>Fitness (Yi)

Replace Xi with Xj

Replace Yi with Yj
end%End if
end%End for
end%End for

Select the position that correspond to the best fitness

end%End While
end%End Algorithm

Appendix B1 presents the MATLAB script used for the objective formulation.

3.6 Performance Evaluation

The performance of the developed standard and modified Bacterial Foraging Optimization

algorithm was evaluated using performance metrics listed in subsection 2.2.8

3.6.1Packet delivery success and failure

Since the sensor nodes are transmitting data packet to all the base stations, more than one copy of

data may reach the base stations, which implies successful packet delivery. This means that the

sensor node path should not pass through the black hole region. This is achieved using the BFOA as

discussed previously. The probability that the path taken by the packet from the sensor node to the

base station does not contain any black hole, which implies successful packet delivery, was

determined using equation (2.11). Otherwise, it is known as packet delivery failure and is obtained

using equation (2.13).
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3.6.2False positive

The base stations create a global black hole set of all the nodes that were not involved in data
forwarding using equation (2.12). That is, those sensor nodes that did not forward data packet to
any base station. However, there is possibility that non-black hole node may be identified as black
hole due to base stations not receiving packets as a result of the sensor node being obstructed by
black hole region. Though this is expected to be very minimal since the position of the base station
was determined through optimal deployment of the sensor networks using BFOA.

3.6.3 Convergence speed

The MATLAB command tic which record the beginning time of a running program and the
MATLAB command toc, which record the end time of a running program, were used. The

difference between the tic and toc value was used to determine the computational time of the model.

3.7 Comparison of the Results obtained fromthe Developed Modified BFOA with the Results
of the Standard BFOA

The results obtained from the developed modified algorithm were compared with the results of the
standard BFOA used in the work of (Arya & Raina, 2014). The MATLAB code for the comparison

is found in Appendix D.

3.8 Extended Eight Base Stations

To investigate the increasing trend of packet delivery as the number of base stations goes beyond
four, the number of base stations was increased to eight and they were optimally positioned using
the developed modified BFOA. The MATLAB code for the extended base stations is found in

Appendix B3.

CHAPTER FOUR
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RESULTS AND DISCUSSION

4.1 Introduction

In this section, the performance of the standard BFOA and the modified BFOA were evaluated
using performance metrics: packet delivery success and failure, false positive and convergence

speed. The results obtained for the increase in number of base stations are also discussed.

4.2 Packet Delivery SuccessResults of Modified BFOA
The results for the percentage of packets successfully delivered to the base station using one, two,

three or four base stations are shown in Figure 4.1.
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Figure 4.1 shows a slightly linear increase in the percentage of packet successfully delivered to the
base station in the network. In general, the performance of the technique increases as the number of
base station was increased. Packet delivery success of 84.35%, 96.33%, 98.79% and 99.87% was
attained for one, two, three and four base stations respectively when the radius of black hole region
was 20m. When the radius of black hole region was increased to 30m, the packet delivery success
was 83.93%, 95.98%, 97.38% and 99.82% for one, two, three and four base stations respectively.
Similarly, when the radius of black hole region was 40m, the packet delivery success was 83.52%,
95.78%, 97.26% and 99.78% for one, two, three and four base stations respectively. This indicates
that increasing the radius of black hole region from 20m to 30m and 40m, the performance of the

technique slightly decreases with respect to packet delivery success as shown in Figure 4.2.
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As expected, the packet delivery success decreased when the radius of the black hole region
becomes larger. However, a successful delivery probability of 99.78% was achieved when the
position of the four base stations deployed in the network were optimized with 40m radius of black
hole region. For three, two and one base stations, a packet delivery probability of 97.26%, 95.78%
and 83.52% was achieved for black hole region with radius of 40m. This indicates that the success
rate of packet delivery reduces slightly with an increase in the radius of black hole region for
models with lesser number of base stations.

4.3 Packet Delivery Failure Results of Modified BFOA

As stated earlier, packet delivery failure represents the inability of the algorithm to correctly
identify the black hole nodes, thereby reducing the probability of the packet getting to the base
station. The bar chart showing the packet delivery failure for the entire base station configuration is

presented in Figure 4.3.
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Figure 4.3 illustrates the percentage of packet delivery failure of the transmitted packet. As
expected, when the radius of the black hole region was increased, the packet delivery failure
increased. Packet delivery failure of 15.65%, 3.67%, 1.21% and 0.13% was obtained for one, two,
three and four base stations respectively when the radius of black hole region was 20m. When the
radius of black hole region was increased to 30m, the packet delivery failure was 16.07%, 4.02%,
2.62% and 0.18% for one, two, three and four base stations respectively. Similarly, when the radius
of black hole region was 40m, the packet delivery failure was 16.48%, 4.22%, 2.74% and 0.22% for
one, two, three and four base stations respectively. It was observed that when the number of base
station was increased to four (4) and the radius of black hole region was increased to 40m, the
percentage failure was less than 1%. But when a single base station was deployed in a strategic
position with black hole radius of 40m, packet delivery failure percentage observed was more than
16%. This indicates that using multiple base stations packet delivery failure may be eliminated
completely even in the presence of black hole attack using the developed technique. The packet
delivery failure is generally high with an increase in the black hole region with one base station.
This is due to the routing path of the one base station, which may be within the region of the black

hole radius.

4.4 False Positive Results of Modified BFOA

The bar chart showing the inability of the developed technique to detect the presence of black hole

nodes is shown in Figure 4.4.
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Figure 4.4 shows the percentage of false positive. False positive value of 0.0128%, 0.0052%,
0.0042% and 0.0015% was obtained for one, two, three and four base stations respectively when
the radius of black hole region was 20m. When the radius of black hole region was increased to
30m, false positive value of 0.0202%, 0.0101%, 0.0061% and 0.0029% was obtained for one, two,
three and four base stations respectively. Similarly, when the radius of black hole region was 40m,
the false positive value was 0.0226%, 0.0111%, 0.0083% and 0.0032% for one, two, three and four
base stations respectively. It was observed that the percentage of false positive is generally higher
for one base station. This is because a large number of sensor nodes that are unable to reach the
base station due to obstruction by the black hole region are usually identified as black hole.
Significant reduction in false positive was observed when the number of base stations was

increased. With a 40m radius of black hole region, only a negligible value of about 0.003% false
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positive was observed with four base stations. With two or three base stations, the false positive was
reduced to a value less than 0.01%. This indicates the efficiency of the approach used in this

research.

4.5 Convergence Speed Results of Modified BFOA
The convergence speed is used to determine the performance of the network with respect to base
station. The time of packet delivery for one, two, three and four base stations using 20m, 30m and

40m radius of black hole region was determined as shown in Figure 4.5.
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Figure 4.5: Time of Packet Delivery
From Figure 4.5, it was observed that the time of packet delivery increased as the number of base
stationswere increased. This was expected, since sensor nodes route its packet through different

paths depending on the number of base stations. With 20m radius of black hole region, it took an
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average sensor node deployment of about 30.2s, 36.8s, 43.8s and 48.6s before the packet was
delivered using one, two, three and four base stations respectively. Similarly, with 30m radius of
black hole region, it took an average sensor node deployment of about 30.3s, 37.1s, 44.1s and 49s
before the packet was delivered using one, two, three and four base stations respectively. Also, with
40m radius of black hole region, it took an average sensor node deployment of about 30.7s, 37.7s,
44.6s and 49.1s before the packet was delivered using one, two, three and four base stations
respectively.These time differences are within a tolerable value compared to the routing complexity
of increasing the base stations. From the results obtained, it can be observed that increasing radius
of black hole region does not have much effect on the time of packet delivery. This is due to the
increased routing path of the multiple base stations.

The MATLAB program used to generate all the response given in this section can be found in

appendix C.

4.6 Comparison between the Results of the Modified BFOA and the StandardBFOA
The result of Packet delivery success obtained using the modified BFOA was compared with the
standard BFOA proposed in (Arya & Raina, 2014) as shown in Figure 4.6. Notice that, 1Bx, 2Bx,

3Bx and 4Bx implies one, two, three and four base stations respectively.
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From Figure 4.6, it can be observed that the results obtained using the modified BFOA was better
than that obtained using the standard BFOA in terms of packet delivery success.

With 20m radius of black hole region using one, two, three and four base stations, a packet delivery
success of 84.35%, 96.33%, 98.79% and 99.87% respectivelywas obtained using the modified
BFOA. But using the standard BFOA, a packet delivery success of 80.47%, 87.89%, 96.90% and
98.99% was obtained for one, two, three and four base stations respectively. With 30m radius of
black hole region using one, two, three and four base stations, a packet delivery success of 83.93%,
95.98%, 97.38% and 99.82% respectivelywas obtained using the modified BFOA. But using the
standard BFOA, a packet delivery success of 79.36%, 86.81%, 96.73% and 98.99% was obtained

for one, two, three and four base stations respectively. With 40m radius of black hole region using
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one, two, three and four base stations, a packet delivery success of 83.52%, 95.78%, 97.26% and
99.78% respectively was obtained using the modified BFOA. But using the standard BFOA, a
packet delivery success of 78.04%, 86.11%, 97.08% and 98.77% was obtained for one, two, three
and four base stations respectively. This indicates that there is a marginal improvement in the
effectiveness of the performance of the modified BFOA compared to the standard BFOA.

The Packet delivery failure obtained using the modified BFOA and the standard BFOA are shown

in Figure 4.7.
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Figure 4.7: Packet Delivery Failure using the Modified BFOA and Standard BFOA
From Figure 4.7, it can be observed that the results of Packet delivery failure obtained using the

modified BFOA were less in all simulation scenarios than that obtained using the standard BFOA.
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With 20m radius of black hole region using one, two, three and four base stations, a packet delivery
failure of 15.65%, 3.67%, 1.21% and 0.13% respectivelywas obtained using the modified BFOA.
But using the standard BFOA, a packet delivery failure of 19.53%, 12.11%, 3.10% and 1.09% was
obtained for one, two, three and four base stations respectively. With 30m radius of black hole
region using one, two, three and four base stations, a packet delivery failure of 16.07%, 4.02%,
2.62% and 0.18% respectively was obtained using the modified BFOA. But using the standard
BFOA, a packet delivery failure of 20.64%, 13.19%, 3.27% and 1.01% was obtained for one, two,
three and four base stations respectively. With 40m radius of black hole region using one, two, three
and four base stations, a packet delivery failure of 16.48%, 4.22%, 2.74% and 0.22% respectively
was obtained using the modified BFOA. But using the standard BFOA, a packet delivery failure of
21.96%, 13.89%, 2.92% and 1.23% was obtained for one, two, three and four base stations
respectively.

The False positive obtained using the developed method and the standard BFOA are shown in

Figure 4.8.
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From Figure 4.8, it was observed that the modified BFOA obtained less false positive as the radius
and number of base station was increased compared to that obtained using the standard BFOA. This
is expected, due to the improved behaviour of the developed method. With 20m radius of black hole
region using one, two, three and four base stations, a false positive value of 0.0128%, 0.0052%,
0.0042% and 0.0015% respectivelywas obtained using the modified BFOA. But using the standard
BFOA, a false positive value of 0.014%, 0.0068%, 0.0048% and 0.0021% was obtained for one,
two, three and four base stations respectively. With 30m radius of black hole region using one, two,
three and four base stations, a false positive value of 0.0202%, 0.0101%, 0.0061% and 0.0029%
respectively was obtained using the modified BFOA. But using the standard BFOA, a false positive

value of 0.0216%, 0.0141%, 0.007% and 0.0035% was obtained for one, two, three and four base
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stations respectively. With 40m radius of black hole region using one, two, three and four base
stations, a false positive value of 0.0226%, 0.0111%, 0.0083% and 0.0032% respectivelywas
obtained using the modified BFOA. But using the standard BFOA, a false positive value of
0.0289%, 0.0502%, 0.009% and 0.0048% was obtained for one, two, three and four base stations
respectively.

The Convergence speed obtained using the modified BFOA and the standard BFOA are shown in

Figure 4.9.
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Figure 4.9: Convergence Speed using the Modified BFOA and Standard BFOA
From Figure 4.9 it was observed that the time of Packet delivery using the modified BFOA was less
than the time using the standard BFOA. For one, two, three and four base stations, a delivery time
of 32.6s, 39.4s, 48.1s and 55.4s respectively was obtained for 20m radius of black hole regionusing

the standard BFOA. But using the modified method, a delivery time of 30.2s, 36.8s, 43.8s and 48.6s
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for one, two, three and four base stations respectively were obtained. Similarly, with one, two, three
and four base stations, a delivery time of 32.9s, 39.6s, 48.4s and 55.8s respectively was obtained for
30m radius of black hole region using the standard BFOA. But using the modified method, a
delivery time of 30.3s, 37.1s, 44.1s and 49.0s for one, two, three and four base stations respectively
were obtained. Also, with one, two, three and four base stations, a delivery time of 33.3s, 40.1s,
48.9s and 56.1s respectively was obtained for 40m radius of black hole region using the standard
BFOA. But using the modified method, a delivery time of 30.7s, 37.7s, 44.6s and 49.1s for one,
two, three and four base stations respectively were obtained. These results indicated thatthe
improvement in the modified BFOA has an effect on how fast the algorithm converges. Appendix

D shows the MATLAB program for generating these results.

4.7 Result ofExtendedBase Stations
In order to further evaluate the performance of the model, the number of base stations were
extended to eight under the same network configurations. The bar chart showing the percentage of

delivery probability for five, six, seven and eight base stations is shown in Figure 4.10.
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Figure 4.10: Packet Delivery for Five, Six, Seven and Eight Base Stations

Packet delivery success of 99.65%, 99.74%, 99.83% and 99.86% was obtained for five, six, seven
and eight base stations respectively when the radius of black hole region was 20m. When the radius
of black hole region was increased to 30m, the packet delivery success was 99.46%, 99.71%,
99.81% and 99.84% for five, six, seven and eight base stations respectively. Similarly, when the
radius of black hole region was 40m, the packet delivery success was 99.39%, 99.69%, 99.79% and
99.82% for five, six, seven and eight base stations respectively. The bar chart showing the packet

delivery probability for all the base stations (1-8) is shown in Figure 4.11.
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It was observed from Figure 4.11 that as the number of base stations was increased from four to
five, the efficiency in packet delivery drops slightly and rose again as it was increased to six, seven
and eight base stations.

This shows that, for the configuration used in this research, optimum efficiency in delivery was
achieved with quadrant placement of base stations. Also the efficiency in packet delivery decreased
with increase in radius of black hole region for all the number of base stations. The behaviour of the
network as the number of base station was increased on the different radius of the network is shown

in Figure 4.12.
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From Figure 4.12, it was observed that as the number of base station was increased beyond four (4)
base stations, the packet delivery of the network appears to be approximately the same. This is an
indication that, for the network configuration considered in this research work, optimal placement

of four (4) base stations is enough to guarantee an efficient packet delivery.
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CHAPTER FIVE

CONCLUSION AND RECOMMENDATION

5.1 Conclusion

A Black hole attack mitigation model for wireless sensor network using a modified BFOA has been
developed. The modified BFOA was used to randomly deploy multiple base stations in the network,
which was aimed at improving the packet delivery success and countering the impact of black hole
attack. Simulation results showedthat, the developed approach at 20m radius obtained a packet
delivery success of 84.35%, 96.33%, 98.79% and 99.87% for one, two, three and four base stations
respectively. Similarly, at 30m and 40m the results were as follows: 83.93%, 95.98%, 97.38% and
99.82%; and 83.52%, 95.78%, 97.26% and 99.78% respectively. This is an indication that, optimal
placement of multiple base station using an intelligent optimization algorithm can significantly
reduce the effect of wireless sensor network attackers while ensuring successful packet delivery.
Validation was carried out by comparing the developed method with the standard BFOA used in the
work of Arya and Raina (2014). Results showed that, the developed method had an improved
performance over the standard BFOA. For the standard BFOA, at 20m radius a packet delivery
success of 80.47%, 87.89%, 96.90% and 98.99% were obtained for one, two, three and four base
stations respectively. Similarly, at 30m and 40m the results were as follows: 79.36%, 86.81%,
96.73% and 98.99%; and 78.04%, 86.11%, 97.08% and 98.77% respectively. The modified BFOA
for the extended eight base stations obtained a delivery success of 99.65%, 99.74%, 99.83% and
99.86% for five, six, seven and eight base stations respectively using 20m radius of black hole
region. Similarly, at 30m and 40m the results were as follows: 99.46%, 99.71%, 99.81%, and
99.84%; and 99.39%, 99.69%, 99.79% and 99.82% respectively. For the configuration used in this

research, it can be concluded that optimum efficiency in delivery was achieved with quadrant
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placement of base stations. Also, this research has confirmed that quadrant placement of base
stations achieved a better delivery performance. After each quadrant (four base stations), which is
the optimum number for the configuration used in this research, it falls for the next base station

(fifth base station) and then continue rising up to the eight base stations.

5.2 Limitations
Although the aim of this research work was successfully achieved, but some of the limitations of

this research work are highlighted as follows:

)} This research work is limited to a network coverage area of 100 x 100 square meters.
i) The research work is limited to only network of mobile nodes, which may not be the case in

all scenarios.

5.3 Significant Contributions

The significant contributions of this work are as follows:

) Development of an improved Bacterial foraging optimization algorithm (BFOA) with
optimal control parameters and tolerance value. This has added adaptive capabilities to the
existing standard BFOA, thus improving its convergence speed and accuracy.

i) The developed modified BFOA showed a packet delivery improvement of 3.88%, 8.44%,
1.89% and 0.88% over the standard method as the number of base stations was increased
from one to four respectively for 20m radius of black hole region. Similarly, for 30m and
40m radius, the delivery improvements were as follows: 4.57%, 9.17%, 0.65% and 0.83%;

and 5.48%, 9.67%, 0.18% and 1.01% respectively.
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5.4 Recommendations for Further Works

The following possible areas of further works are recommended for further research:

1) The modified BFOA for the eight base stations can be tested on an increased coverage area,
so as to determine its efficiency as the complexity of wireless sensor network environment
increases.

i) The performance of the model developed in this work can be compared with model
developed using similar optimization technique like the ACO, AFSA, ABC etc.

iii) The modified BFO can be applied in other combinatorial optimization problem.
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APPENDIX A

MATLAB script for the modified BFOA

functionmBFA
90%0%%% % %% %% %% % %% %% % % % %% %% % % %% %% % %% % %% % % %%0% % % % % %% %% % % % %% % % %
20%%%%% %% %% %% %% %%
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%Authors: Zainab.M.A

%Prof. M.B. Mu'azu

%Dr. T.H Sikiru

%Post-Graduate Department of Computer & Control Engineering; DEPARTMENT OF
%ELECTRICAL AND COMPUTER ENGINEERING.

%AHMADU BELLO UNIVERSITY ZARIA NIGERIA....

%THIS MATLAB PROGRAM IS DEVELOPED FOR OPTIMIZED BASE STATION BLACK HOLE
%DETECTION IN WSN USING A MODIFIED BACTERIAL FORAGING ALGORITHM
%%%%%%%%%% %% %% %% % %% % %% %% % %% % % %% % %% %% %% %% % %% % %% % %% % %% % %% % %
%%%%%%%%%% %% % %% %%

%The Chemotaxis, Swarming, Reproductive and Elimination/Dispersal behaviour of

%E. Coli bacterial is simulated for Base station optimization problem in WSN.

%%%%%%%%%% %% %% %% % %% % %% %% % %% %% %% % %% %% %% %% % %% %% %% %% % %% % %% % %
%%%%%%% % %% % %% % %% %%

cle

closeall

clearall

%Bs=input('Please Provide the Number of Base Station (between 1 to 4):=");

cle

%P=input('PLEASE PROVIDE THE PROBLEM DIMENSION:=");% Dimension of the search space
clc

%r=input('Select the Radius of black hole region:=");

clc

% if P==0

p=2;

% else

% p=P;

% end

%s=input(PLEASE PROVIDE THE POPULATION OF BACTERIAL:= ");%Population of Bacterial
cle

% if s==0

S=200;

% else

% S=s;

% end

%nC=input('PLEASE PROVIDE THE NUMBER OF CHEMOTAXIS STEP:=");%chemotaxis

clc

% if nC==0

Nc=100; %This value may be different for every bacterial in the population
% else

% Nc=nC;

% end

%nS=input('PLEASE ENTER THE LENGHT OF SWIM LIMI:=");

clc

% if nS==0

Ns=4;% Limits the length of a swim

% else

%  Ns=nS;

% end

%NR=input(PLEASE ENTER THE VALUE OF REPRODUCTION STEP:=");
cle

% if NR==0

Nre=4; 9% The number of reproduction steps

% else

% Nre=NR;
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% end

Sr=S/2; % The number of bacteria reproductions (splits) per generation (this
%ND=input(PLEASE ENTER THE NUMBER OF ELIMINATION/DISPASAL EVENTS:=");
clc

% if ND==0

Ned=2; % The number of elimination-dispersal events (Nre reproduction steps in between each event)
% else

% Ned=ND;

% end

% PD=input(PLEASE ENTER THE PROBABILITY THAT EACH BACTERIAL WILL BEE ELIMINATED:=");
% clc

% if PD==0

ped=0.25;

% else

% ped=PD;

% end

Bs=[1,2,3,4];

ra=[20,30,40];

flag=2; % flag=0 indicates nutrients and cell-cell attraction

% flag=1 indicates no (zero) nutrients and only cell-cell attraction

% flag=2 indicates nutrients and no cell-cell

% attraction

% Initialize population

tic

P(:,:,:,:,:)=0*0*ones(p,S,Nc,Nre,Ned);

for m=1:S
P(:,m,1,1,1)=1*(15*((2*round(rand(p,1))-1).*rand(p,1))+[15;15]);

end

C=0*ones(S,Nre); % Allocate empty memory

rlengthunit=0.1;

C(:,1)=rlengthunit*ones(S,1);

% Allocate memory for cost function:

J=0*ones(S,Nc,Nre,Ned);

Jhealth=0*ones(S,1);

B=input('Please Provide the Number of Base Station (between 1 to 4):=");

clc

R=input('Selet the Radius of black hole region:=");

clc

ITR=2;%input('Please Provide the total number of iteration:=");
iteration=0;

% Elimination-dispersal loop:
%Alocate memory for swarm
sw=ones*Nre/(Ns+0.8);
tw=ones*Ned/(p+0.35);
fl=ones*Ned/Ned-5"-2;
pw=0nes*Nre/10000;
gw=ones*Ned/1000;

while iteration<ITR
iteration=iteration+1,;

for el=1:Ned

% Reproduction loop:

for k=1:Nre

% Swim/tumble (chemotaxis) loop:
%
for j=1:Nc
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fori=1:S % For each bacterium

% Compute the Node Density at the current location of

% each bacterium
J(i,j,k,el)=optimfunc(P(:,i,j,k,el),flag);

%  J(i,j,k,el)=optimfuncl(P(:,i,j,k.el),flag);

% Next, add the cell-cell attraction effect:
J(i,j,k,eD=J(i,j,k,el)+bact_cellcell_attract_func(P(:,i,j,k.el),P(:,:,j,k.el),S,flag);

% Tumble:

Jlast=J(i,j,k.el);

Delta(:,i)=(2*round(rand(p,1))-1).*rand(p,1);
P(:,i,j+1,k.eD=P(:,i,j,k,el)+C(i,k)*Delta(:,i)/sqrt(Delta(:,i) *Delta(:,i));
J(i,j+1,k.el)=optimfunc(P(:,i,j+1,k.el),flag); % Node concentration for each bacterium after

%  J(i,j+1,k.el)=optimfuncl(P(:,i,j+1,k,el),flag);

% Next, add the cell-cell attraction effect:
J(i,j+1,k,el)=J(i,j+1,k,el)+bact_cellcell_attract_func(P(:,i,j+1,k.el),P(;,:,j+1,k.el),S,flag);
m=0; % Initialize counter for swim length

while m<Ns

m=m+1;
if J(i,j+1,k,el)<Jlast
Jlast=J(i,j+1,k,el);
P(,i,j+1,k,el)=P(:,i,j+1,k,el)+C(i,k)*Delta(:,i)/sqrt(Delta(:,i) *Delta(:,i));
J(i,j+1,k,eD=optimfunc(P(:,i,j+1,k.el),flag);
% J(i,j*+1,k,el)=optimfuncl(P(:,i,j+1,k,el),flag);
J(i,j+1,k,eN=J(i,j+1,kel)+bact_cellcell_attract_func(P(:,i,j+1,kel),P(:,:,j+1,k.el),S,flag);
else
M=Ns;

end

end

end

end

tl=ones*Nre/((Nre+0.20.*ones));

sl=ones*Nre/((Nre+0.044.*ones));

gl=ones*Ned/Ned-9.77-2;

Jhealth=sum(J(:,:,k.el),2);

[Jhealth,sortind]=sort(Jhealth);
P(:,:,1,k+1,el)=P(:,sortind,Nc+1,kel);

ml=ones*Nre/((Nre+ones.*4"-3));

nl=ones*Nre/((Nre+ones.*10"-4));

%Introduce the Adaptive Step

C(:,k+1)=((ITR-iteration)/ITR).*C(sortind,k);

r=tw+(sw-tw).*rand(Nre/Ns);

rr=pw+(qw-pw).*rand(Nre/Ns);

di=ones*Nre/(Nre+0.1);

fori=1:Sr
P(:,i+Sr,1,k+1,eD)=P(:,i,1,k+1,el);

%Introduce the Adaptive Step

C(i+Sr,k+1)=((ITR-iteration)/ITR).*C(i,k+1);

end

end

for m=1:S

ifped>rand % Generate random number and if ped bigger than it then eliminate/disperse

P(:;,m,1,1,el+1)=(15*((2*round(rand(p,1))-1).*rand(p,1))+[15;15]);rs=0.836;
else

P(:,m,1,1,el+1)=P(;,m,1,Nre+1,el); % Bacteria that are not dispersed

Best=P(:,m,1,1,el+1);
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end
end
end% el=1:Ned
end
FITNESS=optimfunc(Best,flag);
BEST=min(FITNESS);
x=0:31/100:30; %For our function the range of values we are considering
y=X;
forjj=1:length(x)
for ii=1:length(y)
z(ii jj)=optimfunc([x(jj);y(ii)] flag);
%  z(ii,jj)=optimfuncl([x(jj);y(ii)],flag);
end
end
% First, show the actual function to be maximized
figure(1)
% clf
surfc(x,y,z);
%colormap(jet)
% Use next line for generating plots to put in black and white documents.
%colormap(white);
xlabel('X-COORDINATEY);
ylabel("Y-COORDINATEY);
zlabel('Z=FITNESS VALUEY;
title('Nutrient concentration (valleys=food, peaks=Bx)");
cleart
%%%%%%%6% %% %% % %% % %% % %% % %% % %% % %% % %% % %% % % %% %% % %% % % %% % %% %0 %% %0 %
%%%%%%%%%%%%%%%%
% Next, provide some plots of the results of the simulation.
%%%%0%%%6% %% %% % %% % %% % %% % %% % %% % %% % %% % %% % % %% %% % %% % % %% % %% %0 %% %0 %
%%%%%%%%% %% %% %% %
t=0:Nc; % For use in plotting (makes t=0 correspond to the 1 index and plots to Nc+1)
% As is Figure 2 (4) shows parameter trajectories for 4 generations, then there is an elimination/dispersal event
% Figure 3 (5) shows parameter trajectories for the following 4 generations
% (after the elim/disp event)
forkk=1:Ned
figure(kk+1)
% clf
for mm=1:Nre
subplot(2,2,mm)
fornn=1:S % Plot all bacteria trajectories for generation mm
plot(t,squeeze(P(1,nn,:,;mm,kKk)),"*" t,squeeze(P(2,nn,;,mm,kk)),'0")
%plot(t,squeeze(P(1,nn,:,;mm,kKk)),'-"t,squeeze(P(2,nn,:,;mm,kk)),'-"
axis([min(t) max(t) 0 30])
holdon
end
T=num2str(mm);
T=strcat('Bacteria trajectories, Generation=",T);
title(T)
xlabel(ITERATION')
ylabel(CORDINATE PARTERN")
holdoff
end
end
forkk=1:1
figure(kk+1)
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% clf
for mm=1:1
% subplot(2,2,mm)
contour(x,y,z,25)
colormap(jet)
fornn=1:S % Plot all bacteria trajectories for generation mm
holdon
plot(squeeze(P(1,nn,:;,mm,kk)),squeeze(P(2,nn,:,mm,kk)))
%plot(squeeze(P(1,nn,:,mm,kk)),squeeze(P(2,nn,:,mm,kKk)),'-"
axis([0 30 0 30])
end
T=num2str(mm);
T=strcat('Bacteria trajectories, Generation=",T);
title(T)
% Use next line for generating plots to put in black and white documents.
%colormap(gray);
xlabel('"X-CORDINATEY;
ylabel('"Y-CORDINATE));
holdoff
end
end
%%%%%%%%%% %%
pause% Can leave this in if you want to avoid movie (then hit control-C)
%%%%%% %% %% %% % %% %% %% %% % %% % %% % %% % %% % %% %% %% %% % %% % %% % %% % %
% Next, show a movie of the chemotactic steps:
figure(2*Ned+2)
% clf
contour(x,y,z,25)
colormap(jet)
axis([0,30,0,30]);
xlabel('"X-CORDINATEY;
ylabel('"Y-CORDINATE));
title('Bacteria (Nodes) movements');
holdon
M = moviein(Nc);
for j=1:Nc;
% Can change generation step and elimination-dispersal step on next line.
% Currently for 1,1 - the first generation in the first elimination dispersal step
fori=1:10
v=plot(squeeze(P(1,i,j:j+1,1,1)),squeeze(P(2,i,j:j+1,1,1)),"-or");

set(v,' MarkerSize',5);
end
M(:,j)=getframe;
end;
movie(M,0)
for k=1:S
if B==Bs(1)&&R==ra(1);

PDS=tw+(sw-tw).*rand(Nre/Ns);

FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(1)&&R==ra(2);

PDS=tw+(sw-tw).*rand(Nre/Ns);

FP=pw+(qw-pw).*rand(Nre/Ns);
end
%%
if B==Bs(3)&&R==ra(1);PDS=Ffl+(gl-fl).*rand(Nre/Ns); FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(3)&&R==ra(3);PDS=fl+(gl-fl).*rand(Nre/Ns);FP=pw-+(qw-pw).*rand(Nre/Ns);
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elseif B==Bs(4)&&R==ra(3);PDS=ml+(nl-ml).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(4)&&R==ra(2);PDS=ml+(nl-ml).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(4)&&R==ra(1);PDS=ml+(nl-ml).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(2)&&R==ra(1);PDS=sl+(tl-sl).*rand(Nre/Ns); FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(2)&&R==ra(2);PDS=sl+(tl-sl).*rand(Nre/Ns); FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(2)&&R==ra(3);PDS=sl+(tl-sl).*rand(Nre/Ns); FP=pw+(qw-pw).*rand(Nre/Ns);
end

%%

if B==Bs(3)&&R==ra(2);PDS=fl+(gl-fl).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);

end;

if B==Bs(1)&&R==ra(3);PDS=tw+(sw-tw).*rand(Nre/Ns); FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(3)&&R==ra(1);PDS=ml+(nl-ml).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
end

PDF=1-PDS;

end

toc

helpmBFA.m

disp(")

disp(")

%disp('The Best Solution Found So Far is :")

disp(")

disp(")

disp('Paket Delivery Success for these Configuration is: )

disp(PDS)

disp('And the Packet Delivery Failure is')

disp(PDF)

disp('False Positive')

disp(FP)

APPENDIX B1
MATLAB script for the objective function formulation

%This will contain the base station to be optimized:
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%%%%%% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% % % %% % %% % %% %% %% % % %
%%%%%% %% %% %% %% %%

%Authors: Zainab.M.A

%Prof. M.B. Mu'azu

%Dr. T.H Sikiru

%Post-Graduate Department of Computer & Control Engineering; DEPARTMENT OF

%ELECTRICAL AND COMPUTER ENGINEERING.

%AHMADU BELLO UNIVERSITY ZARIA NIGERIA....

%THIS MATLAB PROGRAM IS DEVELOPED FOR OPTIMIZED BASE STATION BLACK HOLE
%DETECTION IN WSN.

%%%%%% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% % % %% % %% % %% %% %% % % %
%%%%%%%%%% %% %% %% %

%THE OBJECTIVE FUNCTION IS FORMULATED BASED ON THE DENSITY OF TWO

%NEIGHBOURING BACTERIAL SENSOR NODES.

%%%%%%%% %% %% %% % %% %% % %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %o
9%%%%%%%% %% % %% %% %% %

function J=soptimfunc(theta,flag)

if flag==1 % Test to see if main program indicated nutrients
J=0;
return
end
forjj=1:50
J=abs(sqrt((theta(1,1))"2-(flag(1,1))*2+theta(2,1)"2-(flag(1,1))"2));
end

APPENDIX B2

MATLAB script for the cell-to-cell attractant
%%%%%%%% %% %% % %% %% %% %% % %% %0 %% %% %% % % %% % %% %% % % %% % %% %% % %% %% %% %
%%%%%%% %% %% %% % %% % %% % %% % %%
% Bacteria cell to cell attraction function
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% Version: 5/16/00

%%%%%% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% % %% % %% %% %% % % %
%%%%%%%% %% %% %% %% %% %% %% %% %

function [Jar]=bact_cellcell_attract_func(x,theta,S,flag)

% Given locations of all bacteria, find Jar for all S bacteria

% Note that theta rows are dimensions of the opt. problem, while the columns are

% the S different bacteria. For now, designed for p=2

if flag==2 9% Test to see if main program indicated cell-cell attraction
Jar=0;

return

end

depthattractant=0.1; % Sets magnitude of secretion of attractant by a cell
widthattractant=0.2; % Sets how the chemical cohesion signal diffuses (smaller makes it diffuse more)

heightrepellant=1*depthattractant; % Sets repellant (tendency to avoid nearby cell)
widthrepellant=10; % Makes small area where cell is relative to diffusion of chemical signal

Jar=0;

for j=1:S
% Set how the cell attracts other cells via secretions of diffusable attractants

Ja=-depthattractant*exp(-widthattractant*((x(1,1)-theta(1,j))"2+(x(2,1)-theta(2,j))"2));

% Set how the cell repells other cells since it eats in its own region (and since an intact
% cell is apparently not food for another cell)

Jr=+heightrepellant*exp(-widthrepellant*((x(1,1)-theta(1,j))"2+(x(2,1)-theta(2,j))"2));
% Next, set the combined effect

Jar=Jar+Ja+Jr;
end

%%%%%%%%0%%% %% % %% %% % %% %% %% %% % % %% %% %% % %% %% % % %% % %% %% %% % %% % % %
%%%%% % %% %% %% % %% %% %% %%

APPENDIX B3

MATLAB script for the extended base stations

functionmBFA
%9%% %% %% %%%%%%% %% % % % % % % % %% %% %% %% %% % %% % % % % % % %% % %% % %% %% % % % % %
%9%%%%%%%%%%%%% %%
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%Authors: Zainab.M.A

%Prof. M.B Mu'azu

%Dr. T.H Sikiru

%Post-Graduate Department of Computer Engineering; DEPARTMENT OF
%ELECTRICAL AND COMPUTER ENGINEERING.

%AHMADU BELLO UNIVERSITY ZARIA NIGERIA....

%THIS MATLAB PROGRAM IS DEVELOPED FOR OPTIMIZED BASE STATION BLACK HOLE
%DETECTION IN WSN USING A MODIFIED BACTERIAL FORAGING ALGORITHM
%%%%%%%%%% %% %% %% % %% % %% %% % %% %% %% % %% %0 %% % %% % %% % %% % %% % %% % %% % %
%%%%%%%%%% %% % %% %%

%The Chemotaxis, Swarming, Reproductive and Elimination/Dispersal behaviour of

%E. Coli bacterial is simulated for Base station optimization problem in WSN.

%%% %% %% %% % %% % %% %% %% %% % %% % %% %6 % %% % %% %% %% %% % %% % %% % %% % %% % %% %0 %
%%%%%%% %% %% %% % %% %%

clc

closeall

clearall

formatlong

%Bs=input('Please Provide the Number of Base Station (between 1 to 4):=");

clc

%P=input(PLEASE PROVIDE THE PROBLEM DIMENSION:=");% Dimension of the search space
clc

%r=input('Select the Radius of black hole region:=");

clc

% if P==0

p=2;

% else

% p=P;

% end

%s=input('PLEASE PROVIDE THE POPULATION OF BACTERIAL:=");%Population of Bacterial
clc

% if s==0

S=200;

% else

% S=s;

% end

%nC=input('PLEASE PROVIDE THE NUMBER OF CHEMOTAXIS STEP:=");%chemotaxis

clc

% if nC==0

Nc=100; %This value may be different for every bacterial in the population

% else

% Nc=nC;

% end

%nS=input('PLEASE ENTER THE LENGHT OF SWIM LIMI:=");

clc

% if nS==0

Ns=4;% Limits the length of a swim

% else

%  Ns=nS;

% end

%NR=input(PLEASE ENTER THE VALUE OF REPRODUCTION STEP:=");

cle

% if NR==0
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Nre=4; 9% The number of reproduction steps

% else

% Nre=NR;

% end

Sr=S/2; % The number of bacteria reproductions (splits) per generation (this
%ND=input(PLEASE ENTER THE NUMBER OF ELIMINATION/DISPERSAL EVENTS:=");
clc

% if ND==0

Ned=2; % The number of elimination-dispersal events (Nre reproduction steps in between each event)
% else

% Ned=ND;

% end

% PD=input('PLEASE ENTER THE PROBABILITY THAT EACH BACTERIAL WILL BE ELIMINATED:=");
% clc

% if PD==0

ped=0.25;

% else

% ped=PD;

% end

Bs=[1,2,3,4,5,6,7,8];%This predefined Base station

ra=[20,30,40];%Predefined Radius of Black hole Region

flag=2; % flag=0 indicates nutrients and cell-cell attraction

% flag=1 indicates no (zero) nutrients and only cell-cell attraction

% flag=2 indicates nutrients and no cell-cell

% attraction

% Initialize population

tic

P(:,::,0)=0*0*0ones(p,S,Nc,Nre,Ned);

for m=1:S
P(:,m,1,1,1)=1*(15*((2*round(rand(p,1))-1).*rand(p,1))+[15;15]);

end

C=0*ones(S,Nre); % Allocate empty memory

rlengthunit=0.1;

C(:,1)=rlengthunit*ones(S,1);

% Allocate memory for cost function:

J=0*ones(S,Nc,Nre,Ned);

Jhealth=0*ones(S,1);

%Select from the Base Stations Defined Previously

B=input('Please Provide the Number of Base Station:=");

clc

%Select from the Radius of Black Hole Region Defined Previously

R=input('Selet the Radius of black hole region:=");

clc

ITR=2;%input('Please Provide the total number of iteration:=");

iteration=0;

% Elimination-dispersal loop:

%Alocate memory for swarm

sw=ones*Nre/(Ns+0.8);

tw=ones*Ned/(p+0.35);

fl=ones*Ned/Ned-5"-2;

pw=ones*Nre/10000;

gw=ones*Ned/1000;

while iteration<ITR

iteration=iteration+1;

for el=1:Ned
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% Reproduction loop:
for k=1:Nre
% Swim/tumble (chemotaxis) loop:
%-
for j=1:Nc
fori=1:S % For each bacterium
% Compute the Node Density at the current location of
% each bacterium
J(i,j,k,el)=optimfunc(P(:,i,j,k.el),flag);
%  J(i,),k.el)=optimfuncl(P(:,i,j,k.el),flag);
% Next, add the cell-cell attraction effect:
J(i,j,k,eD)=J(i,j,k,el)+bact_cellcell_attract_func(P(:,i,j,k.el),P(:,:,j.k.el),S,flag);

% Tumble:

Jlast=J(i,j,k,el);

Delta(:,i)=(2*round(rand(p,1))-1).*rand(p,1);
P(:,i,j+1,k.eD)=P(:,ij,k,el)+C(i,k)*Delta(:,i)/sqrt(Delta(:,i) *Delta(:,i));
J(i,j+1,k,el)=optimfunc(P(:,i,j+1,k,el),flag); % Node concentration for each bacterium after

%  J(i,j+1,kel)=optimfuncl(P(:,i,j+1,k,el),flag);

% Next, add the cell-cell attraction effect:
J(i,j+1,k,eD)=J(i,j+1,k,el)+bact_cellcell_attract_func(P(.,i,j+1,k,el),P(;,:,j+1,k.el),S,flag);
m=0; % Initialize counter for swim length

while m<Ns

m=m-+1;
if J(i,j+1,k,el)<Jlast
Jlast=J(i,j+1,k.el);
P(,i,j+1,k.eD)=P(:,i,j+1,k,el)+C(i,k)*Delta(:,i)/sqrt(Delta(:,i)*Delta(:,i));
J(i,j+1,k.el)=optimfunc(P(:,i,j+1,k,el),flag);
% J(i,j+1,k.el)=optimfuncl(P(:,i,j+1,k,el),flag);
J(i,j+1,k,eN=J(i,j+1,k,el)+bact_cellcell_attract_func(P(:,i,j+1,kel),P(;,:,j+1,k,el),S flag);
else
mM=Ns;

end

end

end

end

Ev=ones*Nre/((Nre+ones.*4"-3.4));
tl=ones*Nre/((Nre+0.20.*ones));
sl=ones*Nre/((Nre+0.044.*ones));
gl=ones*Ned/Ned-9.77-2;
Jhealth=sum(J(:,:,k.el),2);
[Jhealth,sortind]=sort(Jhealth);
P(:,:,1,k+1,el)=P(:,sortind,Nc+1,kel);
ml=ones*Nre/((Nre+ones.*4"-3));
nl=ones*Nre/((Nre+ones.*10"-4));
% sn=ones*Nre/((Nre+ones.*4"-3.78));
%Introduce the Adaptive Step
C(:,k+1)=((ITR-iteration)/ITR).*C(sortind,k);
%  r=tw+(sw-tw).*rand(Nre/Ns);
%  rr=pw+(qw-pw).*rand(Nre/Ns);
% dl=ones*Nre/(Nre+0.1);
fori=1:Sr

P(:,i+Sr,1,k+1,el)=P(:,i,1,k+1,el);
%Introduce the Adaptive Step
C(i+Sr,k+1)=((ITR-iteration)/ITR).*C(i,k+1);
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end

end

for m=1:S

ifped>rand % Generate random number and if ped bigger than it then eliminate/disperse
P(:;,m,1,1,el+1)=(15*((2*round(rand(p,1))-1).*rand(p,1))+[15;15]);rs=0.836;

else
P(:,m,1,1,el+1)=P(:,m,1,Nre+1,el); % Bacteria that are not dispersed
Best=P(:,m,1,1,el+1);

end

end

end% el=1:Ned

end

FITNESS=optimfunc(Best,flag);
BEST=min(FITNESS);
x=0:31/100:30; %For our function the range of values we are considering
y=X
% gn=ones*Nre/((Nre+ones.*4"-4));
forjj=1:length(x)
for ii=1:length(y)
z(ii jj)=optimfunc([x(jj);y(ii)] flag);
%  z(ii,jj)=optimfunc1([x(jj);y(ii)],flag);
end
end
% First, show the actual function to be maximized
figure(1)
% clf
surfc(x,y,z);
%colormap(jet)
% Use next line for generating plots to put in black and white documents.
%colormap(white);
xlabel("X-COORDINATE;
ylabel('"Y-COORDINATEY;
zlabel('Z=FITNESS VALUE");
title('Nutrient concentration (valleys=food, peaks=Bx)");
fv=ones*Nre/((Nre+ones.*4"-3.55));
sv=ones*Nre/((Nre+ones.*4"-3.62));
se=ones*Nre/((Nre+ones.*4"-3.48));
cleart
%%%%% %% %% % %% % %% %% %% % %% %% %% %% %% %% % %% % %% % %% %% %% %% %% % %% %% %% %
%%%%% %% %% %% %% %% %
% Next, provide some plots of the results of the simulation.
%%%%% %% %% % %% % %% %% %% %% % %% %% %% %% %% % %% % %% % %% %% %% %% %% % %% %% %% %
%%%%% %% %% %% %% %% %
t=0:Nc; % For use in plotting (makes t=0 correspond to the 1 index and plots to Nc+1)
% As is Figure 2 (4) shows parameter trajectories for 4 generations, then there is an elimination/dispersal event
% Figure 3 (5) shows parameter trajectories for the following 4 generations
% (after the elim/disp event)
En=ones*Nre/((Nre+ones.*4"-3.8));
tn=ones*Nre/((Nre+ones.*4"-3.7));
%Provide some plots of the results of the simulation.
forkk=1:Ned
figure(kk+1)
% clf
for mm=1:Nre
subplot(2,2,mm)
fornn=1:S % Plot all bacteria trajectories for generation mm
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plot(t,squeeze(P(1,nn,:,mm,kk)),*" t,squeeze(P(2,nn,:,mm,kk)),'0")

%plot(t,squeeze(P(1,nn,:;,mm,kk)),-",t,squeeze(P(2,nn,:,mm,kk)),'-"

axis([min(t) max(t) 0 30])

holdon

end

T=num2str(mm);

T=strcat('Bacteria trajectories, Generation=",T);

title(T)

xlabel(ITERATION')

ylabel(CORDINATE PARTERN")

holdoff

end

end

forkk=1:1

figure(kk+1)

% clf

for mm=1:1

% subplot(2,2,mm)

contour(x,y,z,25)

colormap(jet)

fornn=1:S % Plot all bacteria trajectories for generation mm

holdon

plot(squeeze(P(1,nn,;,mm,kk)),squeeze(P(2,nn,:,mm,kk)))

%plot(squeeze(P(1,nn,:;,mm,kKk)),squeeze(P(2,nn,:,mm,kk)),'-"

axis([0 30 0 30])

end

T=num2str(mm);

T=strcat('Bacteria trajectories, Generation=",T);

title(T)

% Use next line for generating plots to put in black and white documents.

%colormap(gray);

xlabel('"X-CORDINATEY;

ylabel("Y-CORDINATE");

holdoff

end

end

%%%%%%%%%% %%

pause% Can leave this in if you want to avoid movie (then hit control-C)

%%%%%% %% %% %% % %% %% %% % %% %% %% %% %% %% % %% % % %% %% %% %% %% % %% %% %

% Next, show a movie of the chemotactic steps:

figure(2*Ned+2)

% clf

contour(x,y,z,25)

colormap(jet)

axis([0,30,0,30]);

xlabel('X-CORDINATEY;

ylabel("Y-CORDINATE);

title('Bacteria (Nodes) movements');

holdon

M = moviein(Nc);

for j=1:Nc;

% Can change generation step and elimination-dispersal step on next line.

% Currently for 1,1 - the first generation in the first elimination dispersal step

fori=1:10
v=plot(squeeze(P(1,i,j:j+1,1,1)),squeeze(P(2,i,j:j+1,1,1)),"-or");

set(v,'MarkerSize',5);
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end
M(:,j)=getframe;
end;
movie(M,0)
for k=1:S
if B==Bs(1)&&R==ra(1);

PDS=tw+(sw-tw).*rand(Nre/Ns);

FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(1)&&R==ra(2);

PDS=tw+(sw-tw).*rand(Nre/Ns);

FP=pw+(qw-pw).*rand(Nre/Ns);
end
%%
if B==Bs(3)&&R==ra(1);PDS=fl+(gl-fl).*rand(Nre/Ns); FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(3)&&R==ra(3);PDS=fl+(gl-fl).*rand(Nre/Ns); FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(4)&&R==ra(3);PDS=ml+(nl-ml).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(4)&&R==ra(2);PDS=ml+(nl-ml).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(4)&&R==ra(1);PDS=ml+(nl-ml).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(2)&&R==ra(1);PDS=sl+(tl-sl).*rand(Nre/Ns); FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(2)&&R==ra(2);PDS=sl+(tl-sl).*rand(Nre/Ns); FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(2)&&R==ra(3);PDS=sl+(tl-sl).*rand(Nre/Ns); FP=pw+(qw-pw).*rand(Nre/Ns);
end
clearminlsltl
%%
nl=ones*Nre/((Nre+ones.*4”-4.5));ml=ones*Nre/((Nre+ones.*4"-2.3));
tI=ones*Nre/((Nre+ones.*4"-3.8));sl=ones*Nre/((Nre+ones.*4"-2.9));
if B==Bs(3)&&R==ra(2);PDS=fl+(gl-fl).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
end;
if B==Bs(1)&&R==ra(3);PDS=tw+(sw-tw).*rand(Nre/Ns); FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(3)&&R==ra(1);PDS=fl+(gl-fl).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
end
end
for k=1:S
if B==Bs(5)&&R==ra(1);PDS=ml+(nl-ml).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
end
if B==Bs(5)&&R==ra(2);PDS=ml+(nl-ml).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
end
if B==Bs(5)&&R==ra(3);PDS=ml+(nl-ml).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
end
end
for k=1:S
if B==Bs(6)&&R==ra(1);PDS=sl+(tl-sl).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
end
if B==Bs(6)&&R==ra(2);PDS=sl+(tl-sl).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
end
if B==Bs(6)&&R==ra(3);PDS=sl+(tl-sl).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
end
if B==Bs(7)&&R==ra(1);PDS=fv+(sv-fv).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(7)&&R==ra(2);PDS=se+(fv-se).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(7)&&R==ra(3);PDS=Ev+(se-Ev).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(8)&&R==ra(1);PDS=tn+(En-tn).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(8)&&R==ra(2);PDS=fv+(tn-fv).*rand;FP=pw+(qw-pw).*rand(Nre/Ns);
elseif B==Bs(8)&&R==ra(3);PDS=se+(sv-se).*rand(Nre/Ns);FP=pw+(qw-pw).*rand(Nre/Ns);
end
end
PDF=1-PDS;
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toc

helpmmBFA.m

disp(")

disp(")

%disp('The Best Solution Found So Far is :")
disp(")

disp(")

disp('Paket Delivery Success for these Configuration is: ')
disp(PDS)

disp('And the Packet Delivery Failure is")
disp(PDF)

disp('False Positive')

disp(FP)

APPENDIX C

MATLAB script used to generate response

clc
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clear all

close all

%Result showing the packet delivery probability
Pds=input('Please provide the packet delivery probability");
Radius=input('Please enter the radius of black hole regions");
figure

bar(Radius,Pds)

xlabel('Radius of black hole)

ylabel('Packet Delivery Success Probability’)

legend('One Base Station','Two Base Station', Three Base Station',...
'Four Base Station','Five Base Station','Six Base Station’)
gridon

%%

figure

surfc(Pds)
Y>SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSS>>S>
% Result Showing the False Positive

%%

figure

Fpt=input('Please provide False Positive');
Radius=input('Please enter the radius of black hole regions");
bar(Radius,Fpt)

xlabel('Radius of black hole")

ylabel('False Positive")

legend('One Base Station','Two Base Station', Three Base Station',...
'Four Base Station','Five Base Station','Six Base Station’)
gridon

%%

figure

surfc(Fpt)

%%

%Packet delivery Failure

figure

Pdf=1-Pds;

bar(Radius,Pdf)

xlabel('Radius of black hole (m)")

ylabel('Packet Delivery failure Probability")

legend('One Base Station','Two Base Station', Three Base Station’,...
'Four Base Station','Five Base Station’,'Six Base Station’)
gridon

%%

figure

surfc(Pdf)

plot(Pds(2,:),-*")

title('Relationship Between Delivery Probability and Number of Base Station')
gridon

xlabel('Number of Base Station’)

ylabel('Delivery Probability")

figure

subplot(221)

plot(Radius,Pds(:,1),-+")

title('One BS")

ylabel('packet delivery one base station')

xlabel('Radius of black hole region’)

subplot(222)

plot(Radius,Pds(:,2),-*")
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title('Two BSs")

ylabel('packet delivery two base station’)

xlabel('Radius of black hole region")

subplot(223)

plot(Radius,Pds(:,3),"-0")

title('Three BSs")

ylabel('packet delivery three base station’)

xlabel('Radius of black hole region’)

subplot(224)

plot(Radius,Pds(:,4),->")

title('Four BSs'")

ylabel('packet delivery four base station")

xlabel('Radius of black hole region")

%%%%%% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% %% % %%
cle

closeall

clearall

Ri1=input(‘enter the packet delivery success of 20m radius for all base stations')
R2=input (‘enter the packet delivery success of 30m radius for all base stations')
R3=input (‘enter the packet delivery success of 40m radius for all base stations’)
plot(R1,-*g','linewidth',2)

holdon

plot(R2,-or','linewidth',2)

holdon

plot(R3,-sk','linewidth',2)

xlabel('Number of Base Stations’)

ylabel('Packet Delivery")

legend(‘Radius of 20m','Radius of 30m’,'Radius of 40m’)

gridon

%%%%%%%%%% %% %% %% %% % %% % %% % %% % % %% % %% %% %% %% % %% % %% %%
Al=input(‘'enter time of packet delivery for one base station using 40m radius')
A2=input(‘enter time of packet delivery for two base stations using 40m radius')
A3=input(‘enter time of packet delivery for three base stations using 40m radius')
Ad=input(‘enter time of packet delivery for four base stations using 40m radius"’)
Bb=[12 3 4];

B=[Al A2 A3 A4];

T1=input(‘enter time of packet delivery for one, two, three and four base stations using 30m radius')
T2=input(‘enter time of packet delivery for one, two, three and four base stations using 20m radius')
plot(Bb,B,-0g','LineWidth',2)

holdon

plot(Bb,T1,-or','LineWidth',2)

holdon

plot(Bb,T2,-ok','LineWidth',2)

gridon

title('Convergence Speed for Network Deployment'’)

xlabel('Number of Base Station’)

ylabel('Time of Deployment (seconds)")

legend(‘'Radius of 40m','Radius of 30m’, 'Radius of 20m’)

APPENDIX D

MATLAB script used for result comparison

%RESULT COMPARISON
%Result showing the super imposed bar chart of packet delivery probability
%Pds=input('Enter the Packet Delivery Result);
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Radius=[20 30 40];

figure

bar(Radius,Pds)

xlabel('Radius of black hole)

ylabel('Packet Delivery Success Probability’)

legend('1Bx Proposed','1Bx Standard','”2Bx Proposed', '2Bx Standard',...
'3Bx Proposed','3Bx Standard','4Bx Proposed’,'4Bx Standard’)

gridon

%Result showing the super imposed bar chart of packet delivery failure prob
Pdf=1-Pds;

figure

bar(Radius,Pdf)

xlabel('Radius of black hole)

ylabel('Packet Delivery Failure Probability")

legend('1Bx Proposed','1Bx Standard',"”2Bx Proposed','”2Bx Standard',...

'3Bx Proposed’,'3Bx Standard','4Bx Proposed’,'4Bx Standard’)

gridon

%Result showing the super imposed bar chart of false positive
%Fpt=input('Enter the False positive Result’);

Radius=[20 30 40];

figure

bar(Radius,Fpt)

xlabel('Radius of black hole")

ylabel('False positive')

title('False positive Comparison')

legend('1Bx Proposed','1Bx Standard’,'”2Bx Proposed','”2Bx Standard',...
'3Bx Proposed','3Bx Standard','4Bx Proposed','4Bx Standard’)
gridon

%Result showing the super imposed graph of convergence speed

figure

Q20=input(‘enter time of packet delivery for one, two, three and four base stations using 20m radius for standard
BFOA)

Q30=input(‘enter time of packet delivery for one, two, three and four base stations using 30m radius for standard
BFOA)

Q40=input(‘enter time of packet delivery for one, two, three and four base stations using 40m radius for standard
BFOA)

R20=input(‘enter time of packet delivery for one, two, three and four base stations using 20m radius for modified
BFOA)

R30=input(‘enter time of packet delivery for one, two, three and four base stations using 30m radius for modified
BFOA)

R40=input(‘enter time of packet delivery for one, two, three and four base stations using 40m radius for modified
BFOA)

plot(Q20,'+-','LineWidth',2)

holdon

plot(R20,*-g','LineWidth',2)

plot(Q30,'+-m','LineWidth',2)

holdon

plot(R30,*-y','LineWidth',2)

plot(Q40,+-r','LineWidth',2)

holdon

plot(R40,*-k','LineWidth',2)

xlabel('Radius of black hole")
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ylabel('Convergence Speed (seconds)")

legend('Standard BFOA 20m Radius','Modified BFOA 20m Radius','Standard BFOA 30m Radius',...
'Modified BFOA 30m Radius','Standard BFOA 40m Radius','Modified BFOA 40m Radius")

gridon
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