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Abstract 

Cybercrime denotes criminal acts that are being committed through the use of computers, mobile devices 

and the Internet. In the recent time, there is high prevalence of cybercrimes in various organisations both 

public and private such as banking sectors, security organisation, insurance companies as well as higher 

institution of learning (universities). Universities have become one of the victims of cybercrime globally 

where many universities have in one way or the other suffered network breaches and data loss because of 

the failure of security protocols. This study investigates the causes and types of cybercrimes experienced 

in Ahmadu Bello University’s Network, in order to provide necessary measure to prevent further 

occurrence. The study adopted qualitative case study research design, using interview as an instrument 

for data collection. The population of the study consists of 123 staff of the Institute of Computing, 

Information and Communication technology (ICICT) where 15 staffs were sampled using purposive 

sampling technique. While the data collected was analyzed thematically. The findings of the study 

indicated that social engineering, denial of service attacks, website defacement were among the types of 

cybercrimes occurring on the university network. It is therefore recommended that use of firewall, 

antivirus, mikrotik servers, and demilitarized zone among others. This when put in place will go a long 

way in curbing the menace of cybercrimes in universities in Nigeria and beyond.  

 

Keywords: Advanced Persistent Threat, Computer Information System Company, Computerized 

Information System 

 

1. Introduction 

The advancement in Information and Communication Technology (ICT) and the Internet has brought a lot 

of transformation in every sphere of our everyday life. The Internet as described by Zittrain (2006), is a 

global computer network that provides a variety of communication facilities using standard 

communication protocols. The Internet has become a very effective tool for all forms of business 

transactions in every organization. Its usage now spans the globe as organizations around the world are 

increasingly depending on it for the facilitation of their business transactions. The use of Internet in 

today’s businesses makes it possible to obtain information, exploit new ideas and even facilitate business 

alliances across the globe using different form of technologies. The technologies are now being rapidly 

integrated into various departments of universities. However, the rapid integration of technology also 

comes with its own challenges. One of the challenges being faced by universities is the perpetuation of 



 International Journal of Information Processing and Communication (IJIPC) Vol. 7 No. 2 [December, 2019], pp. 83-99 
Online: ISSN 2645-2960; Print ISSN: 2141-3959 

 

84 
 

cybercrime activities by cybercriminals. Halder and Jaishankar (2011) described cybercrime as offences 

that are committed against individuals, property, or government, with the  motive to cause  physical or 

mental harm or even cause reputational damage, either directly or indirectly, using modern technologies 

that comes with the Internet and telecommunication devices. According to Kenya – based IT and business 

advisory firm Serianu, ―cybercrimes cost African economies $3.5 billion in 2017. In that year, annual 

losses to cybercrimes were estimated for Nigeria at $649 million, and Kenya at $210 million. Likewise, 

according to the South African Banking Risk Information Centre (SABRIC) South Africa loses $157 

million annually to cyberattacks‖ (Kshetri, 2019 p. 1). According to Omodunbi, Odiase, Olaniyan and 

Esan (2016) the alarming growth of the internet and its wide acceptance has led to increase in security 

threats. In Nigeria today, several internet assisted crimes known as cybercrimes are committed daily in 

various forms such as fraudulent electronic mails, pornography, identity theft, hacking, cyber harassment, 

spamming, Automated Teller Machine spoofing, piracy and phishing.  

Cybercrime has become a major concern for every organisation nowadays; however, more recently there 

has been a high increase in the number of cyber attacks on institutions of higher learning Also, about 

seventy percent (70%) of Universities in UK became victims to phishing attacks. In the same vein, The 

University of Manchester reported an email phishing scam targeting international students where many 

students received a fake invoice via email requesting mandatory payment for services for their arrival in 

Manchester (Strawbridge, 2019). According to a news report by NBCNews (2013), a student at the 

University of Nebraska, United States, hacked into the University’s database and compromised the 

records of about 650,000 current and old students. Another security breach occurred at the University of 

Pittsburg (PTT) in 2013, where hackers compromised PTT’s server and obtained private information of 

students and staff. The hackers then threatened to release the information publicly unless the university 

apologised for the lack of security on the server (NBCNews, 2013). Recently, according to Strawbridge 

(2019) Lancaster University experienced a sophisticated cyber attack where data from undergraduate 

applicants for 2019 and 2020 was retrieved and student record systems were also breached in the attack. 

Looking at the traction of cybercrimes in academic institutions, Ahmadu Bello University, Zaria is not an 

exception. Therefore, this study is aimed at investigating the causes and types of cybercrimes experience 

in the Ahmadu Bello University Network. The main objective of this paper is to identify the causes and 

the different types of cybercrime and how they are perpetuated on Ahmadu Bello University, Network. 

2. Literature Review 
 

2.1 The Concept of Cybercrime 

 

Cybercrime is a form of criminal activity that involves the use of a virtual medium such as the Internet. It 

also involves illegal access to computer data via the Internet (Goldsmith and Wu, 2006). It is one of the 

prevalent, challenging and intricate problem in cyberspace (Poonia et al., 2013). For example, Millet 

(2015) reported an instance in Poland where hackers targeted airline travelers and successfully grounded 

around 1,400 passengers. Similarly, the United Kingdom (UK) security intelligence’s database was 

reported to have been hacked into, and this resulted in compromising the confidentiality of e-mails and 

personnel information of security personnel (Shimomura and Markoff, 1995). United Nations Office of 

Drugs and Crime (2013), stated that private sector enterprises in Europe reported serious cybercrime 

threats while performing online transactions. In the same study, it was further indicated that 16% of 

cybercrimes were due to intrusion, phishing or e-mail spamming. Some of these problems could threaten 

nation’s security, universities’ infrastructure or individual’s computer systems, and even communication 

devices in organizations. As Akogwu, (2012) pointed out that such crimes may threaten nation’s security 

and financial wellbeing.  
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2.2 Types of Cybercrimes and Factors Contributing to Its Increase 

In recent years computer crime and how to tackle it has become a great issue of concern. Nowadays in 

Nigeria, cybercrime has become one of the means for pilfering money and business espionage. According 

to Check Point, (a global network cyber security vendor), as of 2016, Nigeria occupied 16th position in 

cyber-attacks vulnerability countries in Africa (Ewepu, 2016). Nigerians both at home and abroad are 

known to be rampant perpetuators of cybercrimes (Omodunbi, Odiase, Olaniyan, and Esan, 2016). 

Unsurprisingly, the increasing use of the Internet creates new opportunities for cybercriminals. The 

cyberspace being virtual, that is, where transaction could be made without physical contact, has created 

new phenomena that are notably distinct from the (mere) existence of computer systems, but also provide 

opportunities for crime and criminals. Persons may, for example, commit crimes on the Internet that they 

would not otherwise committed in physical space due to their status and position. As supported by 

Jaishankar (2011) who stressed that, identity flexibility, dissociative anonymity and lack of deterrence 

may serve as contributing factors and may provide opportunities for criminal behaviour in cyberspace.  

Looking at the types of cybercrimes mostly experienced in organisations and organizational institutions, 

Ribadu (2007) stated that the prominent forms of cyber crime in Nigeria are cloning of websites, false 

representations, internet purchase and other ecommerce kinds of fraud. Olugbodi (2010), states that the 

most prevalent forms of cyber crime are website cloning, financial fraud, identity theft, credit card theft, 

cyber theft, cyber harassment, fraudulent electronic mails, cyber laundering and virus/ worms/ Trojans. 

Cybercrime at universities is a challenging area for information technology (IT) professionals (Carolina, 

2014). Students’ passwords, credit card details, grades as well as alumni information can be obtained by 

hackers (Carolina, 2014). 

Several scholars have expressed their views concerning causes of cybercrimes for instance, Nadiah (2014) 

observed that, like many crimes committed physically where money is a major motivator, likewise 

cybercrimes. According to Amit and Schoemaker (2012), the high level of unemployment , urbanization 

and massive movement of people from rural settlement to cities are contributing that leads to the increase 

of cybercrime-related activities. To buttress this further, Ionescu (2012), lamented that, cybercrimes are 

associated with high rate of unemployment, harsh economic conditions, and poor educational system. 

Levy and Lemeshow (2013), indicated that, the factors contributing to the increase in cybercrime 

includes: economic factor (get rich quick syndrome), urbanisation, difficulty in tracing cybercriminals, 

loose laws in some countries (e.g. Nigeria) and negligence of some IT staff. Kahoka (2015), observed that 

the negligence of some IT staff in organisations also contributes to the increase in cybercriminal-related 

activities. The negligence may be in form of revealing passwords that is meant to be confidential to 

friends, using sensitive data in a public place and even storing data without protecting it. Cybercriminals 

can take advantage of such negligence and use it to obtain, manipulate and forge information. The 

negligence is very closely connected with human conduct (Kahoka, 2015). In another related study, The 

perception of low risk and very high financial reward is also prompting many cybercriminals to engage in 

phishing, identity theft and fraudulent money request attacks (Castell, 2013).  
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3. Theoretical Framework 

Routine Activity Theory (RAT) was adopted for this study. The theory indicates that Crime occurs when 

there is an intersection in time and space of a an attractive target, motivated offender, and a lack of 

capable guardianship (Felson & Cohen, 1979). For the purpose of this study attractive target connotes the 

study area (Ahmadu Bello University) and motivated offender (the intentional or unintentional 

cybercrimes). It is assumed that offenders (cybercriminals) on the Internet may commit a crime by luring 

their victims into their snare. RAT posits that in order for a cybercrime to take place there is the need to 

have an offender with criminal inclinations and the ability to carry out the crime. Lastly, a capable 

guardian: this can be any security mechanisms that could intervene and prevent cybercrime from 

occurring. Based on the aforementioned theoretical construct, the current weakness or strength of security 

protocols will have direct bearing on the prevention of the different type of cybercrimes on the University 

network. However, even with the presence of the capable guardian in the form of the systems 

administrator and the security protocols, Ahmadu Bello University still experiences cybercrimes. In a 

university, web and database servers can equally be affected if security protocols are not properly 

implemented and well managed. Therefore, it is in the interest of the University to improve its security 

protocols to regain the confidence of its end users. This section stands on the premise that the more 

effective the guardian, the more difficult it becomes for cybercriminals to infiltrate a Network. 

Conversely, guardians’ weaknesses are vulnerabilities that can be exploited. 

4. Methodology 

In this study, a qualitative research method was employed, which allows the researcher to collect data 

through semi-structure interview, and document analysis. An exploratory research design was used in this 

study in order to provide the needed insight and to understand the types of cybercrime experienced at 

Ahmadu Bello University. The study site is Ahmadu Bello University, Zaria; it is one of the largest 

academic institutions in sub-Sahara Africa, situated in the city of Zaria. Currently, the university covers a 

land of 7,000 hectares and has 2 campuses, 16 faculties, 99 departments and 16 research institute. The 

University has a data center hosting about 150 different servers and several databases that contains 

different confidential information of both students and staff. 

For consistency, coordination and reliability, the researcher considered (in this study) the staff of the six 

different units under the Institute of Computing and Information Communication Technology at Ahmadu 

Bello University as the target population. These units and their population are i. Information Technology 

Academy (ITA) 14, Management Information System (MIS) 19, Computing and Academic Support 

Services (CASS) 35, Research and Development (R&D), 10, Software Development Unit (SDU) 22 and 

Network Infrastructure and Security (NIS) 23. The overall population of this study is one hundred and 

twenty three (123).  

4.1 Sample 

At the time of the study, the total population of is 123 staff members of the ICICT Directorate. Therefore, 

a total of 15 participants were purposely selected as sample of the study, this is base on their expertise. 

The selected participants from the different units were experts in areas of network management, 

vulnerability assessments, penetration testing, IT management and cyber threat analysis. The data 

collected was analysed thematically in which the researcher identify, and interpret patterns from the data 

collected. 
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4.2 Instrument for Data Collection and Analysis Procedure 

The instruments used for data collection were semi-structured interview and documentary sources. These 

sources (interviews and case files) are forms of qualitative research instrument that are often employed to 

obtain participants’ perceptions, ideas and attitudes towards a particular phenomenon under study (Stuart 

& Headlam, 2008). Interviews, which could be conducted on a one-on-one basis, are generally used to 

support and extend an investigator’s knowledge on the thoughts and attitudes of the phenomena under 

study (Woods, 2011).  

The process of data analysis involves the collecting, synthesizing, reporting the exact views of the 

participants on the phenomenon under investigation. In this study, thematic Analysis was used to analyze 

data, because it enabled the researcher to identify, analyze and interpret patterns from the data collected 

from the participants.  

5. Results and Discussion 

In order to ascertain the types of cybercrimes and their corresponding effects on Ahmadu Bello 

University’s Network, the study provides summary of the findings as presented in Table 1. 

Table 1: Types of Cybercrimes and their corresponding effects on Ahmadu Bello University’s 

Network 

 
Type Findings based on participants responses Effects 

Social Engineering 

Attacks 

The common types of social engineering attack 

affecting Ahmadu Bello University Network are 

phishing attack, shoulder surfing, and password 

sniffing. Cybercriminals have at some point used 

social engineering techniques to enhance 

Advanced Persistent Threat (APT) attacks in 

order to cause damage to the university network 

and steal valuable data or reach a particular 

target. Most cybercriminals employ social 

engineering technique at the initial stage of an 

attack, and they use the information obtained 

through this means to create an opening for 

executing more sophisticated forms of 

cybercrimes. Cybercriminals use social 

engineering to attack university students, staff 

and network.  

The effect off social engineering on university 

network is identity theft. Identity theft also 

known as identity fraud is one of the major 

effects of cybercrime. It involves the 

cybercriminals obtaining key pieces of 

personally identifiable information of their 

victims, such as Social Security Number (SSN) 

or credit card number in order to impersonate 

them. 

Denial-of-Service 

(DoS) Attacks 

Cybercriminal adopt DoS attacks mainly so as to 

make the university network resources 

unavailable to staff and students. 

One of the effect of DoS is through the 

disruption of Internet access or through the 

illegal utilization of Internet resources. DoS 

also affect the entire activities and services on 

the university network. 

Malware Malware (known as malicious software) is any 

program or file that is harmful to a computer 

and/or computer network. Malware includes 

computer viruses, ransomware, worms, Trojan 

Led to the close-down of thee-mail server for 

many months, with lecturers not able to read 

their mails. The effect of malware leads to 

damages to organizational information systems, 
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horses and spyware. These malicious programs 

can perform a variety of functions, 

including stealing, encrypting or deleting 

sensitive data, altering or hijacking core 

computing functions and monitoring users' 

computer activity without their permission. 

and loss of trust by Internet users. 

Pharming Attacks A participant opined that pharming is common 

crime during Admission period at Ahmadu Bello 

University. Targets are directed to webpages 

controlled by the cybercriminals and are asked to 

pay money to be given admission into the 

University. 

The victim’s computer displays an error 

message and recommends that the user shut off 

their firewall and antivirus software. Without 

the firewall the victim’s computer becomes 

vulnerable. Intellectual property, alumni 

databases and even a database of car parking 

permits containing details of vehicle owners 

would present great values to cybercriminals, 

where such information if accessed by 

criminals can be used to impersonate victims. 

Website Defacement 

Attacks 

Website defacement is an attack that changes the 

visual 

appearance of the site or a webpage. These are 

typically the work of cybercriminals, who break 

into a web server and replace the hosted website 

with one of their own. A participant explained 

that the new content on the website attracts the 

attention of the victims with the intention to 

motivate and lure victim into supplying the 

necessary information that could be used against 

them. 

The effect of website defacement is wasted 

financial sources, time, and effort spent by IT 

personnel in trying to fix problems rather than 

focusing on the core competencies of the 

university. Another effect is reputational 

damage is in the of where student records are 

compromised by a security breach, the 

university’s reputation can seriously be 

damaged. Students whose personal information 

are intercepted or accessed by cybercriminals 

may not trust the university’s information 

management structure and system anymore, 

hence tarnishing the University’s public image. 

 

6.2 Phishing attacks: Majority of the participants identified phishing attacks to be one of the most 

common types of cybercrime affecting the University. According to Kaspersky (2013), phishing is a 

malicious attack that involves the creation of false website by a cybercriminal before proceeding to using 

various social engineering techniques to attract targets to the website. Popper (2013) further explained 

that, it is when a malicious party sends a fraudulent email disguised to look like a legitimate email, often 

purporting to be from a trusted source. The message in such email is meant to trick the recipient into 

sharing personal or financial information or clicking on a link that installs malware on the user’s device 

(Rouse, 2010). A phishing attack can be seen as a success once a target clicks on the fake link that 

redirects the target to the false website (Symantec Corporation, 2014). An investigation by Junxiao and 

Sara (2012) pin pointed the fact that most educational institutions’ information systems and some social 

media websites are the most targeted by phishing campaigns. 

A study by Chen et al. (2011) reported that 89% of cybercrime offences in universities are committed 

through phishing attacks. Similarly, respondents in this study also identified phishing as a prevalent 

cybercrime affecting Ahmadu Bello University. It was explained by one of the respondents that 

educational institutions are targeted by cybercriminals because of the valuable information maintained by 
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the institutions. This is similar to a study by Pratt et al. (2010) where they reported that phishing attack is 

on the rise and it is increasingly affecting many organisations and educational institutions alike. Some of 

the information targeted at educational institutions includes intellectual property and databases that 

contain the information of employees and students that can be used for identity theft and fraud. 

 

6.3 Shoulder Surfing: Shoulder surfing was identified by participants as a type of social engineering 

technique that is affecting the university network. Shoulder surfing involves the use of less technology. 

According to Wiedenbeck et al. (2006) and Gao et al. (2010), shoulder surfing refers to a direct 

observation, such as looking over a person's shoulder in order to obtain confidential information. 

Wiedenbeck et al. (2006) further stated that, shoulder surfing is done for no reason other than to get useful 

information from unsuspecting victims. In their study, Kumar et al. (2007) stated that shoulder surfing 

can also be described as the practice of spying on the user of a cash-dispensing machine (i.e. ATM) or 

other electronic device in order to obtain sensitive information such as personal identification number, 

password. Inexpensive, miniature closed-circuit television cameras can be concealed in ceilings, walls or 

fixtures to observe data entry. Shoulder surfing is an effective way of getting information in crowded 

places because it is relatively easy to stand next to someone and watch as they fill out a form online, or 

enter a PIN number at an ATM machine, or use a calling card at a public pay phone (Kumar et al., 2007). 

Participants stated that there had been reports from students that when they were doing their online 

registration, people stood by their side in what they (i.e. the students) believe were an attempt to 

observe/spy carefully over their shoulder so as to get valuable information. Tari et al. (2006) in their study 

stated that, shoulder surfing can be done at a distance using other vision-enhancing devices such as 

binocular, miniature closed circuit camera. If the cybercriminal carrying out shoulder surfing was 

successful, sensitive information such as user name and password of students will be obtained, and which 

can be used by cybercriminals for furtherance of their attack. 

6.4 Password Sniffing: Responses from the interviews shows that password sniffing is a form of social 

engineering. One of the respondents explained that password sniffing is a technique used to gain 

knowledge of passwords. It involves monitoring traffic on a network to pull out sensitive information 

such as users’ password. A respondent remarked that this crime is usually perpetrated by users with the 

technical know-how skills of managing network traffic. Lee et al. (2009), similarly, explained that 

password sniffing is a software application that scans and records passwords that are used or broadcasted 

on a computer or network interface. A study by Abbas et al. (2006) reported that cybercriminals also use 

password sniffing software to scan incoming and outgoing network traffic and records any instance of a 

data packet that contains a password. 

6.5 Denial-of-Service (DoS) Attacks 

Apart from social engineering attacks, another cybercrime that participants attested to is the denial of 

service attacks. A respondent stated that ―Denial-of-service attack is another cybercrime type that the 

university’s network has been exposed to‖. Participants stated that cybercriminal adopt DoS attacks 

mainly so as to make the university network resources unavailable to staff and students. According to 

Burden and Palmer (2003), denial-of-service attacks are usually designed to disrupt the access and use of 

Internet resources from legitimate users. Investigations by Pilling (2013) showed that universities globally 

have lost valuable information to denial of service attacks. This losses occurred either through the 

disruption of Internet access or through the illegal utilisation of Internet resources.  
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Saravanan and Asokan (2011) stated that denial of service attacks occur when a cybercriminal attacks the 

server of an organisation by loading them with millions of spoof messages. The large amount of spoof 

messages eventually consumes all the available bandwidth of the organisation. The servers that are loaded 

with the spoof messages often crashes or freezes at some point, making it difficult for legitimate users to 

access them (Burden and Palmer, 2003). 

Participant indicated that there are cases when the university servers respond very slowly to the request of 

users. This, they opined is as a result of the demands on the servers. This huge amount of data is mostly 

sent through amplified attacks, and the limited processing capacity to handle the huge amount of data. For 

example, instead of sending 4Mix (a Mix is an Internet traffic model that describes user behaviour using a 

number of systems) of web traffic, an attacker can send 20Mix; the line would be congested and there 

would be slower response by the server. Attackers often aim at bandwidth, memory or CPU, depending 

on what they are trying to obtain. 

6.6 Malware 

Participants identified Malware as another cybercrime that ABU Network is susceptible to. Malware 

(known as malicious software) is any program or file that is harmful to a computer and/or computer 

network. Malware includes computer viruses, ransomware, worms, Trojan horses and spyware (Bergman 

et al., 2013). These malicious programs can perform a variety of functions, including stealing, encrypting 

or deleting sensitive data, altering or hijacking core computing functions and monitoring users' computer 

activity without their permission.  

A. Botnet Attack: A form of malware that participants indicated is botnet. According to Bleaken (2010), 

botnet is a program that facilitates an attack from coordinated systems. The botnet is a group of computers 

connected in a coordinated fashion for malicious purposes. Each computer in a botnet is called a bot. 

these bots form a network of compromised computers, which is controlled by a third party and used to 

transmit malware or spam, or to launch attacks. A participant remarked that in 2016, computers were 

infected with malicious software sent as e-mail spam to several computers on the university network. This 

brought down the e-mail server for several months. This eventually led to the close-down of the e-mail 

server for many months, with lecturers not able to read their mails. Sérgio et al. (2012) also believed that 

the main purpose of botnets is for cybercriminal to employ enslaved computers for malicious activities in 

order to steal confidential information, disrupt service and carry out identity theft. The effect of botnet 

attack is disastrous and often lead to damages to organisational information systems, and loss of trust by 

Internet users (Gercke, 2012).  

 

B. Means of Malware Distribution 

Malware distribution can occur in many different ways. According to OECD (2007), malware distribution 

refer to the means in which malware is propagated. Examples of means through which malware is 

propagated include; USB devices, Internet Relay Chat, Bluetooth, e-mail. In line with this, the 

interviewees in this study pointed out that the most common means of malware distribution on the 

university network is through plugging in USB devices with malicious content, and Internal Users crime. 

6.7 Plugging in USB Devices with Malicious Contents: Most of the participants expressed that USB 

device is sometimes employed by cybercriminals as a means of installing malware on the university 

network. These devices could be Flash Drives, Phones, Digital Cameras, and Biometric devices for 

thumbprints. Plugging in these USB devices with malicious content (like viruses and worms) in order to 

get access to the university network sometimes requires paying a disloyal employee some amount of 
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money or the use of computers on the university network. These computers include computers used in the 

Computer Based Test (CBT) Centres and the computers in the MTN Net Library. 

6.8 Distribution by Download: Participants explained that malware can also be distributed by download 

of free software (from uncertified websites and websites that are censored/blocked by the administrators 

of the network), by users of the university network. Manuel et al. (2009) stated that attacks in the form of 

distribution-by-downloads is any download of software programs that occurs without a user’s 

authorisation or knowledge. In a typical distribution-by-download attack, merely visiting a web site that 

embodies the malicious content can result in the infection of users’ machine or device with malware 

which, as an after effect, often enslaves the user’s machine to become a member of a botnet (Manuel et 

al., 2009, Marco et al., 2010). The malicious code or program that is installed for the execution of the 

attack then has typically full control over the user’s computer system (Marco et al., 2010).  Another 

participant from the software development unit (SDU) stated that attack in the form of distribution-by-

download is any download of files, images, and documents that occurs without a user’s authorization. For 

example, pornographic videos, images and documents are blocked from users by the network 

administrators. 

6.9 Internal Users: Participants explained that internal users within the university network aid the 

distribution of various kinds of malwares in organisations via the use of malicious software. Respondents 

stated that most internal fraudsters are often very knowledgeable about the systems they want to exploit. 

As supported by Hemavathy et al.(2005), internal perpetrators are dangerous to an organisation because 

most of them possess exclusive and administrative rights to organisational resources. This enables them to 

avoid being detected by the various security mechanisms available on the network. One of the cyber 

security analysts stated that: ―Attacks aided by cyber channels against enterprises could either be internal 

or sneaker based. In the case of internal attackers, the attackers have the necessary authorisation to 

Information Systems, know how the system works and therefore find it easy to use the system to their 

advantage. However, some respondents stated that internal fraudsters are in some cases not careful or 

experienced enough to completely remain anonymous during the period of their activities, and usually 

end up being caught. 

6.10 Pharming Attacks  

Responses from the participants identified pharming as a type of cybercrime affecting the University. A 

participant opined that pharming is common crime during Admission period at Ahmadu Bello University. 

Targets are directed to web pages controlled by the cybercriminals and are asked to pay money to be 

given admission into the University. According to Gercke (2012), pharming is a cyber attack intended to 

redirect a website’s traffic to a fake website. Pharming can be conducted either by changing the hosts file 

on a victim’s computer or by exploitation of a vulnerability in DNS server software. DNS servers are 

computers responsible for resolving Internet names into real IP addresses (GFI, 2009). According to 

Robert (2015), pharming requires unprotected access to target a computer, such as altering a customer’s 

computer IP address. Once a victim is lured to the website, an unpatched computer would download a 

Trojan horse in a file called "iexplorer.exe" from the cybercriminal server. The  victim’s computer 

displays an error message and recommends that the user shut off their firewall and antivirus software. 

Without the firewall the victim’s computer becomes vulnerable. When the user visits any of the targeted 

banking sites, they will be redirected to a mock-up of the bank's Web site. This site then collects the 

victim’s login credentials and transfers them to the criminals. The victim is then passed back to the 

legitimate site where they were already logged in, making the attack invisible. 
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6.11.Website Defacement Attacks 

Participants stated that website defacement is another form of attacks that affect the university network. 

Website defacement is an attack that changes the visual appearance of the site or a webpage. These are 

typically the work of cybercriminals, who break into a web server and replace the hosted website with one 

of their own (Alhamed and Alsuhaibany, 2013). A participant explained that the new content on the 

website attracts the attention of the victims with the intention to motivate and lure victim into supplying 

the necessary information that could be used against them. According to Hinckley et al. (2012), this attack 

could be in a form of denial of service attacks, port scan attack, or through SQL injection and cross site 

scripting attacks. 

6.12. Port Scan Attacks 

Walter et al.(2011) stated that port scan is viewed as an attack technique that dispatches legitimate user 

requests to a range of server address ports on a network host, with the aim of discovering an open or 

active port (e.g. File Transfer Service (FTP)). Once an open port or service is discovered by an attacker, 

the computer with the open port can be easily compromised, infected with a virus or lose valuable data 

(Walter et al., 2011). The responses of the participants indicated that malicious programs capable of port 

scanning were seen to be frequently used by attackers to exploit vulnerabilities in the university network. 

One of the participants stated that: ―the university network has seen lots of port scans on the server 

infrastructure side. The university network has also seen lots of "SYN" programs running on their web 

service that are constantly looking for vulnerabilities to exploit.‖ According to Bogdanoski et al. (2013), 

A SYN program is a form of denial of service attack in which an attacker sends a succession of SYN 

requests to a target’s system in an attempt to consume enough server resources to make the system 

unresponsive to legitimate traffic.  Participants felt that the risk of port scan attacks is often common with 

the web servers of the university network involved in creating port connections. One of the participants 

stated that: ―After building a secure architecture and acquiring the necessary monitoring software, it 

would be very easy to know when a web server is port scanning a virtual box‖. Since a virtual box only 

makes SQL connections on a particular port, an attempt by a cybercriminal to use web server to make 

connections on different ports or search for different host should immediately raise a red flag as a result of 

the network security protocols monitoring software. 

6.13. SQL Injection and Cross Site Scripting Attacks  

SQL injection is a type of exploit whereby the cybercriminal injects Structure Query Language (SQL) 

code through a web application in order to gain access to recourses, or make changes to data (Awodele et 

al., 2012). Here, the attacker injects SQL commands to exploit non validated input vulnerabilities in a 

web application database backend and consequently execute arbitrary SQL commands through the web 

application. Because programmers use sequential commands with user input, it makes it easier for 

cybercriminals to inject commands (Kar and Panigrahi, 2013). From the responses of the participants, it 

was reported that, SQL injection and Cross Site scripting attacks are also techniques used by 

cybercriminals in order to obtain valuable information from the university network. One of the 

participants asserted that, the university network experienced SQL injection in 2015 were some students 

changed the content of the website in which about 52 students were lured into paying their school fees 

into different account. Symantec (2012) believed that cross-site scripting and Structured Query Language 

(SQL) injection techniques are the most widely used attack methods by cybercriminals. Adam et al. 

(2009) believed that SQL Injection and cross-site scripting attacks (XSS) are common types of  attacks 

that can be employed by an attacker to craft input to a target application in order to gain access or alter 
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user data, and execute malicious code. Etienne (2008) stated that organisations should always validate 

user supplied data, enforce data types for all inputs, employ the least privilege rule, filter input data via 

white-list and black-list filtering, snort-based solutions, and host based IDSs. This is in order to censor the 

types of content that are allowed for downloading by the different categories of users of the network. 

With respect to Cross site scripting attacks, Philipp et al. (2007) stated that cross-site scripting can be 

prevented in an organisation by properly validating input from users, employing static analysis on the 

server side of an organisation, and deploying anomaly based intrusion detection systems in organisations. 

In a typical drive-by-download attack, merely visiting a web site that embodies the malicious content can 

result in the infection of a user’s machine or device with malware which, as an after effect, often enslaves 

the user’s machine to become a member of a botnet (Manuel et al., 2009, Marco et al., 2010). The 

malicious code or program that is installed for the execution of the attack then has typically full control 

over the user’s computer system (Marco et al., 2010). Ahmadu Bello University Network remains 

vulnerable to cyber piracy attacks except if there are adequate security measures in place to prevent the 

depletion of resources on Information Systems by cybercriminals. The presence of suitable target as a 

construct of the routine activity theory stipulates that networks without adequate and capable security 

protocols in place would often be vulnerable to cybercrimes (Felson and Cohen, 1979). The responses of 

the various respondents, in line with the theme on the types of cybercrimes prevalent on the university 

network, provide answers to the research question that seeks to determine the types of cybercrimes that 

Ahmadu Bello University Network could be susceptible to. 

7. Conclusion 

Findings from the study revealed that the University is continuously susceptible to different types of 

cybercrime. Among the cybercrimes are: social engineering, denial of service attacks, malware attacks, 

pharming attacks, SQL injection and cross-site scripting attacks, website defacement, and port scan 

attacks. In the 21
st
 century, cybercrime attacks in universities have become rampant globally. Historically, 

university’s infrastructure has been based on an open access with very little restrictions on access to 

information. These infrastructures stimulate learning and its environment. It, however, increases cyber 

threat. Once breached, universities can be left with high financial losses and loss of valuable information 

such as students and staff members’ personal information. Cybercriminals frequently device dynamic and 

sophisticated means in which they perpetrate their illicit activities.  In equal measure, universities should 

also be making effort to deploy and explore more divergent means of curtailing the menace of the 

cybercriminals. Hence, proper use of cybercrime control measures, as suggested in this study, could help 

in safeguarding and protecting students and staff members’ information, and the university’s information 

systems, at large, from cybercrimes and cybercriminals. 

8. Recommendation 

Based on the findings of this study, it is recommended that a behavioural approach to cybercrime be 

implemented across the university. This can be achieved by motivation of staff of the ICICT directorate. 

Salary increases, cash incentives for hardworking staff and training of staff on a regular basis. These 

could be a step in the right direction for effective management of the University Network. 

There is also the need for the University to be more security conscious of students who participate in 

projects such as website development. This is because of a recent event in which some students were 

caught trying to allocate rooms to their colleagues and also lure victims in paying school fees into 
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different account that is similar to that of the University. Also the University should put in place adequate 

data protection measures that can help with the handling of employee data.  

Finally, the University should be very proactive to the issues of cybercrimes. The University should 

organize regular seminars and workshops aimed at enhancing collaborative efforts between Government 

and the University on issues related to cyber security, also engage staff for international training as a form 

of motivation. Furthermore, the University should collaborate on a regular basis or be involved in 

software development projects that would provide better means of combating cybercrimes within the 

University. It is also recommended that the university should enhance and improve the level of 

cooperation and trust that exists with other agencies such as National Security Agency (NSA), Central 

Intelligence Agency (CIA), Inter-Service Intelligence (II), and European Union Agency for Network and 

Security (EUANS) in order to combat cybercrimes. 
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